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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
BBeneHue

PyKOBO,EI,CTBO nonb3oBartens

NMABA 1. BBEOEHUE

Aydumopus u codepkaHue

B naHHOM pyKOBOACTBE MPUBOAUTCS onucaHue Touku gocryna DAP-1150, nopsaaok HacTpOWKH U
PEKOMEHJIAIMU T10 €r0 UCIOJIb30BAHUIO.

Hacrosiiee pykoBOACTBO TpeAHAa3HAYEHO I MOJb30BaTeNEl, 3HAKOMBIX C OCHOBHBIMHU
MPUHIUIIAMU OPTaHU3ALMKN CETEeH, KOTOpbIE CO3JAI0T JOMAIIHIOK JIOKAJIbHYIO CE€Th, a TaKXKe
CHUCTEMHBIX aJMHHHUCTPATOPOB, KOTOPHIE YCTAaHABIMBAIOT W HACTPaMBalOT CeTH B oducax
KOMITaHM.

YcrioeHbIe 0603HayYeHuUs

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT JOKYMEHTA.
Ilpeosapumenvnan Ccpbulka Ha TIWIaBy WIM  pas3ledl  JaHHOTO  PYKOBOACTBA
noozomoeka MOJIb30BATENS.
«Pykoeoocmeo no
. Ccbuika Ha JOKYMEHT.
ObICmPOIL yCMano6Ke»
N3MEHUTE Ha3Banue pasziena MeHIO, MyHKTa MEHIO, KaKOTO-THOO 3JIeMeHTa
web-unTepdeiica (mosne, Gaxok, HepeKIoYaTeNb, KHOMKa U Ip.)
192.168.0.50 TekcTt, KOTOPBIA HEOOXOAMMO BBECTH B YKa3aHHOE TIOJIE.

Baxnas wuHpopMaiusg, Ha KOTOPYH HEOOXOAMMO OOpaTHThH

' HNudopmanus
]

BHUMAHUC.

Cmpykmypa 0oKymeHma

I'naga 1 conepXUT CBEEHHUS O HA3HAYEHUH U OpraHU3ally JOKyMEHTA.

Inasa 2 coaepXUT OINMCAHME TEXHUYECKUX XapakTepucTtuk yctporcra DAP-1150 u ero
BHEILIHETO BU/IA, & TAKXKE MEPEUYHUCIICHUE COAEPKUMOI0 KOMIUIEKTa OCTABKHU.

I'nasa 3 omnmceiBaer mnporecc yctaHOBKH ycTporictBa DAP-1150 u HacTpoilkn KoMmbroTepa s
MOJIKIIIOUEHUS K web-unTepdeiicy.

I'naea 4 conepxut MoapoOHOE ONMMCAHUE BCEX Pa3/IeioB MEHIO web-uHTepdeiica [uist ycTporcTBa B
pEKUME TOUKU JAOCTYIA.

I'naea 5 conepxut nMoapoOHOE ONMMCAHUE BCEX Pa3/IeoB MEHIO web-uHTepdeiica st ycTponcTBa B
peX’HME MapIIpyTH3aTOPA.

I'naea 6 conepXuT peKOMEHJAIMM 1O Oe30MacHOMY HCIONb30BaHMI0 ycTpoiictBa DAP-1150 u
COBETBHI 110 TOCTPOEHHIO OECIIPOBOHOM CETH.

I'nasa 7 COHACPKUT CIIMCOK COKpaHleHHﬁ, HCIIOJIB3YEMbIX B HACTOAUICM PYKOBOJACTBC
IIOJIB30BaTCJIA.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TO4KM AocTyna

PyKOBO,EI,CTBO nonb3oBartens

NMABA 2. OB30P TOYKU OOCTYINA

O6uwee onucaHue

YerpoiictBo DAP-1150 npeacraBnser co0oil O6ecripoBOJHYIO TOYKY JOCTyHa C MOIIEPIKKON
peKUMa MapHIpyTU3aTOpa. ITO IOCTYIMHOE pEIIeHHe NI CO3/AaHus OeCIIPOBOAHBIX CeTel 1oMa U B
oduce.

Hcnonw3ys ycrpoiictBo DAP-1150, Brl cMoxkeTe ObICTpO OpraHu3oBaTh OECHPOBOJHYIO CETh U
paspemuTs BammM coTpyaHuKaMm Wi wieHaMm Bamell ceMbH MOIKII0YAThCA K HEW NMPAKTUYECKU B
mr000i1 Touke (B 30HE AeiicTBUs GecripoBoaHOM cetn). Touka noctymna pabotaeT ¢ 6ecpoBOIHBIMU
ycrpoiictBamu ctangapra 802.11n (co ckopocthio A0 150 MOuT/c) u moaaepKuUBaeT ycTpOUCTBa
crangaptoB 802.11bu g.

B ycrpoiicTBe peann3oBaHO MHOXKECTBO (PYHKIMH njisi OecripoBogHOTrO MHTEpdeiica. Y cTpolcTBO
MOJJICP)KUBAET HECKOJbKO cTaHmapToB OezomacHoctu (WEP, WPA/WPA2, IEEE 802.1X),
bunbTpaIuo NoaKIYaeMbIX yeTpoiicTB 1o MAC-apecy, HECKOIBKO PeXUMOB pabOThl (KJIHMEHT,
MOCT), a TaK)Ke M03BOJIET UCTIOIB30BaTh TexHoMorun WPS 1 WMM.

Bbl MOXeTe moakmounTh 6ecrpoBOaHYI0 TouKy noctyma DAP-1150 B pexxume MapiipyTuzatopa K
kabenpbHOMy winu DSL-mogemy wunu  BbigeneHHoi Ethernet-muaun, 4ToOBI  MCHOIB30BaTh
BBICOKOCKOPOCTHOE€  COEJIMHEHHE C CceTblo VHTEepHET [uisi pelIeHHs I[HUPOKOro Kpyra
npodecCHOHaTBHBIX 3a7ay.

B pexume wmapmpyruzatopa yctporictBo DAP-1150 ocHameHO BCTPOCHHBIM MEKCETEBBIM
9KpaHoOM. PacmmpeHHble (QYHKIIMH O€30MacHOCTH IO3BOJISIOT MHHHUMH3UPOBATH TOCIEICTBUS
JIEWCTBUI XaKepOB W TPEAOTBpANIAIOT BTOPXKEHUS B Bamry ceTh W J0CTYnm K HEXKeJIaTeIbHBIM
calTaM IUIs moJib3oBaTeneil Bameil ToKkalbpHOM CeTH.

Jns ynpaBnenuss u HacTpoilku yctpoiictBa DAP-1150 ucnons3yercs mnpocTtol u  yqoOHBIM
BCTPOCHHBIN wWeb-unTepdeiic (10cTyneH Ha ABYX S3bIKaX — PYCCKOM M aHTJIHHCKOM).
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TO4KM AocTyna
PykoBoacTBO nonb3oBartensi

TexHu4YecKkue xapakmepucmuku

HNurepdeiic LAN:

* 1 mopr 10/100BASE-TX Ethernet ¢ aBTOMaTHYECKUM OMpEACICHUEM TMOJISIPHOCTH
MDI/MDIX.

HNurepdeiic WLAN:
* IEEE 802.11b/g/n.
CereBble QyHKIUH (Pe:KMM MapLIPyTH3aTOPA):

e TUel noakiroueHus WAN:

« 1IPoE,
PPPOE,
.« PPTP,
« L2TP,

*  DHCP-cepep u DHCP-knueHT,

*  DNS relay,

* nponyck VPN-tounens (PPTP),

*  Dynamic DNS,

e cratudeckas [P-mapmpyrusanus,

*  yAAJEHHBIH IOCTYII,

* ceTeBas CTaTHCTHKA JJIS KaXKJ0T0 HHTEpdeiica,
*  IGMP Proxy,

* RIP,

e UPnP.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TOUKM pocTyna
PykoBogcTtBo nonb3osaTens

BecnipoBoiHoe coequHeHHe:
* cerMmeHTanus 6ecripoBosHOM cetn (10 4-x SSID),
*  [OJJepKUBaeMble CTAaHIAPTHI O€30MACHOCTHU:
o WEP,
o WPA/WPA2 Personal,
© WPA/WPA?2 Enterprise,
o IEEE 802.1X,
* MAC-dunsbtp,
*  yIpaBlIeHHUE NMOAKIIOYEHHBIMU YCTPOHCTBAMH,
» wmetoasl PIN u PBC ¢ynxinuu WPS,
*  ¢ynxmus WMM (Wi-Fi QoS),
*  pacIIMpPEHHBIE HACTPOUKH,
e ¢dynkaus WDS,
*  MOJJEPKKA PeKUMA KKITUEHTY.
DYHKIHMH MeKCeTeBOro 3KpaHa (pesKuM MapLIpyTH3aTopa):
* mpeoOpa3oBaHue ceTeBbIX aapecoB (NAT),
*  KOHTpOJb cocTossHUs coenuuenuii (SPI),
*  [P-¢puibTpHI,
*  URL-dunbtp,
* MAC-dunsbtp,
* DMZ-30Ha,
*  ¢yuknus 3amutel oT ARP- u DDoS-arax,
*  BUpPTYyaJIbHbIE CEPBEPHI.
Hacrpoiika u ynpaBJieHue:
* web-unTepdelic HaCTpOMKHU M yIpaBJIEHUS Ha IBYX sI3bIKaX (PyCCKOM M aHTJIMHCKOM),
* 0OHOBIIEHHE BHYTPEHHETO MTPOrpaMMHOTO oOecrieueHrs yCTporucTBa uepe3 web-unrtepdeiic,
* COXpaHEHHE M 3arpy3Ka KOHQUTYpalHH,
*  MOJJepKKa YAAICHHOTO KypHaJIUPOBAHUS,

* aBTOMAaTWYECKasi CHHXpOHHU3ALHUs CUCTEMHOro BpeMeHu ¢ NTP-cepsepom.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TO4KM AocTyna
PykoBoacTBO nonb3oBartensi

HNuaukaropsl:

e [Iluranwme,

* LAN/WAN,
«  WLAN.
ITuranue:

*  HUCTOYHMK MHUTAHUS: BHEUTHUH aJanTep MUTaHHS MOCTOSHHOTO Toka SB/1,2A,
* kHomka Reset /Ui Bo3BpaTa K 3aBOJACKUM YCTaHOBKAM O YMOJTYAHUIO.
PaGouas Temneparypa:
* or0 g0 55°C.
BiaskHOCTB NP IKCILTYyaATAMM:
* ot 10% 10 90% 6e3 koHaeHCaTa.
CepTudukarni:
* CE,
e FCC Class B,
e (C-Tick,
*  Wi-Fi

CtpaHuua 9 n3 133



DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TO4KM AocTyna
PykoBoacTBO nonb3oBartensi

BHewHul eud ycmpolticmea

NMepenHasa naHenb

DAP-1150

PucyHok 1. Bud nepedHel naHesnu DAP-1150.

CBeTOAMOOHbIN

3HavyeHue
MHAMUKaTOP
Fopum nocmosiHHo (3enéxbil) | IluTaHue BKIIIOUYEHO
He 2opum [TuTaHue OTKIIOYEHO
Mnranme [Tocne BkroueHus1 — 3arpy3kKa yCTpOMCTBA;
lopum nocmosiHHO (xenmeIl) | TOCIIEe 3arpy3ku  — cOoii B pabore
YCTpOWCTBA
B pexume TOYKM nOCTynma — YCTPOMCTBO
.. |umeer IP-agpec u 1OCTYymHO Jj1s HACTPONKHU
Fopum nocmosiHHO (3eneHbIl) p AOCTYIHO 1 P
B pexume w™apmpyruzaropa — WAN-
COEJIMHEHNE YCTAHOBJIEHO
y Iloptr akTtuBeH (Tpadmk B OJHOM U3
E Mueaem (3eneHbili) P i) (tpag A
HaIpaBJICHUN
LAN/WAN P
[Tocne BkroueHus1 — 3arpy3Ka yCTpOMCTBA;
y mocJne 3arpy3Ku B eXKHIME
lopum nocmosiHHO (Xenmabii) Py P
Mapuipytuzaropa — WAN-coenuHeHne He
YCTaHOBIIEHO
(({ 'opum nocmosHHO (3eneHbit) | becipoBOIHAS CETh BKIIIOYEHA
. WLAN-unTepdetic aktuBeH (Tpaduk B
WLAN Mueaem (3eneHbiti) pb . (tpacp
OJIHOM W3 HaIpaBJICHU)
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TO4KM AocTyna
PykoBoacTBO nonb3oBartensi

3aaHAa naHenb

5V=1.2A RESET

PucyHok 2. Bud 3adHel naHenu DAP-1150.

B pexume touku pocryma: Ethernet-mopt s moakmoueHHS
KOMITIBIOTEDA.

LAN B pexume wMapmipytuzaropa: Ethernet-mopT st moakiIrOYeHUs
kabenpHOoro mian DSL-Momema WM MOOKIIOYEHUS K BBLICICHHOM
Ethernet-muaun (peKkoMeHyeTcsl HCIOIb30BaTh Ka0elb, BXOISIINN B
KOMILJIEKT ITOCTaBKH ).

5V-1.2A Pa3bém nuranus.

KHorka u1st cOpoca HacTpOEK K 3aBOJICKUM YCTAaHOBKAM.

RESET I[JBI BOCCTAHOBJICHUSA 3aBOJICKHX YCTAHOBOK HCO6XO,Z[I/IMO HaXaTb U

yIepKHUBaTh 5 CEKyH] (IIpU BKIIFOUEHHOM YCTPOMCTBE).

Taxxke Touka 1ocTyna o0opy/10BaHa Cb€MHOM aHTEHHOM ¢ pazbemMoM Reverse SMA.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
0O630p TO4KM AOCTyna
PykoBoacTBO nonb3oBartensi

Komnnekm nocmaseku

[Tepen ucnonab30BaHUEM YCTPONCTBA YOEIUTECH, YTO B KOMILUIEKT MOCTABKH BKJIIOYCHO CIIEAYIOIIEE:
* Ttouka goctyna DAP-1150,
* ajamnTep MUTaHHS MOCTOSTHHOTO Toka 5B/1,2A,

* Ethernet-kabens (CAT 5E),

* KOMMAKT-TUCK C JOKyMeHTamMHu «Pykoeoocmeo nonv3oeamensa» u «Pykoeoocmeo no
Ovicmpoil ycmanogke»,

* 10KyMeHT «Pykoeoocmeo no 6vicmpoit ycmanoexe» (OyKier).

Hcmonp30BaHne UCTOYHUKA IHATAHHSA C HAMmpsoKCHUEM, OTIWYHBIM OT MOCTABJIAECMOTO C
u YCTPOMCTBOM, MOET IPUBECTH K IMMOBPEKICHHUIO YCTPOMCTBA Y MTOTEPE TAPAHTUM HA HETO.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa YCTaHOBKa U NOAKMIOYEHUE TOUKU
PykosoacTso nonb3osaTens pocTtyna

'MABA 3. YCTAHOBKA U NOAKNIOYEHUE TOYKU
AOOCTYNA

lpedsapumernbHasi N0020MoO8Ka

[Tepen nmoakitOYEeHUEM yCTPOMCTBA MPOUYTUTE JAHHOE PYKOBOJICTBO IOJIb30BATENs. Y OeIuTeCh, YTO
y Bac umeercs Bce HeoOxonumoe 000pya0BaHKe, a TakkKe MHPOPMAIMS [0 BCEM UCIOJIB3YEMBIM
YCTPOMCTBAM.

OnepannonHasi cucrema

Hactpoiika u ynpasienue Toukoil nocryna DAP-1150 ¢ mopnepkkoi pexuMa MapuipyTH3atopa
(asee — «TOYKOW JIOCTYyIay») BBIMOJIHAETCS C MOMOIIbIO BCTPOCHHOro web-uHTepdeiica. Web-
uHTep(eiic JocTyrneH B Jr000i ONEpaliMOHHON CHCTeMe, KOTopask ToAaep kuBaeT web-0paysep.

Web-0pay3zep

Jns noctyna k web-uHTepdeiicy HACTpOWKH M YIpaBieHHs TOYKOH JOCTYyNa PEKOMEHIYeTCs
ucmnosib3oBaTh web-opaysepst Windows Internet Explorer, Mozilla Firefox nmu Opera.

Jns yenemHo#t paboTel ¢ web-unTepdeiicoM HacTpoWKHM M ynpaBieHHs B web-Opaysepe momKHA
ObITh BKJIOUEHA mojanepxka JavaScript. YOemurech, 4To NaHHAs ONIMsS HE ObLIa OTKIIOYEHA
JpYTUM MPOrpaMMHBIM oOecliedeHneM (HanpuMep, aHTUBUPYCHOUN nporpammoit wiu apyrum I10,
obecrieunBaroMM  0€30MacHyl0 paboTy B TJ0OATBbHOM CETH), 3amylleHHBIM Ha Bamem
KOMITBIOTEPE.

IIpoBonnasi miu 6ecnpoBoanas cereBasi kapta (Ethernet- mnin Wi-Fi-ananrep)

JIr060¥i KOMITBIOTEP, UCTIOIB3YIOIINIA TOUKY IOCTYIA, AObKeH ObITh ocHamieH Ethernet- wnu Wi-Fi-
aganTepoM (cereBoit kaproil). Ecnu Bair mopTaTUBHBIN WM HACTOJBHBIN KOMIBIOTEP HE OCHAILIEH
no1I00HBIM ycTpoiicTBoM, ycranoBuTe Ethernet- nunm Wi-Fi-agantep nepen Tem, Kak IpUCTYNUThH K
MCTIOJIb30BAHUIO TOUKH JTOCTYTIA.

BecnpoBoaHasi cBsI3b

YroOrl ycTpoicTBa, 00pasyroliue OecIpoBOIHYIO CETh, MOTJIH UCTIOIB30BATh TOUKY JOCTYIIA, B HUX
JI0OJDKHA OBITH yCTaHOBJIEHa OecripoBonHas ceteBas kaprta (Wi-Fi-agantep) cranmapra 802.11b, g
wi n. Kpome Toro, 17151 JaHHBIX YCTPOMCTB HEOOXOAMMO 3a7aTh 3HaUeHUs uaeHTudukaropa SSID,
HOMEpa KaHajla ¥ HapaMeTpoB Oe30IacHOCTH, KOTOPBIE OINpeNeNieHbl B web-uHTepdeiice TOUKU
JIOCTyIHA.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa YCTaHOBKa U NOAKMIOYEHUE TOUKU
PykosoacTso nonb3osaTens pocTtyna

lMoOknoyeHue Kk Komnbromepy u e20 Hacmpolka (e OC
Windows XP)

NMoaknrouyeHne kK koMmnbrotepy ¢ Ethernet-agantepom

1. Brixmounte nutanue Bamero KOMIIBIOTEPA.

2. Tlogxmounte Ethernet-kabens k LAN-mopTy, pacmnoiio)keHHOMY Ha 3aJHeil MmaHelu TOYKH
nocryna, 1 k Ethernet-ananrepy Barero komnsrorepa.

3. TomkirounTe amanTtep MUTaHHUS K COOTBETCTBYIOIIEMY Pa3beMy Ha 3aJHEH MaHENH TOYKU
JIOCTYTIA, & 3aTeM — K DJICKTPHUYCSCKOM pO3eTKe.

4. BximrounTe KOMIIBIOTEDP M TOKIUTECH 3aTPy3KH ONEPALMOHHON CUCTEMBI.

Hactpo¥ka aBTomaTuueckoro nosy4dyesun IP-agpeca

1. Haxwmure knonky Flyck u nepeiinure B pasmen MaHenb ynpaBneHus > CeTb M
noakntovyeHus K UHtepHeTy > CeTeBble NOAKNIOYEHUS.

2. B okae CeTeBble MNOAKIIOYEHUA IICIKHWTE MPABOW KHOIKOW MBIIMIA IO
coorBercTBytomemMy [MOAKMIOYEHUIO MO JOKaribHOM CEeTU u BBIOEPUTE CTPOKY
CBOMCTBA B [OABUBIIEMCS KOHTEKCTHOM MEHIO.

% CeTepble NOJKIHYEHHA

Mavn  Mpaeka Bua  MzBpaHHoe  CepeWc  fJonofHWTENeHO  CRpagka

F = -
Hazan ~ I3 ' MNoKck MankH e
@ A d "l‘ | b na

Aapec: (& CeTeBbie NoAKHOHEHHA

.A. NBC vnY BBICOKOCKOPOCTHOA MHTEPHET
CeTeBLIe 3a: @

"1 C0343HHE HOBOMO l Mo AKNHYEHHE Mo NOKanEHOH
- CETH
Mo AENHHEHHA I m
f'.'|\ Y¥CTAHOEMTE AOMAWHHIHD OTKAHHHTE
CETE MMM CETE Manoro ofca CocToAHHE
-@ MZHEHHMTE NapaMeTpEl = MENpaeuTE
BpaHAMay3apa Windows
t? OITKNHYEHHE CETEEDMD MoAKNHYEHHA THNE MOCT
WCTRORCTES
Coz0aTe ApnEIE
[® BoccTaHosneHHe
Mo AENHHEHHA
Eﬁ MepeHMEHOEIHHE A MepeHMEHOEATE
Mo 4K NHIHEHHA
) CEOHCTES
:é- MpocHo TR COCTOAHKA
Mo AKNHHEHHA

PucyHok 3. OkHo Cemeeble NOOGKII0YEHUs.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa YcTaHOBKa U NOAKMIOYEHMNE TOYKU

PyKOBO,EI,CTBO nonb3oBartens AocTtyna

3. B oxue lNMogkniovyeHMe No NoOKaribHOM CeTU — CBOMCTBA, Ha Bkiajgke OOwwme, B
paznene KOMNOHEHTbI, UCNOMb3yeMble 3TUM NOAKIHOYEHUEM BBIICIUTE CTPOKY
MpoTtokon UHTepHeTa (TCP/IP). Haxxmute knonky CBOMCTBA.

-

=
i [NoAKNHOYEHKWE MO NOKaNbHOA CETH - CBO... |M

O e | [NpoBepr.a NoGAMHHOCTIH | HonoaHuTensHo |

Mogk noyeHKe Hepes:

@@ MNYIDIA nFarce Metworking Contraller |

EDMI‘IDHEHTI:I_, HCNONEIYerbIe 3THR NOAEADYEHHER!

<. Npalieep cETEEOMD MMOHKMTORA -
< OTEETYME OSHAPY#EHMA TONOAOrMM YPOBHA CEASM
(I [ cr oo Merepreta [TCRAF)

[ HeraHoemTe... Hoanmre CeobicTBa ]

O nucaHue

MNpotokon TCPAP - cTangapTHEIR NpoTokon rioSansHe::
CETel, 0AeCNEYMBINIWME CEASE MEKAY PaSMYHEIMM
B MO EFCTEYHOLL MM CETARMM,

[V] Ot NOAKARYEHMM BRIBECTH SHAY0K B OBNSCTH YEEAOMEHME

[V/] HeEnomaaTe NpM OrpaHHMEHHOM AW OTCYTCTEYIOW N
MK THOHEHLAL

s ] [ OTraeHa

PucyHok 4. OkHO ceolicme nodKIIHoHeHUs 1o fiokasibHoU cemu.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa YCTaHOBKa U NOAKMIOYEHUE TOUKU
PykosoacTso nonb3osaTens pocTtyna

4. VYcraHoBuTe mepekioyareab B monoxenue onyuutb IP-agpec aBTOMaTU4eCKM.
Haxwmure kHoniky OK.

CeoHcTea: MNpoToKON MHTEpHETA {TE;’E} X

Ofwme |.ﬁ.anepHaTHBHaﬂ KOHPUrypaumHa |

MaparaeTpel [P FMOryT HAZHIYATECA SETOMITHYSCKM, BCAM CETE
NOLOEMKMEAET 3TY BOSMOKHOCTE. B NpoTHMEHOM Cnyvas napareTpel
IP rosHD AOAYYMTE Y CETEEOMD S0MWHMCTPETOPA.

@ [onyuue IP-agpec SETOMATHYECKM

Henonezoeare cneguow il IP-agpec:

@ (Nonyaure agpec DMS-cepeepa SETOMaTHYECKM

I Mononesoeate cnegyiowmKe agpeca DMS-cepeepoe:

HononHurensHo...

[ Ok H OTraeHa ]

PucyHok 5. OkHo ceoticme ripomokona TCP/IP.

Haxwute kHoniky OK B okue MoakniovyeHne no nokanbHOW ceTu — cBOMCTBA. Teneps Ba
KOMITBIOTEP HACTPOEH Ha aBTOMAaTH4eCcKoe noiydeHue [P-agpeca.

NMoaxntoueHne Kk komnbroTepy ¢ Wi-Fi-agantepom

1. TlomknrouuTe aganTep MUTAHWS K COOTBETCTBYIOLIEMY Pa3be€My HA 3aJHEW NAHEIW TOYKH
JIOCTYTIA, a 3aTEM — K JJIEKTPUYECKOMN PO3ETKE.

2. BKIIOYUTE KOMIIBIOTED, T0KIUTECH 3arPy3KH ONEPALIMOHHON CUCTEMBI.

3. Bxumounte Wi-Fi-amantep. Ha mopTaTHBHBIX KOMIBIOTEpaX, OCHAIIEHHBIX BCTPOCHHBIM
OecIpOBOJHBIM CETEBBIM aJalTEPOM, KaK IpPaBWJIO, €CThb KHOIKA WM IEPEKIII0YaTellb,
aKTUBUPYIOIMUNA OECTIPOBOAHON ceTeBoM amantep (cM. mokymeHTanuio no Bamewmy [1K).
Ecnu Bam xoMmbpioTep OCHAIIEH MOJKIIOYAEMBIM OECHpPOBOJHBIM CETEBBIM Al TEPOM,
YCTaHOBUTE MpOrpaMMHOE oOecriedeHre, OCTaBIsIEMOE BMECTE C a/laliTEPOM.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa YCTaHOBKa U NOAKMIOYEHUE TOUKU
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Hactpouka Wi-Fi-apgantepa
1. Haxmure xHonky lyck u mepeiinure B pasgen lMaHenb ynpaBneHus > CeTb M
noakntoyeHus K UHTepHeTy > CeTeBble NOAKMIOYEHUSA.

2. Beigenure 3Ha4OK OECNPOBOJHOTO CETEBOTO TMOJKIIOUEHUs u ybOemurtech, uyTo Barre
0ecTpoBOTHOE CETEBOE YCTPOIMCTBO BKIIIOUEHO.

- p—
® CeTerbie NoAKIHYE HHA _DJ

dafin  Mpaska Bua  MsbpanHoe Cepeuc  JononHuTensHo  Cnpaska

eHEBEﬂ. - \_) L@ /.:\J Momck: W Mankw v @ CHHXPOHH3ALKA NankH

i
‘:‘, CeTeBRIE NOAKNHHEHHA v | Mepexog,

|  Bropamee

CeTeBbIE 328344

B 03 4 aHME HOEOMD __ BroaawHe nofknrqeHHR
NoAENHYEHHA ( FAHEHTEI HE NOAKAHHEHE]
g Y¥CTAHOEHTE AOMALLHHIHD

" CeTh MNM C&TE Manoro EIL'bHEa

M3MEHHMTE NapamMeTpel
fpaHAMay3pa Windows

(i) MpocHaTp A0CTYNHEE Mo AKNHIYEHKE N0 NOKANEHDH BCMPOECAHOE CRTEEOR
GECNPoB0AHEL CeTEH ceTH 3 L o
o

NBC MNW BLICOKOCKOPOCTHOW MHTEPHET

& CTenoderke ceTesoro |_=:I|D CeTesod Kabens He NOAKMKYEH || THAKHHTE
YCTPORCTEA MpocMoTp AOCTYNHLX GECNpPOBOAHLIX CETEH
EoccTaHoENeHHE MoakAHHEHHE N0 NOKANEHOH
M0 ALK RO HHE 1 FI'ZL”KHMHBHD McnpasHTE
Iim MepeHMeHoBaHHE |—|;.Fl
N0 AR THYEHHRA Mo AKAHOYEHMA THA MOCT
MEMEHEHHE HACTPOSK
NoAKAHMEHHA Co34aTE APMEIK
MeperMeHOEaTE
-
Apyrye Mecta = -
CEOHCTES

[ NaHenk YNpaEnEHMA

PucyHok 6. OkHo Cemeeble NOOKII0YEHUs.
3. BBbINOJIHUTE MOUCK TOCTYIMHBIX CETEH.

4. B otkpeiBmieMcs okHe BecnpoBogHoe ceTeBoe NOAKMNIOYEHWE  BbIICIHTE
OecripoBoiHyt0 ceTh DAP-1150 u Haxkmute KHOIKY [MOAKMIOYNTL.

[Tocie naxkatus Ha kHOMKY MMOAKMHOYUTL oToOpasutcs okHo COCTOsIHME GecnpoBOAHOro
CeTeBOro CoeAMHEeHuA.

Eciiv mepBuyHas HAcTpoWKa TOYKH JIOCTyna BeimonHsercs depe3 Wi-Fi-coenuHenue, 1o
' Cpa3y IHoOcje W3MEHEHHUs HAcTPOeK OecnpoBOJHON CETH, 3aJaHHBIX MO0 YMOJIYAHUIO,
®  HeoOxoaWMo Oy/eT 3aHOBO YCTAaHOBUTH OECIPOBOIHOE COCIMHEHHE C YCTPOWCTBOM,
UCIOJB3YS TOJIbKO YTO 3a/IaHHBIC TAPAMETPBI.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa YcTaHOBKa U NOAKMIOYEHMNE TOYKU

PyKOBO,EI,CTBO nonb3oBartens AocTtyna

lModknro4deHue k web-uHmepaelticy

[Tocne HacTpolKM COeAMHEHHUs C TOYKOM JocTyma Bwl mMoxkere oOpatuthesi Kk web-uHTEpdeiicy
HACTPOWKH M YIPABJICHHUS I 3aJlaHUs HEOOXOIUMBIX TMapameTpoB (HACTPOMKH OECTIPOBOIHON
CETH, U3MEHEHHUs pekuMa paboThl YCTpoicTBa, co3nanuss WAN-coeaMHeHus Ui MOAKIIOUEHUs K
cet MIHTepHET, HACTPOIKK MEXCETEBOI0 IKpaHa U Ap.)

1. 3amyctute web-0paysep (cm. paznen Ilpedsapumenvnas noozomoska, ctp. 13).

2. B agpecHoii ctpoke web-Opay3epa BBeaute [P-agpec Toukum moctyma (M0 yMOTYaHHUIO
ycranoBiieH [P-agpec 192.168.0.50). Haxmvurte kiaBuiry Enter.

ETE| Mpaera BMa  Zarknagkm BuaseTel  MHCTRYMEHTEI CNpaeka

<= : o | | M hittp://192.168.0.50/ -

PucyHok 7. Beod IP-adpeca DAP-1150 e adpecHol cmpoke web-6pay3epa.

3. Ha oTkpsIBIIEHCS CTpaHMIlE BBEIUTE HMMsI MOJB30BATENd U MApOJib aJMUHUCTpATOpa AJIs
JnocTymna K web-unrepdeiicy Touku 1octyna (1Mo yMOJIYaHHI0 UMs TI0Jb30BaTeNsd — admin,

napoisib — admin). Haxxmute kHonky Bxogp.

DAP_1150

IMA NnonezoeaTenA: admin

Maponeg: ====s

CYHCTHMTE Bxon

PucyHok 8. CmpaHuya exoda 8 cucmemy.

Eciy nipy monpITKe HOAKIIOYEHHS K web-mHTepdeiicy TOYKM JocTyna Opay3ep BBIIAET

! omuoOKy Tuna «Hesozmooicno omobpazums cmpanuyyy, YOEIUTeCh, YTO YCTPOMCTBO
OpaBUIBbHO IMOJKIIOYCHO K KOMIIBIOTEPY.

Cpazy nocne nepBoro obpanieHus Kk web-uHTepdeiicy TOUYKH JOCTyma OTKPOETCS CTpaHuIa s
M3MEHEHUS Naposisi aAMUHUCTPATOPA, YCTAHOBIEHHOTO MO YMOJIYAHHUIO.
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%] YCTaHOBKA CWCTEMHOro napona

M3MEHEHHE CHCTEMHOMD Napond M napond web-MHTepdet NPOMCX0 AT 0AHOBPEMEHHD

mA nonezosaTena: admin =

Mapaons:

MoATEEp¥ AEHHE!

COxXpaHHTE

PucyHok 9. Cmparuya usmeHeHUs naposis adMuHuUcmpamopa, 3a0aHHO20 10 YMOIYaHU!o.

BBeaure HOBBIN maposib It 1ocTyna K web-unrepdeticy B moasx Maponb u MNoarsepxaeHue.
3ateM HaxxmuTe KHONKY COXPaHUTb.

3anoMHHUTE WJIM 3alUIIUTE HOBBIM Napoib aaMUHUCTpaTopa. B ciiydyae yrepu HOBOTO_
Iapojgsd aaIMHUHHUCTPATOpPaA Brel CMOXECTC TIOJVUYUTH JOCTVII K Web-HHTeDd)eﬁCV TOYKHN

! IOCTYIa _TOJBKO TIOCJIE BOCCTAHOBJICHMS 3aBOJICKMX HACTPOCK 10 YMOJYAHUIO TpU
IIOMOIITK_anmnapaTHol KHONKH Reset. Takas mpolieaypa VHUYTOXKUT Bce 3aJaHHble Bamm
HACTPOMKHU YCTPOUCTBA.

B cnyuae ycnemHoi peructpanuy OTKphIBAeTCsl CTpaHUIA CUCTEMHOW craTUCTHKU. Ha cTpanune
npuBeneHa ol1iast “H(GpopMaIHs 1Mo TOYKE AOCTYIA U €€ IPOrPaMMHOMY 00€CIICUCHHIO.

D-Link
iy Pisseonss fox. Feepla ZHCTEME - Atk -
= Hauano
Ha4ano
#1 Mudopmauma 00 ycTporcTEE
Moaens: D4e 158
B JononHHTENEHD BEpCHA MPOLLHBRH: ;.0.85
» CHCTEME Epema chopkm: Thu Mar 10 T4 0001 UTC 2057
MpoOHEECAHTE B! O-f ik Russia
Tex, NoALEp#Ka: sunporteaing. re
QMHCaHHe: Roof flasystem image for QAR 1150
PegHznA web: FEIRbdbIs Sred 2T 63 9ea 2 SRa I Mdlsd
LaM IP: T2 168.0.50

PucyHok 10. CmpaHuya cucmemMHol cmamucmuku.
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Web-unrtepgeiic ycTpoiicTBa JOCTYNEH Ha JBYX SI3bIKaX — aHIVIMHCKOM U pycckoM. Bribepure
HYXXHBIH S3bIK B MEHIO, KOTOpO€ OTOOpaskaeTcs NpH HaBEeIEHHM YKaszaTels MbIIIM Ha HAANUCh
A3bIK B mpaBOM BEpXHEM YIUIy CTpPaHUIBI. Bbl MOXeTe NMEpeKIIouUTh S3bIK B JIIOOOM pasziese
MeHIO web-uHTepdeiica TOUKu 10CTyIa.

- ]
D-Link
Building Networks for People
CHcTena - Asbik -

English

Prycckmi
CENE  avano

PucyHok 11. lNepekntoyeHue a3bika web-uHmepdgbelica.

CoxpaHeHue U eoccmaHoeJiIeHuUe HacmpoekK

H U HaC OﬁKe TOYKH OCT a HeO6XO MO COXPAHATH BBIINOJHCHHBIC HM3MCHCHHUIA B
m DHEPrOHE3aBUCUMOMN MaMSTH.

Web-untepdelic Touku gocTyma OTOOpa)kaeT yBEIOMIICHHE O HECOXPAHCHHBIX W3MEHEHUSX B
BEpPXHEHN 4acTU CTPaHULbI.

- ]
D-Link
Building Networks for People

CHcTema - BERT -

/& Kondmrypauna yoTpoiicTea Gbina MameHeHa CoxpaHHTh

PucyHok 12. YeedomiieHue 0 HeCOXpaHeHHbIX USMEHEHUSIX.

Bbl MoeTe coXpaHUTh HACTPOWKHM TOYKHM JIOCTyIa MpU MOMOIIM MEHIO, KOTOPOE OTOoOpa)aercs
NIPY HaBEJICHUU YKa3aTellsl MBI Ha Haamuch CMCTEeMa B IpaBOM BEpXHEM YTy CTPAHHUIIBI.

- L]
D-Link
Building Networks for People
CvcTema - Azeie -

MNepesarpysHTe
ZoxEp. M MNEpesarpysHTe
Ha yano COXPaAHHTE
Pesepe. KonkA
3AE0ACKHE HACTROMAKKH
Biblx0,

» Hauano

& Wndopmayma ob ycTpoidcTee
PucyHok 13. MeHo 8 sepxHeli Hacmu cmpaHuubl.

Haxmure Ha crpoky [epesarpy3uTb, ecim panee Bbl yxe cOXpaHWIM HACTPOWKH TOYKH
JocTyma.
Haxmutre Ha crpoky Coxp. u [llepe3arpy3uTb, 4ToObl COXpaHUTH BBINOJHEHHbIC Bamu

HAaCTPOWKHU U HEMEIJICHHO Nepe3arpy3uTh TOUKY AOCTYIIA.

Haxmure Ha ctpoky COXpaHWUTb, 4TOOBI COXPAHHUTH BBHIMOJHECHHBbIE BamMu HAaCTpOWKH TOUYKU
JIOCTYIIa B DHEPTOHE3aBUCHMOM MaMATH U MPOJOJDKUTE HACTPOMKY YCTpOKCTBA. BBI Takke MOxKeTe
COXpaHHUTh IMapaMeTphl YCTpoWcTBa, HakaB KHOMKy CoOXpaHUTb Ha crtpanuine Cucrtema /

KoHdpurypaums.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa YcTaHOBKa U MOAKIMOYeHUe TOUKN

PykoBoACTBO nonb3oBaTtens pocTyna

Haxxmure Ha ctpoky Pe3epB. KOMWUSA u cieayiiTe MHCTPYKIUSM JHAIOTOBOTO OKHA, YTOOBI
COXpaHUTh KOH(HUTYpanuio (Bce MmapaMeTpbl TOYKH JOCTyNa) Ha JIOKAIBHOM JHUCKE KOMITBIOTEPA.
BbI Takoke MOKeTe CO3aTh pE3EPBHYIO KOMHUIO0 KOH(PUTypalyy, HakaB KHOTIKy Pe3epB. Konus Ha
crpannie Cucrema / Kondpurypaums.

Haxxmute Ha cTpoky 3aBOACKME HACTPOMKMU, YTOObI COPOCHTH HACTPOWKHM TOYKH IOCTyIa K
3aBOACKHM YCTaHOBKaM. Brer Taxke MokeTe BOCCTaHOBHTH HaCTpOfIKPI 0 yMOJIYaHUIO, HaXXaB
KHOIIKY 3aBOACKUE HaCTPOUKM Ha ctpanuiie Cuctema / KoHcpurypaums.

COpoc HacTpoeK K 3aBOJCKUM YCTAHOBKAaM TAaK)K€ MOYKHO BBINOJIHUTH C MOMOILBIO alMapaTHOM
kHonku Reset. BrixogHoe oTBepcTHe 3TOM KHOIKM PACIOJNIOKEHO HAa 3aJHEW MaHEIH TOYKU
JIOCTyIIa PAIOM C pa3beMOM IuTaHuA. [l akTUBALMM KHOIKM BCTAaBbTE TOHKYH) CKPEIIKY B
oTBepcTHE (IpU BKJIKOYEHHOM YCTPOICTBE), HAKMUTE U yAEp)KHUBaiiTe €€ B TEUEHHE 5 CEKyHI,
3areM ynanute ckpenky. [lonoxxaure 30 cekynn. Tenepr Bol cHOBa mMoxkere oOpaTtuThest K web-
uHTep(delicy TOUKH n0cTyna, ucnoieiys [P-agpec, ums monb3oBarens U Maposib, yCTaHOBJIECHHbIE
10 YMOJIYAHHIO.

3aBepuiuB paboTy ¢ web-uHTEepdelicoM TOUKM T0CTyIa, HAKMUTE Ha cTpoky BbixoA.

Pexxumbl pabombi ycmpolicmea

Pe)>xnMm TOUKM fgocTyna

B pexxume TOYKM AOCTyma YCTPOMCTBO HCHOJIB3YeTCs sl CO3JaHMs JIOKaJbHOW OecrpoBOAHOM
CETH WJIU MOJKIYEHHS K IPOBOIHOMY MapLIPyTH3aTOpYy.

Pe)>xuM MaplipyTusaTtopa

B pexume mapuipytuzaropa yCTPOWCTBO HCIOJIB3YeTCsS Uil MOJKIIOYEHHUs K cetu MHTepHer
YCTPOMCTB, OCHAIIEHHBIX OecTpoBOJHBIM MHTEpdelicoM. Bbl MokeTe MOAKIIOUNUTH YCTPONCTBO K
kabenpHOMy win DSL-monemy wimm BwimeneHHo Ethernet-nmuaum m cozmate WAN-coennHEHHE.
Kpome Toro, Bel MokeTe HaCTpOUTh YCTPONCTBO TS IOKITFOUYCHHS K TIPOBaiiiepy O€CIpoBOAHOTO
JocTyna K cetu MHTepHer.

Korna ycTpoiicTBO Haxonurtcs B pexkume Mapupytuzaropa, LAN-mopT ycTpoiicTBa
ucrnoap3yercss kKak  WAN-TIOPT, IT03TOMY IPOBOAHOE TMOAKIIYEHHE K YCTPOWCTBY B

' PEXKHME MapIpyTu3aTopa HEAOCTYITHO.
]

Ecmu ycrpoiictBo Hactpoeno B kadectBe kiuenrta (Ha crtpanuie Wi-Fi / KnueHT), to

OecripoBoHON mHTEepdeic wucmonb3dyercss B kadectBe  WAN-mopra, a  LAN-mopr

HCTOJb3YETCS JUIS NOAKIFOYCHUS JIOKAIbHOTO MPOBOJIHOTO YCTPOMCTBA.
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MABA 4. HACTPOWKA YCTPOUCTBA B PEXXUME
TOYKU OOCTYNA

Cmamyc

B nannoMm paznene MeHio Bbl MOkeTe MpOCMOTPETh TaHHbIE, 0TOOpaXKaroliye TeKYyIee COCTOSIHUE
TOYKHU JAOCTYyNA. 3/1€Ch MPEACTABICHA CTATUCTHKA 10 KaXKIOMY M3 aKTHBHBIX HHTep(EiCcOB, JaHHbIE
00 ycTpoiicTBax, MOJKIIOUEHHBIX K CETH TOUYKH JOCTyIa U ee web-untepgeiicy, a Taxke Tadnuna
MapLIpyTH3aLUH.

CeTeBas CTaTUCTUKA

Ha crpanunie Ctatyc / CeTteBas cTraTMCTMKa Bbl MoOXeTe MPOCMOTPETh CTATUCTUYECKUE
JTaHHBIE 10 BceM MHTep(delicaM, aKTUBHBIM Ha JJAHHBI MOMEHT BPEMEHH.

Link

Building Networks for People

» Havano
» CTaTyc

ma Tun COCTOAHHE Ip Macka LWnkoz MAC MTU RxfTx
LAN MoaknrodeHo @ 192,165.0,50 255.255.255.0 = 00:26:58:2E:EA:AC 1500 1,4559 MBafiT/4. 0875 MAaiT

CHCTEMA - Hzbik -

- CETeBaA CTATUCTHKA

- Taﬁnmga MapWpyTH3auMH

+ LAM KAHEHTEI

PucyHok 14. CmpaHuya Cmamyc / Cemeeasi cmamucmuka.
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Tabnuua mapwpyrTusauum

Crpanuna Ctatyc / Tabnuua mapwpyTusaumm orobpaxaer nHGopMaImo o Mapupyrax. B
Tabnuile npecTaBieHsl [P-aapeca Ha3HAYEHMS, [UTIO3bI, MACKH MOJICETH U APYTHE JaHHbIE.

Link

Building Networks for People

CHETEMA - Azkir -
» Havano
Cratyc/ Tabnuuya mappyTusaunuu
» CTaTyc
+ CETEESA CTATHCTHES
HTEpDEkC HazHaqeHHe LWz Macka ceTh dnark MeTpHKa Pazmep MTL
» Tabnuia Mapmpy TH3a 9 Lan 192.165.0.0 0.0.0.0 255,255.255.0 u o
lo 127.0.0.0 0.0.0.0 255.0.0.0 u a a

+ LAM KAHEHTEI

» JononHKTENEHD

B CHCTEMA

PucyHok 15. CmpaHuuya Cmamyc / Tabnuuya mapwpymu3ayuu.

LAN-K1MeHTbI

Ha crpanunie Ctatyc / LAN KnuMeHTbl Bbel MoXxere NpOCMOTpETh JaHHBIE O CETEBBIX
YCTPOMCTBAX, MOJKIIOYCHHBIX K TOYKEe NOCTyma. Ha CTpaHuIle MpeaCTaBiIeH CIHCOK yCTPOWCTB,
HOJKITFOYEHHBIX K JIOKaJbHOW CETH TOYKM JIOCTYIA, a TaKKe YCTPOMCTB, OOpaTHUBIIMXCS K web-
uHTEpQeicy TOUKH JOCTyIA.

»

Building Networks for People

CHETEMA - Azkir -
» Havano
Cratyc/ LAN knueHThl
» CTaTyc
» CETEEAA CTATHOTHES
IP-aapec Pnaru MAC-aapec HTEpDEkC
» TafnHLa MAPWIDY THESLHA 192.168.0.137 Oxz 6CFD:49: 935 CE4D Lan

+ LAN KAMEHTBI

» JononHKTENEHD

B CHCTEMA

PucyHok 16. CmpaHuya Cmamyc / LAN knueHmbl.

Hns xaxaoro ycrpoiictBa otoopakaercst [P-anpec, MAC-aapec, a taxke uHTepdeEiic, K KOTOPOMY
OHO TIOJIKITIOYEHO.
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Cemb

B AAaHHOM pa3aciic MCHIO Bu1 moxere HAaCTPOUTH OCHOBHBIC IAPAMCTPBI JIOKAJIbHOM CETH TOYKH

JOCTyIA.

CoeanHeHun

B pexume Touku nocryma Ha crpanuie CeTb / CoeauHeHUs Bbl MoxeTe pelakTHPOBATh
apaMeTpbl JIOKaJTbHOTO HHTEpdeiica.

[To ymomuanuio B cucreMe HactpoeHo coemuHeHMe LAN. OHO COOTBETCTBYET JIOKAJbHOMY
untepdeiicy Touku aoctyna (br0). Ber He MoXkeTe yIaiuTh 3T0 COCTUHEHHUE.

»

Building Networks for People
CHETEMA - Azkir -

» Havano

CeTb [/ CoefHHEeHHA

¥ CoeguHeHWA

» COBJWHEHWA
3aeck Bel MOxeTE A003ENATE, PEASKTHROEATE H Y AANATE COSAHHEHHA
MMA TN COBAMHEHMA  DH3MYeckWid MHTepdefic  Paspewwte  LLINMS No yMonYanv  Hanpaenedme  COCTOAHME
LA ipoe LAM, Wi-Fi Aa LAMN CoeaHHEHD

PucyHok 17. Cmpa+Huua Cemsb / CoeQuHeHUsl.
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PedakmupoeaHue napamMempos JIOKaJlbHO20 uHmepdgelica

YroObl M3MEHHUTH IapaMETPhl JIOKAIBHON CETH TOYKHM HOCTyma, BeiOeputre coeaunenne LAN Ha
crpanuiie CeTb / CoeanHeHuns.

Ha 3aknanke FmaBHaa Brl moxere HAaCTPOUTH OCHOBHBLIC IIAPaMCTPLL JIOKAQIbHOM CETHU TOYKHU

JocTyma.

CeTb [ CoefMHEHMA

[naeHan DHCP cepeep TaTHdeckki DHCFP

4 'MaeHble HACTPORKKA

BrIGop THNa COEAMHEHHMA M 0OLWME HACTPOAKK

A

" LAMN
THN CoEAHHEHHA: IPaE | %
PazpelmTe:
HanpagneHwe: LA

# MHUIMYECKMH YPOBEHD

Brifop M HacTpoRka "tkskdeckora” MHTepderca

DHSHHECKHA MHTEphEAC: [

# HacTpouku IP

HacTpofkk MHTepHeT MpoToTakona

IP-aapec: 192 . 163 [.| O |.| 50

CeTeBan Macka: 2e5 |.[ 255 |.[ 285 |.[ 0

Flarapdiadc,

COxpaHHTE

PucyHok 18. OcHogHble napamempsbl 5IoKaribHO20 UuHmepghedca.
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MapameTp OnucaHwue

FnaBHble HACTPOUKKU

HazBanue COCAMHCHUS, COOTBCTCTBYIOLICTO JIOKAJIbHOMY

Nmsa o
uHTEpdeEiicy.

Tun ceTeBOro MPOTOKOJIA, KOTOPBIM OyleT HCIOJIb30BaTh

Tvn coeanHeHun
coznaBaemoe coenunenue — IPoE.

Pa3peLuwa CDJ'Ia)KOK, pa3pema}omm?1 HUCIIOJIBb30BaHHUEC JAaHHOT'O COCIUHCHMUA.

HanpaBneHue HamnpaBiieHue 1aHHOTO COEIMHEHMUS.

®dusnyecku yposeHb

dusnyecknn Ousnuecknii  wHTEpPEc, K KOTOPOMY TPUBSA3aHO JaHHOE
uHTepdenc coequnenue — bro0.

Hactpowku IP

[P-agpec Toukm pocryma. Ilo yMmon4aHuro 3aJaHO 3Ha4YeHUE

IP-anpec 192.168.0.50.

Macka IOJICETH. Ilo YMOJIYAHUIO 3a7aH0 3HAa4YCHUE

CeTeBasa macka 255 .255.255.0.

UHTepdenc Haspanwue coenHeHus, HA3HAYCHHOE CHCTEMOIA.

[Mocne 3aanns Bcex HEOOXOAMMBIX 3HAUCHHI HAXMHUTE KHOTIKY COXPaHUTD.

Ha 3aknanke DHCP-cepBep Bul moxere HacTpouts BctpoeHHblin DHCP-cepBep ToukH gocTyma.

CeTb [/ CoeaMHeHHd

[ naeHan DHCP cepeep CTaTH4eckHid DHCP

PreskHn: PazpewnTe _

HaqaneHerH IP: 192 . 168 .| 0 |.| 51

KoHeqHEN IF: 192 . 1658 .| o .| 100

Bpema apeHAkb! (MHH): 1440

COxpaHKTE

PucyHok 19. 3aknadka dnsi Hacmpotiku DHCP-cepesepa.
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MapameTp OnucaHwue

Pexum pa6oret DHCP-cepBepa Touku noctyna.

PaspewnTb — Touka [gocTynma aBTOMATHYeCKH Ha3HadaeT IP-
ajpeca KJIMEHTaM Ha OCHOBAaHUHW 3aJlaHHBIX TapameTrpoB. [lpu
BBIOOpE OTOrO 3HAYCHHUS Ha 3aKJIaJIKe OTOOpaKaroTCs TOJsS
HavanbHbin IP, KoHeuyHbin IP u Bpemsa apeHabl. Eciu
DHCP-cepBep BkitoueH, Bol Takke Moxkete 3a1aBaTh cBsizku MAC-

Pexum anpecos u [P-agpecos Ha 3aknaake Ctatnyeckun DHCP.

3anpetutb — DHCP-cepBep Touku g0cTyna BeIKIIOYEH, [P-aapeca
KJINEHTaM Ha3HA4aroTCs BPYYHYIO.

Relay — nns nasnauenus IP-agpecoB KIMEHTaM HCHONB3YETCS
BHewHuit DHCP-cepep. [1pu BeiOOpe 3TOro 3HaueHus Ha 3aKiIa ke
orobpaxaercs noje |IP BHewHero DHCP cepBepa.

Havanenueiit [P-agpec myna aapecoB, koropsie DHCP-cepsep
BBIJACT KIIMCHTAaM.

HavyanbHbiu IP

Koneunsiit [P-anpec nmyna aapecos, koropsie DHCP-cepBep BbiaeT
KIIMEHTAM.

KoHe4yHbIN IP

Ilepuon Bpemenu, Ha kotopbii DHCP-cepBep Touka npoctyna
npenocrasiser [P-aapec kimeHTy (1O MCTEYEHUH STOTO IMEpPUOaA
Bpems apeHabl [P-anpec oT3BIBaETCSI U MOXKET OBITH OTAAH JIPYrOMY YCTPOWCTBY,
€CIIM HE MOCTYIWIO NOATBEP)KACHUE O HEOOXOAUMOCTU COXPAaHEHHUS
storo [P-anpeca).

IP BHewHero DHCP IP-anpec Buemrero DHCP-cepBepa, koTopsiii HazHadaeT [P-aapeca
cepBepa KJIMEHTaM TOYKH JIOCTYIIA.

ITocne 3amanus Bcex H606XOI[I/IMBIX 3HAYCHUIN HAXKMUTE KHOIIKY COXpaHMTb.
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Ha 3akmagke Ctatnyeckmm DHCP Boi moxere 3amats cBsizku IP-aapecoB m MAC-ampecos.
DreMeHThI 3aKIanku akTuBHbI, eciin DHCP-cepBep Touku 10CTyIa BKIIFOUEH.

CeTb / CoegHeHHs

[nagHas DHCP cepeep CTaTuHeckri DHCP

IP aapec: 192 .| 168 |, 0 |.| 100
MAC aapec: |

lMA xocTa:

IP aapec MaZ aapec MMA x0cTa

[vaamre] [AobaemTe]

COXpaHHTE

PucyHok 20. Saknadka 0nsi 3a0aHusi cesi3o0k MAC-IP.

Uto0sl co3nath cBsisky MAC-IP (HazHauuth moctostHHBIN [P-ampec B JIOKambHOW CETH IS
ycTpoiicTBa ¢ onpeaeieHabiM MAC-aapecom), HaxmuTe KHONKy [Jo06aBUTb.

Bb1 MoXxeTe 3a1aTh cienyromne napaMmeTphbl:

MapameTp OnucaHne

IP-anmpec, KoTOpEIil OyAeT MPHUCBOCH YCTPOMCTBY 3amaHHbIM MAC-
IP appec Ap P YA p ycrp Yy 3an
aZpecoM.
MAC apgpec MAC-aapec ycTpoiicTBa U3 JIOKAJIILHOW CETH.
Haspanme ycTpoiicTBa B CeTH A 00HOW WACHTU(DHKAIINH.
UMst xocTa yerpol At YA JeHTH (UKL
Heobsazamenvnuiii napamemp.

Haxxmute kHOTIKY COXPaHUTD.

CymiectByromue cBsizku MAC- u IP-aapecoB otoOpakeHbl Ha 3akiaake Crtatnyeckun DHCP.
YT100Bl yIAIUTh CBSA3KY, BBIICIUTE COOTBETCTBYIOLIYIO CTPOKY B TaOJHMIE WM HAXMHTE KHOIKY
Ypanutb. 3atem Haxxmute KHOKY COXPaHUTb.
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Wi-Fi

B nanHom pasnene meHio Bel Moxkere 3amaTh Bce HEOOXOIUMBbIE HACTPOMKH sl OECTPOBOIHOM
CETH.

O6Lwmne HaCTponKH

Crpanunia Wi-Fi / OOGlme HaCTPOMKM mpenHasHaueHa Ui aKTHBAIUU OCCIPOBOIAHON CETH U
paselieHHs €€ Ha CErMEHTHI.

- ]
D-Link
Building Networks for People

CHETEMA - Azkir -

» Havano

Wi-Fi / O6wme HacTpoitkn

BrAHHYHTE SECI'IDDBU,\’J.HDE COEAHHEHHE:

- DBwpe HACTPOiiKM : ]
BSSID: D0:26:54:2EEAAC v

» (JCHOBHEIE HACTDOMEKM
» HacTpokikm Bes0nacHOCTH
» MAC-dHneTp MsmeHHT:

- CTaHHHDHHbIﬁ CAHCOK

+ AONOIHHTENEHEIE HACTOORKH
+ WM

+ FNHEHT

» JononHKTENEHD

B CHCTEMA

PucyHok 21. Obuwue Hacmpoliku 6ecripo8oOHOU JI0KaslbHOU cemu.

dnaxox Bknountb 6ecnpoBogHoe coeAuHEHUE (10 YMOTYAHUIO YCTAHOBJICH) paspelaet
ucnonb3oBanue Wi-Fi-coenunennii. Ecnim Ber xoture 3amperuts Wi-Fi-coennHeHMs, CHUMUTE
JaHHBIA (raskok.

Touka noctyma mo3BosisseT pa3zduBaTh Bainy OecnpoBOAHYIO JIOKaJbHYIO CEThb Ha HECKOJBKO
CErMEHTOB (10 YEeThIPEX), KaX/bIil U3 KOTOPBIX OyJIeT UMETh CBOe coOCTBeHHOE Ha3BaHue (SSID) u
yHUKAIbHBIN unaeHTHGuKaTop (BSSID). [Ins co3maHus HECKONBKHX OECHpPOBOJHBIX CETe
BeIOCpHTE COOTBETCTBYMOIIee 3HaueHue (2, 3 wim 4) B packpsiBatoiemcs crimcke MBSSID. Ilo
YMOJTYaHHIO BO3MOXKHOCTb HUCTIOJIH30BAHUS HECKOJIBKUX CErMEHTOB OECIIPOBOIHOM JIOKAJBHON CETH
OTKJIFOUCHA (B PACKPBIBAIOIIEMCS CIIUCKE YCTAaHOBJICHO 3HaucHne BbIKNOYEHO).

B packpeiBatomemcsi criricke BSSID otoOpakaercss yHukanbHbld uaeHtudukarop Wi-Fi-cetu.
JlaHHOE 3HAaYEHHE ONpeIeIsIeTCs TapaMeTpaMy TOUYKH JI0CTYIa, Bbl He MOXKeTe ero U3MEHHTb.

Ecnu Bbl pasmenuinu OecripoOBOAHYIO JIOKAIbHYIO CeTh Ha cerMeHTbl, To B cmucke BSSID
0TOOpakaeTcsl HECKOJNbKO HACHTHU(PUKATOPOB. Kakaplii W3 HHUX COOTBETCTBYET OTIEIHHOMY
CErMEHTY CETH.
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Jlnst KakI0ro CerMeHTa ceTh MOKHO 3anath uMms (SSID), mapamerpbl 0€30MacHOCTH W TpaBHIiIa
¢unpTpanmn Ha ocHoBe MAC-aapecoB, a Takke akTUBHpoBaTh (yHKumio WMM (ecnn
HeoOxoaumo). [l 3aaHusl TakUX MapaMeTpoB BBIICIUTE HEOOXOJIMMYKO YacTh CETH B CITHCKE
BSSID u naxmure kHomky WM3MeHWUTb. 3arem mepelante Ha COOTBETCTBYIOIIYIO CTPaHHILY
paznena merio Wi-Fi.

OCHOBHbIE HAaCTPOMNKH

Ha crpanune Wi-Fi /| OCHOBHbIe HAaCTPOMKM Bbl MokeTe 3a7aTh OCHOBHBIC MapaMeTphl VIS
0ecIpoBOIHON CETH TOYKH JIOCTYTIA.

»

Building Networks for People

CHETEMA - Azkir -
» Havano L .
Wi-Fi / OcHoBHbI® HACTpoIikN
CKPBITE TOHKY AOCTYNA: 0
5510
DaP-1150
» QALHE HACTDORKK
_ CTpana: |RusSIAM FEDERATION [v]
» DCHOBHBIE HACTPOAKK
KaHan: 1
auto | v
» HacTpokikm Bes0nacHOCTH -.
BecnpoB0 AHOM pesHm: 802.11 G onl |
» MAC-HNLTD : i .

MakcHManEHOE KOMHYeCTED KNHEHTOE! 0
- CTaHHHDHHbIﬁ CAHCOK

» WS
» WDS
-
+ AONOIHHTENEHEIE HACTOORKH
+ WM

+ FNHEHT

» JononHHTENEHD

B CHCTEMA

PucyHok 22. OcHogHbie Hacmpolku 6ecripo8odHOU f10KanbHOU cemu.
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MapameTp OnucaHwue

Ecin paHHbIl (uaXxoK yCTaHOBJIEH, IPYTrHe II0JIb30BaTENM HE

cmoryr Buzmeth Bamy  Wi-Fi-cetb.  (Pekomennmyercs  He

CKpbITb TOYKY AOCTyna
yCTaHaBIMBaTh (IakoK, TaKk Kak JaHHas (QYHKIUS YCIOXKHSET

IIPOLIECC MEPBOHAYATIbHON HACTPOIKHU CETH. )

Hazpanue Bameii 6ecipoBoHO# noKainbHO# ceTr. [lo ymomuanuto
3a7aH0 3HaueHue DAP-1150. Ecim Bama cete pasneneHa Ha
CEerMEHTHI, JUIsl KaXJ0r0 W3 HUX TakKe ONPEIEICHO Ha3BaHUE I10
SSID ymonmuanuio (DAP-1150.2, DAP-1150.3 u DAP-1150.4).
PekoMeHyeTcss ompenennTh COOCTBEHHOE Ha3BaHUE CeTH (WIH
KaXJIOTO CerMeHTa ceru). Mcmonp3yiTe TUQpPHl W JTaTHHCKHUE

OYKBBI.
CrpaHa Bame wmectomonoxxenue. Bribepute HeoOXonMMoe 3HAYCHUE U3
PaCKpBIBAIOIIETOCS CITHUCKA.
Homep kananma OecmpoBogHoro coenuHeHus. Ilpu  BbiOope
Kanan 3HayeHWs auto Touka JOCTymma camMa BbIOMpacT KaHall C

HaAnUMCEHBIINMMH ITIOMEXaMHU.

Pexxum paboTel OecpoOBOAHOW ceTH TOYKH jJocTyna. J(aHHBIN
- napaMeTp OmpeenseT CTaHAapThl YCTPOMCTB, KOTOpbIE CMOTYT
BecnpoBoaHoOMn pexum P P ofp . P . ye1p ’ P Y

paborare B Bameii 6ecnipoBogHOM cetr. Beibepure HeoOxomumoe

3HAYCHUC U3 PACKPBIBAOMICTOCA CIIUCKA.

MakcumanbHOE  KOJIMYECTBO  YCTPOWCTB,  KOTOpPbIE  MOTYT

MakcumanbHoe MOJIKIIIOYUTHCST K OECpOBOJHONW CETH TOYKM JjAocTyna. Ecmu
KONINYECTBO KIIMEHTOB | YCTaHOBJIECHO 3HadyeHWe O, yCTpPOWCTBO HE OrPaHUYUBACT
KOJIMYECTBO MOJKIFOUEHHBIX KIMEHTOB.

ITocne n3meHeHus napaMeTpOB HAXKKMUTC KHOIIKY N3MeHunTDb.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens TOUKM pocTyna

HacTpoiku 6e3onacHoCcTH

Ha crpanunie Wi-Fi / HacTtponku 6e3onacHOCTU Bbl MokeTe H3MEHHTH IapaMeTphl
Oe3omacHoCTH Bareit 6ecipoBOIHOM CETH.

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / HacTpoiikn 6esonacHocTH

CeTeBad ay TEHTHDMIKAUHA; |Open [v]

# HacTpoik4 wmbpoeaHva WEP

» OBWWMHE HACTDOKK
. BrcnHUMTE WbpoEaHHe WEP: D
+ OCHOEHbIE HACTDOMKH
: HacTpoidkK GesonacHoc Ty
» MAC-HNLTD

- CTaHHHDHHbIﬁ CAHCOK

MzMEHHTE

+ AONOIHHTENEHEIE HACTOORKH
+ WM

+ FNHEHT

» JononHKTENEHD

B CHCTEMA

PucyHok 23. Hacmpoliku 6e3onacHocmu 6ecripogodHol cemu o yMosI4aHuro.

[To ymonuanuio JJs JIOKaJdbHOM OECHpOBOJHOW CeTH B CHCTEME 3aJjaH TUIl CeTeBOM
ayrenTudukauu Open (oTkpbiTas ceTh) 6e3 muppoBaHus.

Hactpoiiku 1mo ymMon4aHuio He O0ECNeYMBAIOT 3aIUTY OECHpPOBONHOMN JIOKATbHOW CETH.

' HacrostensHo PECKOMCHAYCTCA 3a14aTh COOCTBEHHbIE HaC![QOﬁKH Oe3omacHocT. B cJaydac
= pa30ueHus OeCPOBOIHON CETU TOYKH JIOCTYIA HA CETMEHTHI PEKOMEHIIYETCS ONPEACIUTD

CcOOCTBEHHBIE HACTPOUKHU 0E€30HACHOCTH Ul KAXKJIOI0 CErMEHTA CETH.

Wi-Fi / HacTpoikn besonacHocTtu

CaTeEaA Ay TEHTHDHIKALHA

opEn
Open
Open-IEEES0Z21%
Shared
WEPALITO

WRPA

WPA-PSE

WPAZ

WPAZ-PSE
WPANYPAZ mixed

WPA-PSEWRAZ-PSE mixed

% HactpodkW wmippoeaHua YWEN

Bk MH4MTE WHbpoEaHHE WEP:

PucyHok 24. Tunbl aymeHmugbukayuu, noddepxueaembie moykol docmyna.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa

PyKOBO,EI,CTBO nonb3oBartens

HacTpolika ycTpoiicTBa B pexume
TOYKM AocTyna

Touxka AOCTYIIA MMOAACPKUBACT CIICAYIOIIHUEC THUIIbI aYTCHTI/I(I)I/IKaLII/II/IZ

Tun ayTeHTUdMKaUmmn OnucaHwue

Open

OTkpbITass ayTeHTU(QUKAIUS C BO3MOXKHOCTBIO HCIIOJNB30BaHUS
WEP-mm¢ppoBanus.

Open-IEEE8021X

OTkpeiTas ayreHTHQUKaNMg ¢ ucnoias3oBanueM RADIUS-cepsepa
¥ BO3MOXKHOCTBIO Hcrionb3oBanus WEP-mmdposanus.

Aytentudukainus ¢ OOMMM KIIOYOM C ucrnoib3oBanueM WEP-

Shared
mmdpoBaHus.
KomOunupoBansslii tun ayreHtuduxanuu. [Ipu Beibope naHHOTO
3HaYCHHUSI K OECTPOBOJHON CETH, CO3/1aBa€MOM TOYKOH JOCTYyTIa,
WEPAUTO MOTYT  TOJKIIOYAThCS ~ YCTPOWCTBA,  HCIOJB3YIOIIWE  THUI
ayreHtudukanuu Open c¢ aktuBupoBanusiM WEP-mudpoBanuem,
U yCTpOiicTBa, HCTIONB3YolHe THIT ayTenTrdukaiun Shared.
WPA Ayrtentudukamuss 1o TexHojorun WPA ¢ wucnonb3oBaHHEM
RADIUS-cepgepa.
Avyrentudukamnus mo texHorornu WPA ¢ ucnonabp3oBanuem PSK-
WPA-PSK yrentig
KJIIOYa.
Aytentudukanuss mno TexHonormn WPA2 ¢ wucmonb3oBaHHEM
WPA2
RADIUS-cepgepa.
Aytentudukanus no texnoaorudu WPA2 ¢ ucnonb3oBanuem PSK-
WPA2-PSK yrentig

KJIro4a.

WPA/WPA2 mixed

KomOunupoBanusiii Tun ayrentuduxaruu. [Ipu BeiOOpe naHHOTO
3HAUeHUS K OECIpOBOJHON CETH, CO37]aBaeMOW TOYKOHM JOCTyTa,
MOTYT
ayrentuduxamun - WPA u  ycrpoiicTsa,
ayrentupukanun WPA2.

OAKIIIOYAThCs yCTpOﬁCTBa, HCIOJIB3YIOIUC THUIIL

WCIIOJIB3YIONIUE  THII

WPA-PSK/WPA2-PSK
mixed

KoMmOunupoBanHuslii Tin ayreHTudukanuu. [Ipu BeiOOpe maHHOTO
3HAYCHUS] K OCCIPOBOJHON CETH, CO3/1aBaeMOM TOYKOW OCTYyIIa,
MOTYT  TOJIKIIOYAThCS  YCTPOMCTBA,  HMCHONB3YIOLIME  THII
ayrentudukaun WPA-PSK u ycrpoiicTBa, MCHONB3YOIINE THIT

ayrentuduxanun WPA2-PSK.

' Jlna _wcnonb3oBanus _tunoB ayreHtudukaimu _Open-IEEE8021X, WPA, WPA2 u
= WPA/WPA2 mixed neo6xommmo Hannune RADIUS-cepBepa.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa HacTpoliika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBatens TOYKM AocTyna

ITpu BeiGOpe 3HaucHuii Open, Shared wim WEPAUTO Ha crpanuiie otoOpakaercsi pasjeln
Hactpownku wncpposanHns WEP:

Wi-Fi / HacTpoiikn besonacHocTu

CeTeEad ay TEHTHHIKALHA Open ”

%1 HacTpowvkW wvpoeaHqa WEP

BrnH4KTE WHbpoEaHKE WEP:
HoMep KAR4a Mo YHOMHaHKHD 1 |
K.ntod wrhpoBaHrA WEP kak HEX: |:|

K.ntou wihpogaHa WEP (1)
K.ntou wihpogaHia WEP (2]
K.nHou wihpogana WEP (30

K.ntoH whpoBaHiAa WEP (4]

MIZHEHHTE

PucyHok 25. 3HaueHue Open 8 packpbigaroujemcsi criucke Cemeeasi aymeHmudbukayusi.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens TOUKM pocTyna

MapameTp OnucaHwue

Onaxok ans aktuauun WEP-mmdposanus. [Ipu yctaHoBieHHOM
¢naxkke Ha cTpaHuie oToOpaxkaercs mose Homep knrouva no

BknouuTtb ymonyaHuto, paaxox Knrou wmcpposaHua WEP kak HEX u
wudposaHme WEP gereipe mnonst  Knwoy  wudpoBaHma WEP. [{ns tunos
ayreatupukanun  Shared u WEPAUTO ¢aaxok Bcerma
YCTaHOBJICH.
Homep kntoya no Howmep xiroda (0T 1-ro 10 4-T0), KOTOPBIH OYJET UCTOIB30BATHCS
ymMmon4yaHuro s WEP-mmmdpoBanus.
Kniou wndpoBaHus VYcranoBute ¢uiakok, 4ToOBI 3a7aTh MIECTHAAIATEPUYHOE YUCIIO B
WEP kak HEX Ka4yecTBe KITI0Ya JJIs IU(GPOBAHHSL.

Kmoun mns WEP-tmdpoBanus. [lpu mudpoBanun MCmonb3yercs
KIIIOY, HOMEpP KOTOPOrO YKa3aH B PACKPBIBAIOLIEMCS CIIMCKE
Homep knioya no ymon4yaHuto. HeoOxoauMo 3amomHHUTH BCe

OIS
Krnoy wndpoBaHus
WEP(1-4) Brr MokeTe 3agaBaTh Kitoun JMHON S w13 cumBosioB (1udp u

(umm) nartuHckux OykB). Ecmu  ycranoBmen ¢uaxok Koy
wudposaHna WEP kak HEX, Ber moxere 3amaBaTh TOJIBKO
kimoun JuyinHOU 10 cumBoioB (udpsl ot 0 10 9 1 naTuHCKUE OYKBBI
ot A 1o F).
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa HacTpoiika ycTponcTBa B pexume

PyKOBO,ElCTBO nonb3oBatens TOYKM AocTyna

IIpu BeiOOpe 3HaueHuss Open-IEEE8021X na crpanuiie otobpaxkatorcst pasmenst HacTpownku
wudposaHua WEP u Hactpouku RADIUS:

Wi-Fi / HacTpoiikn 6esonacHoctH

CeTEEaA ay TEHTHDMIKALHA: Cpen-TEEEGNZ 15 TP

% HacTpodky wwpoeadva WEP

BrnH4MTE WkbpoEaHHE WEP:
HoMep knH4a no YMonYaHH: 1[4
KNty wHpogaHa WEP kak HEX: D

Fonkou WwkpoEaHra WEP (1)
Fonkou wkpoeaqa WEP (2):
K.ntod wupogaHAa WEP (30

K.nHou wHhpogaHea WEP (4]

% HacTpodky RADIUS

IP-aapec: 19z . 1ea [.[ o .| 254
MopT: 181z
RADILS :

KNHD WM POESHHA dink

M3HEHHTE

PucyHok 26. SHauyeHue Open-IEEE8021X e packpbigatoujemcs criucke Cemeesasi aymeHmudgbukayusi.
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DAP-1150 BecnpoBofHasi To4ka [OCTyna ¢ NOAAEPXKKON pexnuma MmapLupytusaTopa HacTpoiika ycTponcTBa B pexume

PyKOBO,EI,CTBO nonb3oBartens TOYKM AocTyna

MapameTp OnucaHue

BknounTtb
wudposaHue WEP

Onaxok g aktuBauuu WEP-mmdposanus. [lpu ycranoBieHHOM
¢naxkke Ha cTpaHuie oroOpaxkaercs noie Homep knro4a no
ymonyaHuto, puaxox Knrou wmudposanua WEP kak HEX u

gereipe mnosist  Kmow  wncppoBaHma WEP. s Tumos
ayrentudukamun  Shared u WEPAUTO ¢uaxok Bcerma
YCTaHOBIICH.

Homep kntoya no
yMOM4YaHuIo

Howmep ximoua (ot 1-ro g0 4-10), KOTOpHIA OyAET MCIOIB30BATHCA
st WEP-mmmdpoBanus.

Knto4 wudpoBaHus
WEP kak HEX

VYcranoBute ¢akok, 4TOOBI 337aTh IMIECTHAIIATEPUIHOE YHUCIIO B
KayecTBe KII0Ya IS IU(GPOBAHHSL.

Knto4 wudpoBaHus

Kmoun gt WEP-mmmdposanus. IIpn mmdpoBannn ucmonszyercs
KIIIOY, HOMEpP KOTOpPOrO0 YKa3aH B pacCKpBIBAIOIIEMCSA CIIMCKE
Homep knroya no ymonyaHuto. HeoOxoanmo 3amoiHUTH Bce
TOJIA.

Brr MokeTe 3aaBaTh Kitoud JUIMHOW 5 uiu 13 cumBosioB (mudp u

WEP(1-4)
(umm) natuHckux OykB). Ecmm ycranoBnen ¢umaxok Koy
wudpoBaHna WEP kak HEX, Ber moxkere 3amaBaTh TOJIBKO
kimoun JuinHOU 10 cumBonoB (umgps! oT 0 10 9 1 aTHHCKHE OYKBBI
ot A 1o F).
IP-apgpec IP-anpec RADIUS-cepsepa.
MopT Howmep mopra RADIUS-cepBepa.
RADIUS knitoy
wposaHun [Tapone qs noctyna k RADIUS-cepsepy.
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DAP-1150 BecnpoBofHasi To4ka [OCTyna ¢ NOAAEPXKKON pexnuma MmapLupytusaTopa HacTpoiika ycTponcTBa B pexume

PyKOBO,EI,CTBO nonb3oBartens

TOYKM AocTyna

[lpu BeIOOpe 3Hauennit WPA-PSK, WPA2-PSK wim WPA-PSK/WPA2-PSK mixed na
cTpanwuiie orodpaxkaercs pasnen Hactponkn wmndposaHmna WPA:

Wi-Fi / HacTpoiikn 6esonacHocTH

CeTeEad ayTeHTHRHKALHA:

K.nho wpoBaHKA PSk:

WPAZ MpesBaprTeNEHaA
AYTEHTHDHKALHA;

WPAZ-PSK v

7e543210

O

% HacTpovkW wmpoeadqa YWPA

WPA WHhpOEaHHE:

WPA NepHo obHOENEHKA KNHYa)

P v

3600

MzHEHHMTE

PucyHok 27. BHauyeHue WPA2-PSK e packpbigeatoujemcs criucke Cemeeasi aymeHmudpukayusi.

MapameTp OnucaHue

Knrou wndpoBanmna PSK

Kimou mist WPA-mmdpoBanus. Kirod MOXeT cocTosaTh U3 mudp
U (UTM) TaTHHCKUX OYKB.

WPA2 lNpepnBaputenbHas

®dnaxok UIS aKTHBALUMU IPEIBAPUTEIILHOW ayTCHTU(DUKAIUH
(otobpaxaercst tonbko s tunoB WPA2-PSK u WPA-

OoOHOBNEHUA Knr4a

ayTeHTUdukaums PSK/WPA2-PSK mixed).
WPA wudpoBaHue Mexanusm mudposanus: TKIP, AES uin TKIP+AES.
ITeprion BpemeHu (B CEKyHAaX), [0 HCTCYCHHH KOTOPOIO
WPA nepwvop TeHEePHUPYETCs] HOBBIM KIIOY ISl MIM(POBAHUSA TIO TEXHOJIOTUH

WPA. Eciu B naHHoM mnone ykazaHo 3HaueHue 0, xirou
OOHOBIISITHCS HE OYyJIET.
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DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa

PyKOBO,EI,CTBO nonb3oBartens

HacTpolika ycTpoiicTBa B pexume
TOYKM AocTyna

ITpu BoiOope 3naucHuss WPA, WPA2 wiu WPA/WPA2 mixed na crpanuie oToOpakaroTCs
pasaenst Hactponkn RADIUS u Hactpouku wmncdposaHusa WPA:

Wi-Fi / HacTpoitkn besonacHocTH

CETEESA Ay TEHTHDHKALNA:

WPAZ MNpeasapHTeneHanA
Ay TEHTHRHEALHA:

% HacTpoHkw RADIUS

Wpaz ™

O

IP-aapec:
MopT:

RADIUS EnHY WHBROEAHHA:

192 | 165 || O || 254

1512

dlink

%1 HacTpokkW wwppoeaHya YPA

WPA wHppoBaHke:

WPA neprog oDHOBNEHKA KNHoYa;

e (v

3600

MZHEHHTE

PucyHok 28. SHaueHue WPA2 g packpbisaroujemcs criucke Cemeesast aymeHmughukayusl.

MapameTp OnucaHne

WPA2 MpeasapuensHas ®naxxok sl aKTUBAIMM TPEABAPUTEILHON ayTCHTHU()HUKALUH
ayTeHTUMKaLMS NPY UCTIONIb30BaHUM TeXHOJIOTHH WPA2 (oToOpakaeTcs TOIBKO
y s Tanos WPA2 1 WPA/WPA2 mixed).
IP-appec IP-anpec RADIUS-cepBepa.
MopT Howmep mopra RADIUS-cepBepa.
RADIUS kntoy
wndposanms [Taponb mst moctyma kK RADIUS-cepepy.
WPA wundpoBaHue Mexanmsm mudposanus: TKIP, AES wiu TKIP+AES.
[lepmon BpemMeHu (B CeKyHJax), IO HCTEYEHHUH KOTOPOIO
WPA nepwvop reHepupyeTcsl HOBBIM KIItOY ISl IUGPOBAHUSA IO TEXHOJIOTUU
OOHOBINEeHUsA Knrova WPA. Eciu B pganHoM mone ykaszaHo 3HadeHue 0, Kirog
OOHOBIIATHCS HE OYIET.

ITocne 3aJaHuA H606XOI[I/IMBIX MapaMeTpOB HAXKMUTEC KHOIIKY N3MeHnTDb.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens TOUKM pocTyna

MAC-bunbTp

Ha crpanuiie Wi-Fi / MAC cdunbTp Bel Mmokete onpenenuth ciucok MAC-anpecoB yCTPOHCTB,
KOTOpBbIEe OyayT UMeTh AocTyn K Bamreit cetn, mu6o 3amath MAC-aapeca yCTpOMCTB, KOTOPBIE HE
CMOTYT MOJKITI0YAThCs K Bareit 6ecripoBogHO# ceTu.

D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / MAC-puneTp

Pexin drneTpa MaC-aapeca

PesHi OrpaHuYeRmil MAC-drneTpa: (@ OTKAruEH
+ DBLWHE HACTROFKKH

- ()Paspewats
+ DICHOBHES HACTDORKH

v JanpelaTe
» HacTpokikm Bes0nacHOCTH Ozanp

» MAC-bunbTp
+ CTSHUMOHHEIA COMCOk MzMEHHTE

+ AONOIHHTENEHEIE HACTOORKH
+ WM

+ FNHEHT

» JononHKTENEHD

B CHCTEMA

PucyHok 29. CmpaHuya 0nsi Hacmpouku MAC-¢bunbmpoe s 6ecripogodHol cemu.

[lo yMon4aHMiO peXMM OrpaHMYEHHUN, OCHOBaHHBIX Ha MAC-anpecax YCTpPOWCTB, HE AKTUBEH
(mepexmouarens Pexum orpaHnvyeHnn MAC-cunbTpa nHa 3akiaake Pexum cdunbTpa
YCTaHOBJICH B MojioxkeHue OTKIMIOYEH).

UYroObl OTKpBITH Bariry OecripoBOIHYIO CEeTh /sl YCTPOMCTB, ajipeca KOTOPhIX YKa3aHbl Ha 3aKJIaJIKe
MAC-agpeca, u 3akpbiTh OECHpPOBOJHYIO CETh JUIT BCEX JPYIMX YCTPOWCTB, YCTaHOBHUTE
nepekirouatesis Pexxnm orpannvyeHnn MAC-cpunbTpa B nonokenue Paspewars.

Yro6sl 3aKpeITh Baliry 6ecripoBOIHYIO CETh JUIS YCTPOMCTB, aapeca KOTOPhIX yKa3aHbl HA 3aKJIaKe
MAC-agpeca, ycraHoBuTe IepeKIrouaTellb B MOJI0KeHne 3anpewaThb.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens TOUKM pocTyna

Yto6er nmobaBute MAC-aapec, st KOTOPOro OyAeT ACHCTBOBATH BBHIOpaHHBIM Bamu pexum
orpaHnyeHuii, nepeiaure Ha 3akiaaaky MAC-agpeca, BBeanuTe COOTBETCTBYIONIUI aapec B MO
MAC-appec B pasnene [lo6aBneHne MAC-agpeca u nHaxmute KHONKY M3MeHUTb. Ilocie
3TOT0 BBEJICHHBIN ajapec orodpasurcs B paszaeie Cnucok MAC-agpecoB.

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / MAC-bunbTp

Penin drneTpa MaZ-aapeca

ﬁ Aobaenenve MAC-aapeca

+ QLIHE HACTDORKK

» OCHOBHEIE HACTDOFKH MAC-aapec:

» HacTpokikm Bes0nacHOCTH

» MAC-bunbTp
AobaEHTE
» CTSHUMOHHEIA COMCOk
» WPS
¥ Cnvcok MAC-aapecos
» WDS
. | MaC-aapec ¥AanMTE
+ ONOAHHTENBHBIE HACTOORKH
P ]
= EnreHT

» ononHKTENEHD

» CucTema

Pucyrok 30. 3aknadka 0 dobasneHus MAC-adpeca.

UtoOsl ymanuTh Kakoi-mubo aapec w3 crnucka MAC-anpecoB, yCcTaHOBHUTE  (DIaXKOK,
pachoIoKEHHbIH crpaBa OT cooTBeTcTByromiero MAC-aapeca B pasmene Cnucok MAC-
aapecoB, 1 HAKMUTE KHONIKY Y AarnuTb.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens TOUKM pocTyna

CTaHLIMOHHbIW CNIUCOK

Ha ctpanune Wi-Fi / CTaHUMOHHbIN CNUCOK Bl MOKeTe IIPOCMOTPETH CIMCOK OSCIPOBOIHBIX
YCTPOWCTB, MOJKITIOYCHHBIX K TOUKE JIOCTYIIA.

Link

Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / CTaHLMOHHBII1 cnncoK

| MaC Al PsM MIMOPS MCS B SGI STEC PazbearHHTE
» QALHE HACTDORKK

+ OCHOEHbIE HACTDOMKH

» HacTpokikm Bes0nacHOCTH

» MAC-HNLTD

+ CTAHUMOHHBIA CNMCOK

- WPS

WS

+ AONOIHHTENEHEIE HACTOORKH
- WM

+ FNHEHT

B JononHATENEHD

» CucTema

PucyHok 31. CmpaHuuya 0nsi yrpasgsieHusi NoOK/II0YeHHbIMU 6ecripo8o0HbIMU ycmpolicmeamu.

ECJ'II/I HeO6XOI[I/IMO OTKJIIFOYHUTH KaKoe-J’II/I6O YCTPOI\/'ICTBO oT 6CCHpOBO,[[HOI71 CCTH, YCTaHOBI/ITe
¢naxok B crTpoke, conepxameii MAC-ampec 53TOro ycTpoiicTBa, M HaXMHUTE KHOIIKY
Pa3beguHuTb.

UroObl Ha CTpaHulle oOToOpasuWiach camas akTyanbHas uHpopMaius 00 YCTpoiCTBax,
MOIKJTFOUEHHBIX K OCCIIPOBOIHOM ceTH, HaKMUTE KHONIKY OOHOBUTD.
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DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens TOUKM pocTyna

WPS

Ha crpanune Wi-Fi / WPS Bbi Moxere akTuBUpoBaTh (QYHKIHIO O€30MAaCHON HACTPONWKH
OEeCIIPOBOTHOM CETH, a TAK)Ke BHIOPATh CIIOCOO YCTAaHOBKHM OECIIPOBOIHON CETH.

Oyaknus WPS mo3BoisieT aBTOMAaTHYEeCKH HACTPOUTH 3allMIICHHYI0 OECTPOBOJHYIO CETh.
VYerpoiicTBa, NOAKIIOYaeMble K OECIIPOBOJHONW CETH TOYKH JOCTYIa ¢ nmoMoipio ¢yHkiuun WPS,
JOJIKHBI OJIICPKUBAThH TaHHYIO (QYHKIIHIO.

Eciu 6ecupoBosnas ceth pasneneHa Ha cermeHThl (B cnucke MBSSID na crpanuiie Wi-Fi
|_ O6wme HacTpOuKWU BouieneHo 3Hauenue 2, 3 wiu 4), byukius WPS mosBoaser

I00aBIIATh YCTPOMCTBA TOJIBKO K IEPBOMY CEIMEHTY CETH (IIepBO€ 3HAYCHHWE B CIIHCKE

BSSID).
/11151 McnoNb30BaHKs ITO QYHKIMKM HEOOXO0AMMO 3apaHee 3a1aTh sl OECIIPOBONHOI ceTH

TUI IIAOPOBAHMUS C MCIIONAb30BaHUEM TexHoaoruu WPA.

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / WPS

¥ BrmouyeHwe,BolknioueHwe WPS

+ QLIHE HACTDORKK BrNHIHMTE WRS:

» (JCHOBHEIE HACTDOMEKM

» HacTpokikm Bes0nacHOCTH

- MAC-dmneTD

- CTaHI:I,HDHHbIﬁ CAHCOK

#1 WHdopmarma
- WPS boprany

. WDS WRS CcTaTyo: CHOHPH K OHPOBIHD
N 5510 LAP-F 1580
+ AONOIHHTENEHEIE HACTOORKH
CeTeBad ay TEHTHDMIKAUHA; WPA-Poy
P ]
LM poBaHHe: hrdi

+ FNHEHT

» ononHKTENEHD

QbHOEMTL| [COPOIMTE KOHGMIYDAUHID

B CHCTEMA

#+| CoegWHeHwe

MeTon WPS: m

PIM koa:

COEAHHHTE

PucyHok 32. CmpaHuua 0nsi Hacmpouku ¢hyHkyuu WPS.
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YrtoOb! akTuBUpOBaTh QyHKIMIO WPS, ycranoBute diaxox Bkrmountbe WPS 1 HaxkmuTe KHONIKY
MU3meHUTb. Tlpu ycraHOBACHHOM (iaXkKe Ha CTpaHUIle M0CTymHbI paszaensi MHpopmauma u
CoeaunHeHwe.

MapameTp Onucanune

CocrosiHue  CO€OUHEHUS € OECHpPOBOJIHBIM CTPONCTBOM
WPS crartyc P yeip ’
MOJIKJIF0YAEMBIM ¢ TTOMOIIIbI0 pyHKIH WPS.
ssID Haspanue cetu TOukM JocTymna (WM TEPBOTO CETMEHTa CETH B
cllyyae pa3fieJIeHUs CeTH Ha CETMEHTHI).
CeTteBas Tun cereBoit ayTeHTHU(UKAIMU, 33JaHHBIA JUIsI ceTU (WM MEPBOTO
ayTteHTUMKauma CerMEeHTa CeTH) TOYKHU JOCTYIIA.
Texymuit Tun mudpoBaHus, 3aJaHHBIM 7S ceTH (WM TMEPBOTO
WncpoBaHue i Pp ’ ( P
CEerMeHTa CeTH) TOUKH JO0CTyIa.
Kuonka anst oOHOBIIEHHSI MHPOPMALMU O COCTOSHUM COCIMHEHUS C
O6HOBUTBL 0ecrpOBOJHBIM  YCTPOMCTBOM, TMOAKIIOYAEMBIM C  TOMOIIbIO
¢bynkunun WPS.
C6pocutb Knonka cOpoca mapamerpoB ¢ynkimmn WPS ans noxakmodeHus
KOHdpurypaumro CJIEYIOILErO yCTPOMCTBA.
Merton ucnionb3oBanus GpyHkuuun WPS. Bo3MmokHbIe 3HaUEeHUS:
Meton WPS PIN — noakmtouenue ycrpoiictsa ¢ momoribio PIN-kona,
PBC — noakitoueHne yCTPONUCTBA C TIOMOIIBIO HAXKATHS Ha KHOTIKY.
PIN-xon 6ecripoBOHOTO YCTPOMCTBA, MOIICPKUBAIOMIETO (PYHKITHIO
WPS.
PIN kop
[Tone otoOpakaeTcss ToabKO B ciydae BbiOopa 3HaucHus PIN B
criucke Metoa WPS.
CoeanHuTh Knonka a5 noAxiIoueHus: yCTpoHcTBa K OECIIPOBOAHOM CETH TOUKHU
J0CTyIa ¢ ToMoIibio pyHku WPS.
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PyKOBO,ElCTBO nonb3oBatens TOYKM AocTyna

Jlis ycTaHOBKM JIOKallbHOW OecnpoBogHOM cetd ¢ momouibio Meroga PIN ¢ynxmum WPS
BBITIOJIHUTE NIEPEUNCIICHHBIE HIKE JCUCTBHS.

1.

2
3.
4

7.

Vcranosute Gnaxxox Bknrountse WPS.
Haxxmute kHOIKY U3MEHUTD.
B notie Meton WPS BriGepute 3nauctue PIN.

Breibepute metonq PIN B mporpammHOM obecrieueHHUM OECTPOBOJHOTO YCTPOWCTBA,
HOJKJIF0YAaeMOro K 0eCIIpoBOIHOM CETH.

Haxxmute COOTBETCTBYIOLIYIO KHOINKY Ha KOPIyCE€ WM B IMPOrPaMMHOM 0OecredeHHH
0ectpOoBOTHOTO YCTPOICTBA, TTOAKIIOYAEMOTO K OECIIPOBOTHOM CETH.

Cpa3zy BBenute PIN-koz, yKa3aHHBIM Ha KOPITyC€ MOJAKIOYAEMOr0 YCTPONCTBA WU B €rO
nporpaMMHoM obecrieueHuH, B mosie PIN Koa.

Haxxmure kHonky COeAMHUTBL B web-uHTepdeiice TOUKH A0CTyIA.

Jis yCTaHOBKM JIOKaNBbHOW OecnpoBogHON cetn ¢ momomnipio mMetona PBC ¢ynxmum WPS

BBITIOJTHUTE NICPECUNCIICHHBIC HIXE I[CﬁCTBPIH.

1.

2
3.
4

Ycranosure dutaxxok Bknounts WPS.
Haxxwmure kHonky A3MEeHUTb.
B none MeTon WPS Bribepute 3HaucHre PBC.

Beibepure meronq PBC B mporpamMmmHOM obecniedueHHH OecrpOBOJHOTO yCTPOMCTBA,
HOAKIIF0YaEMOro K OECIIPOBOIHOM CETH.

HaxMuTe COOTBETCTBYIOIYIO KHONKY Ha KOPIYCe WJIM B MPOrPAMMHOM OOECIICUCHHU
OecCrpoOBOTHOTO YCTPOICTBA, MOIKITI0OYAEMOTr0 K OECIIPOBOTHON CETH.

Cpasy Haxxmute kHoriky CoeAuMHUTb B web-uHTepdeiice TOUkH A0CTyTA.
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WDS

Ha ctpanune Wi-Fi / WDS Bri Mmoxete aktuBupoBath ¢yHKIH0 WDS 1 BIOpaTh pexuM paboThI
JUISL TaHHOU (DYHKITHH.

Oynaknus WDS mo3Bosisier 00beIMHUTE HECKOJIBKO JIOKATBHBIX CETEH C MOMOIIBIO0 O€CIPOBOHOTO
COCTMHECHHS MEXIY TOYKaMH JOCTYyTIA.

Link

Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / WDS

Pexcin WDS:

DHEHUECKHA PEXHM WDS: ccK '
> OBWHE HACTROMKK LUMthpoEaHHe WDS: NONE [+
» QCHOEHRIE HACTDOMKH WDS MAC (1):
» HacTpokikm Bes0nacHOCTH

WS MAC (2):
» MAC-HNLTD

. WDS MAC (31

+ CTSHUMOHHEIA COMCOk
. WPS WDS MAC (4):
- WDS
+ AONOIHHTENEHEIE HACTOORKH
WM

+ FNHEHT

» JononHKTENEHD

B CHCTEMA

Pucynox 33. Cmpanuya ons nacmpotiku ¢yukyuu WDS.

Ha CTpaHUILEC ITPEACTABIICHBI CICAYIONINUEC 3JICMCHTDI:

MapameTp OnucaHwue

Pexxum ucnionp3oBanus pyakmun WDS.
BbikntoyeH — ¢pynkius WDS He akTHBHpOBaHa.

Bridge mode — pexum Mocra. Touku JOCTyma, COCIMHEHHBIC C
Pexum WDS HIOMOIIBIO TAKOTO PEXUMa, OOIIAOTCS TOIBKO Mexay coboi. K Hum
HE MOT'YT MOJIKJIFOYAThCsl OCCIIPOBOTHBIC KITUCHTHI.

Repeater mode - pexum mnoBropurens. To4ykM JOCTyIa,
COCIMHEHHBIE C MMOMOIIBIO TAKOTO PEKMMA, OOIIAFOTCS MEXLy COOOM,

KpOME€ TOI'0, K HUM MOTYT IMOAKIIOYAaThCs 6eCHpOBOI[HI)Ie KIIMCHTHI.
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MapameTp OnucaHue

DdusnvecKuil pexuM Tepeaaddl JaHHBIX MEKAY TOYKaMH JIOCTYIIa,
COCIMHEHHBIMHU 110 TexHoJoruun WDS.

DUNIECKNI PeXNM CCK — tonbko ycrpoiictBa cranaapta 802.11b.

WDS OFDM - Ttoxbko ycrpoiicta cranaapra 802.11g.
HTMIX — ycrpoiictBa cranmapros 802.11g u 802.11n.

GREENFIELD - tonbsko yctpoiicTBa ctanaapta 802.11n.

Tun mmdpoBaHus A MepeIadll JAHHBIX MEXKIY TOYKaMH JOCTYIIA,
COEIMHEHHBIMH 110 TexHOornu WDS.

NONE - mmndpoBanue He UCTIONB3yETCH.
WEP.
TKIP.
AES.

WudposaHne WDS

Knrou ans ykazaHHoro Bbimie Tuma mudpoBanus. Kirou moxer
Kntoy wmudpoBaHua |cocrosars u3 mudp u (wim) naruackux OykB. [lone He oToOpaxkaeTcs,
ecin B ciucke LndpposaHme WDS srineneno snauenne NONE.

WDS MAC(1-4) MAC-anpeca yCTpOHCTB, COEOUHAEMBIX C TOYKOM JOCTymHa IO

Texuonoruu WDS.

ITapamMeTprl gkimn  WDS. omnpenenseMele Ha JaHHOW CTPAHHUIE, JOJHDKHBEI OBIThH

! OJIMHAKOBBIMH JUISL BCEX COEIMHIEMBIX YCTpoiicTB. Kpome Toro, He0OX0AMMO 3a/1aTh OJIMH
u tort ke kaHai (#a crpanuiie Wi-Fi /OCHOBHbI€ HAaCTPOUKM).

[Mocre 3amanust HEOOXOAUMBIX TAPAMETPOB HAXKMUTE KHOTIKY U3MEHUTD.
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[dononHuTtenbHble HACTPONKH

Ha crpanune Wi-Fi / [JononHuTenbHble HACTPOMKM Bbl MoxeTe ONpeacauTh
JIOTIOJTHUTEIBHBIC TTApaMETPhI, BIUSIONTNE Ha paboTy Bameit 6ecripoBoiHOM ceTH.

H3MeHeHHs mapamMeTpoB Ha JIAHHOW CTPAHWIIC MOTYT OKa3aTh HETATHBHOE BIMSHUEC HA
®  Bamy 0eclipOBOIHVIO CETb.

»
Building Networks for People
CHETEMA - Azkir -
» Havano L .
Wi-Fi / JononHuTeneHble HAacTpoitki
Station Keep Alive: a
Beacon neproa:
o 100
» QALHE HACTDORKK
RTS nopor:
+ OCHOBHEIE HACTRORKK P 2347
+ HacTpofikk BesonacHocTH Frag nopor: 2346
> MAC-dnneTp DTIM nepHoa: .
» CTAHUMOHHEIR MOk
T MOWHOCTE: 100
WPS
BG 3awmTa: 1
g o ]
: JIONOAHWTENBHEIE Long Preamble -
HACTPOAKK
- WM
+ FNHEHT
» JononHHTENEHD
» CHCTEMA

PucyHok 34. CmpaHuya dononHumersnbHbIX Hacmpoek 0551 6ecripogodHol cemu.
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Ha CTpaHUILEC MPEACTABIJICHBI CICAYIONINUEC 3JICMCHTHI:

MapameTp OnucaHue

WuTtepBan (B ceKyHAaXx) MexAy MpOBEpKaMU  aKTHUBHOCTH
Station Keep Alive  |0ecripoBOIHBIX YCTPOMCTB, BXOMSIIUX B JIOKAJIbHYI ceTb. Ecnn
3a7jaHo 3HaueHue 0, MpoBepKa He BBIMTOJIHACTCS.

WutepBan (B MWUIMCEKYHJAX) MEXIy OTIPABKOW MaKeTOB JUIs
Beacon nepuop 8
CHUHXPOHU3AIUN 6eCHpOBOIIHOI/I CCTH.

MunnManbHBI pa3Mmep mmakera (B OaiTax), IS KOTOpOro OymeT
RTS nopor P p ( ) P Y
nepenasatbcsi RTS-kanp.

MaxkcuManbHbIH pazMep HeparMeHTUPYEMOTO (HEeIeTUMOro) Imakera
Frag nopor (B Oaifrax). Ilakersl Ooibinero pasmepa (QparMEHTUPYIOTCS
(pa3OuBaroTCs HA YaCTH).

Ilepuon BpemeHnu (B cexkyHaax) Mexay otipaskoil DTIM-cooOenust
DTIM nepuoa (yBemomyieHUS O TOCIEAYIOMICH muMpokoBemarensHoi (broadcast)
WM TpynmnoBoi (multicast) mepenade) u nmepepayueii JTaHHBIX.

TX MowHOCTb MorHOCTh nepeaTyrka (B mpoIeHTax).

Oyuknus 3ammThl  yerpoiictB  craHmapra 802.11b m  802.11g
UCTIONB3YETCsl ISl YMEHBIICHUS KOJIMYECTBA KOH(DIUKTOB MEXITY
ycTpoiicTBamu Barieli 6ecripoBOIHOM ceTH.

Bo3moxHbBIE 3HAUCHUS:

Auto - ¢yHKIMsS 3amMTBI  BKIIOYAETCS W BBIKIOYACTCS
aBTOMATUYECKU B 3aBUCUMOCTH OT COCTOSIHUSI CETU (PEKOMEHIYETCS,
BG 3awwuTa . o
ecni B Bameit cerm ecte ycrpoiictBa cranmapra 802.11b u

ycTpoicTBa crannapta 802.11g),

Always On — QyHKIHs 3alIMThl BCETlla aKTUBHA (Takask HACTPOMKa
MOXET CYIIECTBEHHO CHH3UTh NMPOU3BOJUTEIHLHOCTh OECIIPOBOIHOM
CETH),

Always Off — pyHkuus 3aUTHl Beerja HEaKTUBHA.

Hausbii mapameTrp omnpegenser anuHy Onoka CRC-nposepkw,
[EpelaBaéMOro  TOYKOW  JOCTyNla IpHU  B3aUMOAECUCTBHH  C
OecIpOBOTHBIMU yCTPOWCTBAMH. BO3MOKHBIE 3HAUCHUS :

TX npeambyna Long Preamble — jumuaHbIii 670K,

Short Preamble - «xoporkuii Onox (maHHOE 3Ha4YCHUE
PEKOMEHIYeTCs JIISl CETU C MHTCHCUBHBIM TpaduKoM).

ITocne n3meHeHus napaMeTpoOB HAXKKMUTE KHOIIKY N3MeHnTDb.
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WMM

Ha ctpanunie Wi-Fi / WMM Bei moxere aktuBupoBath Gynkmnuio Wi-Fi Multimedia (WMM).

Oynkuuss WMM peanusyer Mexanusm QoS uis GecnpoBOAHBIX coenuHeHui. OHa MO3BOJISET
yIAy4IINTh KadecTBO Iepenadud JaHHbIX 1o Wi-Fi-ceTn 3a cueT Ha3HaueHHs NPHOPUTETOB
Pa3IMYHBIM TUIIaM Tpaduka.

Yroo6s! Bt0UHTh PyHKIHI0O WMM, ycranosute ¢uiaxxok WMM u Haxxmute kHonky UISMEHUTB.

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano

Wi-Fi / WMM

WM

# MapaMeTpbl TOUKW AOCTYNA

+ QLIHE HACTDORKK
AC Aifsn CWHMin CWMax Txop ACM

» DCHOEHEIE HaCTQDﬁKH
AC_BK 7 1 [v] 1023w 0

» HacTpokikm Bes0nacHOCTH
» MAC-HNLTD

- CTaHHHDHHbIﬁ CAMCOK
WS AC_HO 1 3[v| 7wl 47

AC_BE 3 15[v| &3 v ]

AC_WI 1 7|+ 15w 94

W ]
OOoQooe

L WD # MapaMeTpbl CTaHLM

+ [LONOHHTENEHEIR HACTDORKK AC Aifsn CWMin CWMa Txop ACM

» WMM AC_BK 7 15w 1023 [ 0 O

= ENMEHT AC_BE 3 15[v] 1023[v] u} |:|
B JononHHTENEHD AC_YI 2 ?[V] IS[V] o4 |:|
» CHCTEME AC_NO z S[V] ?[v] 47 Il

b
Pucynox 35. Cmpanuya ons nacmpoiiku ¢pynkyuu WMM.
B cucreme 3amadHpl  Bce  HeOOXOIMMBIE I1apaMerphbl g ki WMM. He

u PEKOMECHAYETCA MCHATH H&C[[!OﬁKH, OMPEACICHHBIC MO YMOJYAaHMUIO.

Oynknus WMM 1o3BojisieT HazHayaTh MPUOPHUTETHI JJIsl YETHIPEX KaTeropuil moctyma (Access
Category, AC):

* AC_BK (Background, ¢onosuiii pesxcum) — Tpapuk ¢ HU3KAM MPHOPUTETOM (3aTaHUS Ha
nevarh, 3arpy3ka (Qaiinos, mp.);

» AC_BE (Best Effort, nyuwee xauecmseo uz 603moxicH020) — TpadUK OT yCTapeBIIUX
YCTPOWCTB WJIN YCTPONCTB U NMPHWIOKEHUH, KOTOpPBIE HE MoaepkuBatoT GyHkmuo QoS;

* AC_VI (Video, nepeoaua suoeo);
*  AC_VO (Voice, nepeoaua 2onoca).

[TapameTpsl KaTeropuil MOCTyIa OINpEeIeNeHbl Kak s camoil Touku jgoctyna (B pazgene WMM
napameTpbl TOYKU AOCTYNA), Tak U i1 OECIPOBOIHBIX YCTPOUCTB, MOJAKIIOUEHHBIX K HEH (B
pasnene WMM napameTpbl cTaHuum).
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I[J'DI Kaxxgon KaTCropuu AO0CTyIa JOCTYIIHBI CICAYIONINUC ITapaMCTpPhI:

MapameTp OnucaHue

Aifsn Arbitrary Inter-Frame Space Number — kosgppuyuenm nepemennozo
MEAHCKAOPOBO20 UHMEPBATIA.

OTOT mapaMmeTp BIMSET HA BPEMEHHYIO 3Ky JUIsl JaHHOU
KaTeropuu JOCTyma. Yem MeHbIe 3HAaYeHUE JAHHOTO MapaMeTpa,
TEM BBIIIE IPUOPUTET KATETOPUHU JOCTYTIA.

CWMin/CWMax Contention Window Minimum — MuHuManbHulll pasmep OKHA
KOHKYPEHMHO20 00CMYNd.

Contention Window Maximum — MaKcumaniohvlii pasmep OKHA
KOHKYDEHMHO20 00CmYyNna.

OTH mapaMeTphl BIUSIOT HAa BPEMCHHYIO 3aJCPXKKy JUIS JTaHHOU
kateropun goctyma. 3Hadenue moias CWMax He 10mKHO OBITH
menbiie 3HaueHus mojsi CWMin., Yem MeHbie pasHuiia MexmIy
spauenneM noias CWMax u 3mauennem monss CWMin, tem Beime
MPUOPUTET KATETOPUH JIOCTYIIA.

Txop Transmission Opportunity — 603MONCHOCIb nepedayu OaHHBIX.

UYem Oosbllie 3HAUEHHUE JAHHOTO MapameTpa, TEM BBIIIE MPHOPHUTET
KaTeropuu J10CTyMa.

ACM Admission Control Mandatory — o6s3amenvhbiii KOHMPOIb OONYCKA.

Ecmun (bna>1<01< YCTAHOBJICH, YCTpOﬁCTBO HC MOXKCT HCIIOJIb30BaTh
JaHHYIO KaTCTOpUI0 JOCTYyIIA.

Ack Acknowledgment — noomeepoicoenue npuema.

PeaKHI/ISI Ha 3alpoCbl OTKJIMKa BO BpeMs IMCpcaadyu JIaHHBbIX.
OtobOpaxaercs tonbko B pasgene WMM napameTpbl TOYKMU
pocTtyna.

Ecnmu (1).]121)1(01( HC YCTAHOBJICH, TOYKAa JOCTYIld OTBEYACT Ha 3aIIPOCHI.

Ecnmu (1).]121)1(01( YCTAHOBJICH, TOYKa JOCTYIIa HC OTBCYACT HA 3alIPOCHI.

[Mociie u3MeHeHus TapaMeTpoB HAKMHUTE KHOTIKY USMEHUTB.
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KnueHrt

Ha ctpanunie Wi-Fi / KnueHT Bbl Mo)xeTe HAaCTpOUTH YCTPOWCTBO B Ka4yeCTBE KIHEHTA IS
HOKITIOYCHUSI K OECIIPOBOIHOM TOYKE AOCTYIIA.

Ecan  yCcTpOWCTBO HACTPOEHO B KAa4eCcTBE KIMEHTA, TO OeCcIpOoBOMHON uHTEpdEC

! ncnoip3yerca B kauectBe WAN-mopra, a LAN-opT MCIIOAB3YETCS JUIS MOIKIFOUYEHUS

JIOKaIbHOT'O IPOBOJIHOIO YCTPOMCTBA.

PexuM kimeHTa, Kak MpaBUIIo, UCHOIB3YETCs s MOAKIIOYEHUs K ceTH OecripoBoiHOro HTepHeT-
npoBaiifepa. Bce mnapaMerpsl, 3agaBacMble Ha JAHHOM CTpPAHULE, INPEAOCTABISIIOTCS TAKUM
IIPOBANACPOM.

»

Building Networks for People

CHETEMA - Azkir -

» Havano L
Wi-Fi / KnueHTt

B nroqmTe:

5510
» QALHE HACTDORKK

BSSID:
+ OCHOEHbIE HACTDOMKH
+ HacTpofikk AE30nacHoCTH CeTesan ayTeHTHbHKAUHA: _
.+ MAC- b TD ﬁ HacTpoiiki wwhpoeaHua WEP
+ CTAHUHOHHEIR CMEOK BrNHuMTE WHbpoBaHHe WEP: D
» WPS
» WDS
+ AONOIHHTENEHEIE HACTOORKH

+ WM

» KnWeHT

» JononHKTENEHD

B CHCTEMA

Pucynox 36. Cmpanuya ons Hacmpouxku mouku 00Cmyna 8 kauecmaee KiueHma.

Ha CTpaHUIEC MMPEACTABIJICHBI CICAYIONINUEC 3JICMCHTHI:

MapameTp OnucaHune

BknouuTb dnaxoK JyIsl HACTPOMKHU TOYKHU JOCTYIA B KQUECTBE KIMEHTA.
SSID Haspanwme ceTu, K KOTOPOH MOIKITIOYACTCS TOYKA JIOCTYyIIA.
BSSID YHUKaJIBHBIA HICHTU(DHUKATOP CETH, K KOTOPOH TOJIKIIFOYAETCS TOUKA
JOCTYyTA.
CeTteBas Tun cereBoil ayreHTU(UKAIMH B CETH, K KOTOPOW MOJKIIOYACTCS

ayTeHTHn d)lrl Kauus TOYKa JOCTyIIA.
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Jns tunoB ceteBoit ayrentudukannn Open u Shared na crpanuiie 0TOOpaKAIOTCS CIIETYIOIIHE
HOJIS:

MapameTp OnucaHune

Onaxok mns aktuBanun WEP-mmdposanus. [Ipu ycraHoBIeHHOM

Bknountb ¢naxke Ha cTpaHuue oroOpaxaercs noie Homep knioya no
wudposaHue WEP yMonyaHuio u detsipe nosist Knwoy wudposanna WEP. [{ns
tumna mudposanus Shared ¢naxok Bcera yctaHOBIICH.
Howmep kntova no Howmep ximoua (ot 1-ro 10 4-ro), KOTOpHIA OyIET MCIOIB30BATHCS
yMon4yaHuio st WEP-mudpoBanus.

Kmtoun s WEP-mmgpoBanus. [lpu mmdpoBannu ucnoiab3yercs
KIII0Y, HOMEP KOTOPOTO yKa3aH B PaCKPHIBAIOIIEMCS CITUCKE
Homep knrya no ymonyaHuro. HeoOxoaumo 3aroiaHUTh BCe
nois. BeI MoXkeTe 3agaBaTh KIIIOYM JUIMHOW S5 wmind 13 cHMBOJIOB
(up u (M) TATUHCKUX OYKB).

Knioy wudpoBaHusa
WEP (1-4)

st tunoB cereBoil ayrentudukaimun WPA-PSK 1 WPA2-PSK Ha crpanuiie oToOpaxaroTcs
CIIeJTYIOIUE MOJIS:

MapameTp OnucaHune

WPA wudpoBaHue Mexanusm mudposanus: TKIP wim AES.

Knrou wndpoBaHus Kirou nis WPA-mmpposanus. Koy Moxer coctosTs U3 mudp u
PSK (MH) TATUHCKUX OYKB.

Haxxmute kHonky USMEHUTB.

[Tocne HacTpoMKM YCTpPOMCTBA B KadeCTBE KJIMEHTa HEOOXomuMmo co3natb WAN-coennHeHue ¢
COOTBETCTBYIOIIMMH MapameTpamu st pusuueckoro uarepdeiica WiFiClient.
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HononHumernbHo

JlaHHBIi pa3zen npegHasHaueH JUIsl EPEKITI0YeHUs PEXUMOB pabOThl YCTPOICTBA.

Pe)>XxuM yCcTpoucTBa

Ha crpanune [lononHuTenbHo / PeXXum ycTporucTBa Bl MokeTe H3MEHHUTh TEKYIIUH PeXUM
paboThI yCTpOiicTBa.

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano

[HononHutensHo [ PexuM ycTpoiicTea

# HacTtpoika pexgima paboTbl yCTpoHcTBa

Pextim paboTel:

Touka aocTyna
PoyTep

MzMEHHTE

PucyHok 37. CmpaHuuya ebibopa pexxuma paboms! ycmpoticmea.

UroObl TEpEeKITIOYNTh YCTPOHCTBO B JPYrod pexuM, BbeiOepute 3HaueHue PoyTtep B
packpbiBaroriemMcs: crniucke PeXXum paboTbl u nHaxmute kHonky M3MEHUTb. 3atem BoiOepuTe
3naueHne Coxp. u MNepesarpy3snTb B MeHIO, KOTOPOE OTOOpaKaeTCsl IPU HABEICHUU yKa3aTels

MBIIIIKN Ha HaAIIUCHh CVICTeMa B IIpaBOM BCPXHCM YIUIy CTPaHUIBI U OJOXKIAUTCCH ICPC3arpy3Ku
YCTPOMCTBA.

! IIpoBoHOE MOAKITIOYEHHE K YCTPOMCTBY B PSKMME MAPIIPYTU3aTOPa HEJOCTYIHO.
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Cucmema

B nanHOM pasznene MeHIO Bbl MOXeT€ COXpaHUTh TEKyIIME HACTPOMKHM B DHEPrOHE3aBHCHUMOM
namsITH, CAeNaTh PE3ePBHYIO KOMUIO KOH(DUTYpALlUU YCTPOHUCTBA, BOCCTAHOBUTH €r0 HACTPOUKU U3
KOH(QUrypanlMoOHHOTO (ailia, BepHYTh YCTPOHCTBO K 3aBOACKMM HACTpOMKaM, IMPOCMOTPETh
KYpHaJ COOBITUH, HACTPOUTh ABTOMAaTHUYECKYI0 CUHXPOHHU3AIMIO CHCTEMHOTO BpeMeHH, OOHOBHTH
IporpaMMHOE oOecrieyeHre yCTPOHCTBA U M3MEHUTH Tapoiib JUIsl JocTyna K web-unrepdeiicy.

Maponb agMMHUCTpaATOpa

Ha crpanuiie Cuctema / NMaponb agMuHUcTpaTtopa Bl MokeTe U3MEHHTH MapoJib YU4ETHOR
3amMcy afMUHUCTPATOpa IS IOCTyNa K web-unTepdeiicy TOUKu JoCTyIa.

HactosarensHo PECKOMCHAYCTCA U3MCHUTDH NAPOJIb yquHOﬁ 3alvcy aIMUHUCTPATOPA MMPU

| [IEPBOHAYAIILHON HACTPOMKE YCTPOMCTBA JUIS HOBBILIEHUS O€30HACHOCTH.

- ]
D-Link
Building Networks for People

CHETEMA - Azkir -

» Havano
CucremMa [ Maponb agMUHUCTpaToOpa

#] YCTaHOBKA CMCTEMHOro Naponsa

MEMEHEHHME CHETEMHOMO NaponA M NaponA web-uHTephefic NPOMCX0AMT OAHOBPEMEHHD
B JononHHTENEHD MMA None30BaTENA! admin '

Mapone:

» CucTeMa

- [1aponbL agMUHMCTpaTOopa MoATEEpHAEHHE:

» KoHdmrypauna
+ #yDHAaN cofbITHE
COXpaHHTE

» DEHOENEHHE (0

+ NTP nHeHT

PucyHok 38. CmpaHuya uameHeHUs naporsns adMuHUcmpamopa.

BBenure HOBBIM Taponbs i jgoctyma K web-uHTepdeiicy Touku nocryna B nons Maponb u
MoarBepxaeHue. 3ateM HaxxmMuTe KHOIKY COXPaHUTD.
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KoHndurypauus

TOYKM AocTyna

Ha ctpanunie Cucrtema / KoHdurypauma Bei MoxkeTe COXpaHUTh W3MEHEHHbBIE HACTPOWKH B

3HepFOHe3aBHCHMOI>'I namMsaTH HWJIH BOCCTAHOBHUTH 3aBOIACKHC HaCTpOfIKPl TOYKH OOCTYyIIda, a TaK¥XKC

CO3/1aTh PE3EPBHYIO0 KOIUIO TEKYLIEH KOH(PUIypaluu WM BOCCTAHOBUTb pPaHEE COXPAHEHHYIO

KoH(purypamnuo u3 gaiina.

D-Link

Building Networks for People

» Havano

B JononHKTENEHD

» CucTeMa

- [aponk 8AMHHMCTDATORS
: Kondwrypauua

+ #yDHAaN cofbITHE

» QEHOENEHKE (0

+ NTP nHeHT

Cucrema / KoHdurypaums

COXPaHEHHE TEKYLLER KOHGHMyYDaumK:

P # ibiryp COXPaHHTE

BOCCTAHOENEHHE 3AB0ACKHY HACTPORK: -
JaE0ACKHE HACTPOAKH

COXPaHEHHE TEKYLLEH KOHDHMYPALHH B

d:uaﬁl;e‘ i brryp PesepE. KonKa

B (BoceranognTs)
KOHPHMYPAUMH B YCTPOACTEO: Ofizop... | [Baccranosmrs

CHETEMA - Azkir -

PucyHok 39. Cmpa+uuya Cucmema / KoHghueypayusi.

Ha CTpaHULC JOCTYITHBI CICAYIOIHUEC KHOIIKH:

dnemMeHT OnucaHue

CoxpaHuTb

Knonka 1711 coXpaHeHus: HaCTPOEK B HHEPrOHE3aBUCUMOM MaMSTH.
OO0s3aTenbHO  COXPAHSINTE HACTPOMKU TIOCHE JIFOOOTO W3MEHEHUS
rapaMeTpoB TOYKH J0CTyna. B IpOTHBHOM cilydae IIpu annapaTrHou
nepesarpy3Kke Bce U3MEHEHMsI OyyT yTepsHBI.

3aBoACKMe HaCTPOUKU

Knonka mus cOpoca HacTpoek TOYKM JOCTyNa K 3aBOJACKUM
ycraHoBkaMm. [Ipyrum BapuaHTOM cOpoca HAacTpOeK SBIISETCS
ucnonp3oBanue KHomku Reset (cm. pasgen Coxpanenue u
eéoccmanosenue nacmpoek, ctp. 20).

Pe3epB. konus

KHonka pans coxpaHeHMs KOH(UIypallud Ha JIOKAJIbHOM JHCKE
KommbloTepa. HakmMuTe KHONKY | CleQyHTe HHCTPYKLUAM
JIMAJIOrOBOT'O OKHA.

BoccTtaHOBUTBL

KHnomka 11 3arpy3ku paHee COXpaHEHHOW KOHGUrypauuu (Bcex
apaMeTpoB TOYKH JOCTYNa) C JIOKAJBHOIO JHCKa KOMIIBIOTEpA.
Kuonka O630p mo3Bomsier BbIOpaTh  (ailli  COXpaHEHHOI
KOH(Urypaiuu Ha JJOKaJIbHOM JUCKE KOMITBIOTEPA.

Omnepariy, BBIOJHSIEMBIC C TMOMOIIBIO KHOMOK COXpaHUTb, 3aBOACKME HACTPOMKW u
Pe3epB. KOnusA, takke JOCTYNHBI B MEHIO, KOTOPOE OTOOpaKaeTcst MPH HaBEACHUU yKazaTels

MBIIIH Ha Haanuch CUCTEMa B IIpaBOM BEPXHEM Y1y CTPAHMIIBI.
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XXypHan cobbiTuin

TOYKM AocTyna

Ha crpannie Cuctema / XKypHan coObITUM Bbl MoXeTe HACTPOUTH IMAapaMeTphl KypHaia

cOOBITHIA, a TaK)KE€ HACTPOUTH Mepeady KypHaia Ha BHELIITHHUH y3ed.

»

Building Networks for People

» Havano

» JononHKTENEHD

» CucTeMa

» aponk 3AMMHHETDATODS
» KoHdmrypauna

- MypHan cobbITri

» DEHOENEHHE (0

+ NTP nHeHT

CucremMa [ XypHan cobbIThii

KoHdmrypauma HypHan

HyPHANHPOBAHHE!

THN #yPHANMPOEaHAA: TNokansHBI '

Y¥POBEHE #YPHANHPOBAHHA:

CHETEMA - Azkir -

|l-'1H¢lDDMaLLHDHHbIE cooBlLEHHA [v]

MzMEHHTE

PucyHok 40. CmpaHuua Cucmema / KypHan cobbimut. 3aknadka KoHgpuaypayusi.

Yro0Ob! pazpemnts popMupOBaHKe KypHana coObITHiA, Ha 3akiaake KoHdurypaums ycranosute
¢dnaxox XKypHanmpoBaHue. 3arem 3aaiite He0OOXOIUMBIC MTApaMETPHI.

AnemMeHT OnucaHue

Tun XxypHanupoBaHus

B packpeiBaromemMcsi Cnucke BBIOGpUTE HEOOXOMMMBIA  THII
JKypHaJTUPOBaHUSI.

* JloKanbHbIN — XypHAJI COOBITHI XPAHUTCS B MAMSITH TOYKH
noctyna (otoopaxaercs Ha 3axnazke XKypHan). [Tpu Beioope
3TOr0 3HauYeHHUs mojs TWUM appeca cepBepa, CepBep u
MopT He oTOOpaxaroTCs.

* YpaaneHHbIW — >KypHal COOBITMH TepefaeTcsi Ha y3ell,
3aganfbli B oie CepBep.

* JlokanbHbIA U yAaneHHbIW — )KypHaIT COOBITHI XPaHUTCS
B MaMITH TOYKH JOCTyma (OTOOpakaeTcsi Ha 3aKiajKe
XypHan) u nepegaercs Ha y3el, 3aganHbii B moie CepBep.

YpoBeHb
XXypHanupoBaHuA

Tun cooOiennii U MpeaynpexaAeHUN, KOTOpbIe OYAyT 3aHOCUTHCS B
JKYpHaJI COOBITHIA.

Twun apgpeca cepBepa

B packpsiBatoniemcst criiricke BbiOepute 3HaueHue IP, uToObl 3a1aTh
[P-anpec y3nma w3 nokanbHOW mim rinobanbHoi cetn, win URL,
4yTt00b! 3a7aTh URL-anpec ynaneHHoro cepsepa.

CepBep

IP- wnu URL-angpec y3na u3 JIOKaabHOW WM TJI0OATBHOWM CeTH, Ha
KOTOPBIN OyJeT mepeaaBaThCst )KypHAT COOBITHIA.
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dnemMeHT OnucaHue

[Mopr y3na, 3amanHoro B moje CepBep, Ha KOTOpbId Oyaer
MopT nepeaaBaTbes KypHai coObITHi. [1o ymMomyaHuio 3aaHo 3HaYeHUe
514.

[Tocne 3ananus HEOOXOAUMBIX MAPAMETPOB HAKMHUTE KHONIKY UI3MEHUTB.

Yrobsl 3anpeTUTh (OPMHUPOBAHKE KypHala cOObITHI, cHuMHTE (uaxkok XXypHanupoBaHue, a
3aTeM HaXMHUTE KHONKY MISMEHUTb.

Ha 3aknanke )KypHan 0T06pa)KeHLI CO6LITI/I$I, KOTOPBIC Bbl BhIgEIMIM B CIHCKE YPOBEHb
XypHanunpoBaHus.

»

Building Networks for People
CHETEMA - Azkir -

B Hauano 7}
Cuctema / XypHan coObITHit

KoHdmrypaumra HvpHan

» JononHHTENEHD

» CucTeMa

QbHOBMTE| [SKcnopT

» aponk 3AMMHHETDATODS
» KoHdmrypauna

- MypHan cobbITri

» DEHOENEHHE (0

+ NTP nHeHT

PucyHok 41. CmpaHuya Cucmema / KypHan cobbimuti. 3aknadka XypHan.
Jl1st OTOOpaXKeHUs CaMBbIX MOCIIEAHNUX COOBITHI HaxXMUTe KHOTKY OOHOBUTD.

Jns 3amucu KypHana coObITHH B (haiim Ha JIOKAIBHOM JUCKE KOMIThIOTEpa, HAKMHTE KHOTKY
KCNOPT U claeayidTe HHCTPYKIMSAM JUATOTOBOTO OKHA.
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O6HoBneHue NO

Ha crpanune Cucrtema / O6HoBneHue MO Bol MokeTe 0OHOBUTH BHYTPEHHEE MPOTrPAMMHOE
obecrieueHre TOUYKHU JOCTyTIA.

OO6HoBaenne BHyTpeHHEero 1O TOYKM AOCTYyHA PEKOMEHAYETCS BBHIMOIHITL TOJBKO IPU

! IIPOBOJHOM IOJKIIOYEHUH YCTPOMCTBA K KOMIBIOTEPY (BO3MOXKHO TOJLKO B DPEKHUME

TOYKH JIOCTVIIA).

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano
CuctemMa / OBHoBneHHe MO

BribeprTe dhain c oBHOBNEHKEM MO:
OfE0p..

» JononHKTENEHD

» CucTema

» aponk 3AMMHHETDATODS
» KoHdmrypauna

+ #yDHAaN cofbITHE

- ObHoBnenve N0

+ NTP nHeHT

PucyHok 42. CmpaHuya Cucmema / O6HoeneHue [10.

Texymas Bepcus BuyrpeHHero 110 ycrporicTBa yka3aHa B mojic Bepcua npoLwwmnBKKY Ha cTpaHUIe
Havano. Eciu Bam HeoOxomumo oO0HOBUTH [1O TOYKHM Jq0CTyIa, BBINOJIHHUTE MEPCUUCICHHBIC
HIDKE IEeHCTBUA.

Buaumanue! Bo Bpems 0OHOBIEGHHS TNPOTPAMMHOTO 00EcHeYeHHs] HE OTKIoYaiTe
] OUTAHUE TOYKHA JOCTVIIA. DTO MOKET IOBJIEYD 3a COOOM BBIXOI YCTPOMCTBA U3 CTPOS.

1. Ckauaiite (aiin ¢ HOBOI Bepcueit mporpaMMHOro odecriedenus Ha caiite www.dlink.ru.

2. Haxwmure kHonky OOG30p Ha crpannine Cuctema /| OOGHoBneHue IO, uroOsl
OTIpe/ICITUThL MECTOMOJIOKeHue (aiina ¢ HoBol Bepcuei [10.

3. Haxwmure kaoriky OBHOBUTb 1715t yCTaHOBKH HOBOTO BHyTpeHHero [10 Touku pocTyma.

4. Jloxxaurech mepe3arpy3ku TOUYKU JOCTyNA (OATOPHI-IBE MUHYTHI).
BBenute ums nosp3oBaTens agMUHHCTpaTopa (admin) W TeKyIuid mapoib g AOCTyHa K
web-unTepdeiicy.

6. HaBeaure ykazaTenb MbIIU Ha Haamuch CUCTEMA B NpaBOM BEPXHEM YIJIY CTPAHHMIBI U

BBIOCpUTE NYHKT 3aBOACKWE HACTPOWMKM Uil BOCCTAHOBJICHHS 3aBOJCKHX HACTPOCK
YCTPOUCTBA.

7. Joxautech mepe3arpy3ku Todku aoctyna. OOparurecs k web-untepdeiicy, ucnonssys IP-
azpec, UMsl TOJIB30BATENs W Mapoiib, YCTAaHOBJIECHHBIE O ymoydanuioo (192.168.0.50,

admin, admin).
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NTP-knueHTt

Ha ctpanuiie Cuctema / NTP KnueHT Bbl MOkeTe HACTPOUTh aBTOMATHUYECKYIO CHHXPOHH3AIIUIO
CHUCTEMHOT'0 BPEMEHH C CEPBEPOM BPEMEHHU U3 ceTu MHTepHeT.

- ]
D-Link
Building Networks for People
CHETEMA - Azkir -

» Havano
CuctemMa / NTP knueHT

BrnroqeHo: O

Sacosod moac:

» J0nonHHTENEHD

£anpana apamMani.

» CucTeMa

» aponk 3AMMHHETDATODS
» KoHdmrypauna

+ #yDHAaN cofbITHE

MzMEHHTE

» DEHOENEHHE (0

» NTP KAMEHT

PucyHok 43. Cmpa+Huya Cucmema / NTP knuenm.
Jlyist aBTOMaTHYECKON CHHXPOHU3AIIMK YacOB TOYKHU JJOCTYTA ¢ KAKUM-TTHOO0 CEPBEPOM BPEMEHHU:
1. ycranoBute ¢uiaxxoxk BkrroyeHo,
2. BbeIOepuTe Bamr wacoBoii mosic,

3. B mose CepBepa BpeMeHM 3aaaiite HeoOxoaumblii NTP-cepBep wiin ocTaBbTe 3HAUYEHUE,
3aJJaHHOE 0 YMOJTYaHHUIO,

4. Haxmure KHONKY U3MEeHUTB.

H[!I/I BLIKJIIOYCHWHW NHUTAHUA WJIW NEPE3Arpy3KEe TOYKH JOCTYIIA MPOUCXOIUT 06[!00 JaTbl 1

' BpeMeHH ycTpoWicTBa. FEcnmm  Touyka jAocTynma HAcTpoeHa HA  aBTOMATHYECKYIO
|

CUHXPOHU3AIUIO BPEMCHU, TO IPHU YCTAHOBKE COCAMHCHUNA C CETHIO I/IHTG[!HGT TTOKa3aHusi
YacoB YCTPONWCTBA AaBTOMATHYSCKH BOCCTAHOBSTCS.

CtpaHuua 60 n3 133



DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens MapLlpyTusaropa

MABA 5. HACTPOWKA YCTPOUCTBA B PEXXUME
MAPLUPYTU3ATOPA

Cmamyc

B nannom paznene MeH0 Bbl MoxeTe MpOCMOTPETh JaHHBIE, OTOOPAKAIOIINE TEKYIEe COCTOSHHE
TOYKH JIOCTYNla B PEKUME MapUIpyTH3aTtopa. 37eCh MpPEACTaBlICHAa CTATUCTHKA IO KaXKIAOMY HU3
aKTHBHBIX WHTEp(EHCOB, NaHHBIE 00 YCTPOMCTBAaX, MOJAKIIOYEHHBIX K CETH TOYKM JIOCTYIa U €€
web-uHTepdeiicy, a Takke TadNuIa MapIIpyTH3AIHH.

CeTeBas CTaTUCTUKA

Ha crpanunie Ctatyc / CeTteBas cTraTMCTMKa Bbl MoOXeTe MPOCMOTPETh CTATUCTUYECKUE
JTaHHBIE 10 BceM MHTep(delicaM, aKTUBHBIM Ha JJAHHBI MOMEHT BPEMEHH.

»

Building Netwarks for People

CHCTEME - Azblk -

CtaTyc / CeTeBad cTaTUCTHKA
» CtaTyc

. CeTeBasa CTATMCTHKA lma T CocToAHHe P Macka LWnros MAC MTL F;,;I’gxs

! L
LAN T 192.168.0.50  255.255.255.0 - 00:0C:43:30:50:48 1500 MBaki/1.8454

rGadT

+ LAM K NMEHTEI ! 1.8437
ipoe_ethz_1 DM;WEHD 192.168,62,202 755.255.755.0 192, 168.62.2 O0:0C:43:30:50:A8 1500 TGaiT/1.5676

roadT

" Taﬁnmga MAPLUPYTHIAUFH

» CHCTEMA

PucyHok 44. CmpaHuya Cmamyc / Cemeeass cmamucmuka.
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Tabnuua mapwpyrTusauum

Crpanuna Ctatyc / Tabnuua mapwpyTusaumm orobpaxaer nHGopMaImo o Mapupyrax. B
Tabnuile npecTaBieHsl [P-aapeca Ha3HAYEHMS, [UTIO3bI, MACKH MOJICETH U APYTHE JaHHbIE.

]

Building Networks for People

CHOTEME - Azblk -
» Haqano
Cratyc/ Tabnuua MapLupyTU3aLuK
» CETEEAA CTATHCTHES
lHTepd et HasHadveHne LUnkaz Macka ceTH fnarn  MeTpuka  Pasmep MTU
. Tabnvla MapWpY TH3 ALK LAN 239,255,255.250 0.0.0.0 255,255,255.255 LUH 1]
LaM 192,163.0.0 0.0.0.0 255.255.255.0 u a a
+ LM EAMEHTE ipoe_ethz_1 192,165.62.0 0.,0.0.0 £595,255.255.0 u 1] 1]
] 127.0.0.0 0.0.0.0 Z55.0.0.0 u 1] 1]
ipoe_ethZ_1 0.0.0.0 192.168.62.2 0.0.0.0 {1 100 1]

B CHCTEMa

PucyHok 45. CmpaHuuya Cmamyc / Tabnuuya mapwpymu3ayuu.
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LAN-KnueHTbI

Ha crpannne Ctatyc / LAN KnueHTbl Bbl MoXxeTe NpOCMOTPETh JaHHBIE O CETEBBIX
YCTPOMCTBAX, MOJKIIOUCHHBIX K TOYKe HocTyma. Ha cTpaHuIe mpeacTaBieH CIHCOK YCTPOWCTB,
HOAKIIIOYEHHBIX K JIOKAJbHOW CETH TOYKM JIOCTYIA, a TaKKe YCTPOMCTB, 0OpaTWBIIMXCS K web-

uHTepdency TOUYKH TOCTYIIA.

»

Building Networks for People
CHOTEME - Azklk -
Cratyc / LAN knueHTbI
+ CETEEAA CTATHCTHES
IP-anpec dnaru MAC-aapec HTEpdefc

+ TabnMua MapLwpy THIALHK 192,168.62.141 Ox2 00:22:15:74:FOu 60 ipoe_ethz_1

192,165.62.2 Ox2 00:14:92:45:6F: BB ipoe_ethz_1
+ LAN KIMEHTHI 192,168,051 O 00:24;01:EA: 37 AE LAaM

PucyHok 46. CmpaHuuya Cmamyc / LAN knueHmsbl.

Jns xaxxnoro yctpoiictBa otodpaxkaercs IP-anpec, MAC-aapec, a Taxxe uHTEpPEc, K KOTOPOMY

OHO INOJKJIKOYCHO.
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PyKOBO,EI,CTBO nonb3oBartens MapupyTtusatopa

Cemb

B nanHOM paszgene MeHro Bbl MOkeTe HACTPOUTH OCHOBHBIC MapaMETPhl JOKAIbHON CETH TOYKH
JOCTYyIa U cO3AaTh noakioueHue k cetu Muarepuer (WAN-coenuHeHue).

CoeanHeHun
Ha crpanune Cetb / CoegnHeHua Brl moxere pelakTupoBaTh M CO34aBaTh COCHUHEHMUS,
KCIIOJIb3yEeMbI€ TOUKOM JOCTYyIIA.

[To ymomuanuio B cucreMe HactpoeHo coemuHeHMe LAN. OHO COOTBETCTBYET JIOKAJbHOMY
unrepdeiicy Touku moctyma (br0). Bel He MOkeTe yaamuTh 3TO COSMHEHHIE.

- L]
D-Link
Building Networks for People

CHCTEME - Azklk -

B Hauano

CeTb [ CoeanHeHHA

#+| CoeguHeHWA

» COBJIWHEHWA
3aech Bel moweTe A003ENATL, PEASKTHPOBATE H ¥ AANATE COSAHHEHHA

Hanpaenenwe CocToAHHe

Mma Thn PHIHHECKHA PazpewHTE LLintos no

COEAMHEHHA HHTEPdEHT YMOIHEHHHD
LAN ipoe Wi-Fi Aa LA COB AMHEHD

ipoe_ethz_1 ipoe WA Aa @ AN COgAHHEHD

W KoHTponb

JobaEHTE

PucyHok 47. Cmpa+uuya Cemb / CoeQUHeHUs.

YroObl co37aTh HOBOE COoelMHEHME, HakMuUTe KHONKY [lo6aBUTb. Ha oTkpsiBiIciics cTpaHuiie
3a/1aliTe COOTBETCTBYIOIIHME APaMETPBI.

UroObl  3amaTh  JApyrue  mapaMeTpbl s CYIIECTBYIOLIETO  COCAMHEHHs,  BBIOEpHTE
COOTBETCTBYIOIIYIO CTPOKY B TaOJHMIle M HaXXMUTE JIEBYIO KHONKY MblmM. Ha oTkpbiBLIEHCS
CTpaHHIIC U3MEHUTE HEOOXOAUMbIC TAPAMETPhI U HAXMHUTE KHOIIKY COXPaHUTD.

UroObl yaJduTh CYIIECTBYIOIIEE COCTUHEHNE, BBIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B TaOIHIE U
Ha)KMUTE JIEBYIO KHOTIKY MBIIIH. Ha OTKpBIBIIEHCS CTpaHUIEe HAXMHTE KHOTIKY Y/AANUTb.

Uto0sl ogHO m3 cymiecTByromux WAN-coeIMHEHUN HCIONIh30BaIOCh B KAayeCTBE IUTI03a 10
YMOJTYaHHIO, YCTAaHOBUTE mepekitoyaress LLM03 no yMonyaHuio B cTpoke, COOTBETCTBYIOIICH

9TOMY COCIUHCHUIO.
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PykoBoacTBo nonb3osatens MapLipyTusaTopa

PedakmupoeaHue napamMempoe JIOKaJlbHO20 uHmepdgelca

YToObl M3MEHWUTH IapaMETPHI JIOKAIBHON CETH TOYKHM HOCTyma, BeiOepute coeaunenne LAN Ha
crpannie CeTb / CoeanHeHus.

Ha 3aKJIaaKe FnmaBHaa Br moxere HAaCTPOUTHb OCHOBHBIC ITapaMCTPhI JIOKAJIbHOM CETH TOYKH

JIOCTYTIA.

CeTb / CoepHEHNS

naeHan DHCP cepeep CTatHyeckki DHCF

# TMaeHbIe HACTPOHKK

Brifop THNa CORAMHEHKA H OOLWKME HACTPOMKK

Hma:

LA
THN COEAMHEHKA: IPaE | %
PazpelmTe:
HanpagneHwe: LA

4 (MMBMUBCKMWA YDOBEHD

BrIGop M HacTpoRka "fuskueckoro” HTepdeRca

DHEHHECKHA HHTEphERC: bl [

4% HacTpodkM IP

HacTpofkk MHTepHeT MNpoToTokona
IP-aapec: 192 .| 168 |.| O |.| 50

CeTeBan Macka: oz5 [ 255 |.[ 285 |.[ 0

Flarapdiadc,

COXpaHHTE

PucyHok 48. OcHogHble napamempsbl 5l0KaribHO20 UHmMepghelca.

CtpaHuua 65 n3 133



DAP-1150 BecnpoBofHas Touka JoCTyrna ¢ NoAAEPXKON pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonb3osaTens MapLlpyTusaropa

MapameTp OnucaHwue

FnaBHble HACTPOUKKU

HazBanue COCAMHCHUS, COOTBCTCTBYIOLICTO JIOKAJIbHOMY

Nmsa o
uHTEpdeEiicy.

Tun ceTeBOro MPOTOKOJIA, KOTOPBIM OyleT HCIOJIb30BaTh

Tvn coeanHeHun
coznaBaemoe coenunenue — IPoE.

Pa3peLuwa CDJ'Ia)KOK, pa3pema}omm?1 HUCIIOJIBb30BaHHUEC JAaHHOT'O COCIUHCHMUA.

HanpaBneHue HamnpaBiieHue 1aHHOTO COEIMHEHMUS.

®dusnyecku yposeHb

dusnyecknn Ousnuecknii  wHTEpPEc, K KOTOPOMY TPUBSA3aHO JaHHOE
uHTepdenc coequnenue — bro0.

Hactpowku IP

[P-agpec Toukm pocryma. Ilo yMmon4aHuro 3aJaHO 3Ha4YeHUE

IP-anpec 192.168.0.50.

Macka IOJICETH. Ilo YMOJIYAHUIO 3a7aH0 3HAa4YCHUE

CeTeBasa macka 255 .255.255.0.

UHTepdenc Haspanwue coenHeHus, HA3HAYCHHOE CHCTEMOIA.

[Mocne 3aanns Bcex HEOOXOAMMBIX 3HAUCHHI HAXMHUTE KHOTIKY COXPaHUTD.

Ha 3aknanke DHCP-cepBep Bul moxere HacTpouts BctpoeHHblin DHCP-cepBep ToukH gocTyma.

CeTb [/ CoeaMHeHHd

[ naeHan DHCP cepeep CTaTH4eckHid DHCP

PreskHn: PazpewnTe _

HaqaneHerH IP: 192 . 168 .| 0 |.| 51

KoHeqHEN IF: 192 . 1658 .| o .| 100

Bpema apeHAkb! (MHH): 1440

COxpaHKTE

PucyHok 49. 3aknadka 0nsi Hacmpotiku DHCP-cepsepa.
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MapameTp OnucaHwue

Pexum pa6oret DHCP-cepBepa Touku noctyna.

PaspewnTb — Touka [gocTynma aBTOMATHYeCKH Ha3HadaeT IP-
ajpeca KJIMEHTaM Ha OCHOBAaHUHW 3aJlaHHBIX TapameTrpoB. [lpu
BBIOOpE OTOrO 3HAYCHHUS Ha 3aKJIaJIKe OTOOpaKaroTCs TOJsS
HavanbHbin IP, KoHeuyHbin IP u Bpemsa apeHabl. Eciu
DHCP-cepBep BkitoueH, Bol Takke Moxkete 3a1aBaTh cBsizku MAC-

Pexum anpecos u [P-agpecos Ha 3aknaake Ctatnyeckun DHCP.

3anpetutb — DHCP-cepBep Touku g0cTyna BeIKIIOYEH, [P-aapeca
KJINEHTaM Ha3HA4aroTCs BPYYHYIO.

Relay — nns nasnauenus IP-agpecoB KIMEHTaM HCHONB3YETCS
BHewHuit DHCP-cepep. [1pu BeiOOpe 3TOro 3HaueHus Ha 3aKiIa ke
orobpaxaercs noje |IP BHewHero DHCP cepBepa.

Havanenueiit [P-agpec myna aapecoB, koropsie DHCP-cepsep
BBIJACT KIIMCHTAaM.

HavyanbHbiu IP

Koneunsiit [P-anpec nmyna aapecos, koropsie DHCP-cepBep BbiaeT
KIIMEHTAM.

KoHe4yHbIN IP

Ilepuon Bpemenu, Ha kotopbii DHCP-cepBep Touka npoctyna
npenocrasiser [P-aapec kimeHTy (1O MCTEYEHUH STOTO IMEpPUOaA
Bpems apeHabl [P-anpec oT3BIBaETCSI U MOXKET OBITH OTAAH JIPYrOMY YCTPOWCTBY,
€CIIM HE MOCTYIWIO NOATBEP)KACHUE O HEOOXOAUMOCTU COXPAaHEHHUS
storo [P-anpeca).

IP BHewHero DHCP IP-anpec Buemrero DHCP-cepBepa, koTopsiii HazHadaeT [P-aapeca
cepBepa KJIMEHTaM TOYKH JIOCTYIIA.

ITocne 3amanus Bcex H606XOI[I/IMBIX 3HAYCHUIN HAXKMUTE KHOIIKY COXpaHMTb.
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Ha 3akmagke Ctatnyeckmm DHCP Boi moxere 3amats cBsizku IP-aapecoB m MAC-ampecos.
DreMeHThI 3aKIanku akTuBHbI, eciin DHCP-cepBep Touku 10CTyIa BKIIFOUEH.

CeTb / CoegHeHHs

[nagHas DHCP cepeep CTaTuHeckri DHCP

IP aapec: 192 .| 168 |, 0 |.| 100
MAC aapec: |

lMA xocTa:

IP aapec MaZ aapec MMA x0cTa

[vaamre] [AobaemTe]

COXpaHHTE

PucyHok 50. Saknadka 0nsi 3a0aHusi cessi3ok MAC-IP.

Uto0sl co3nath cBsisky MAC-IP (HazHauuth moctostHHBIN [P-ampec B JIOKambHOW CETH IS
ycTpoiicTBa ¢ onpeaeieHabiM MAC-aapecom), HaxmuTe KHONKy [Jo06aBUTb.

Bb1 MoXxeTe 3a1aTh cienyromne napaMmeTphbl:

MapameTp OnucaHne

IP-anmpec, KoTOpEIil OyAeT MPHUCBOCH YCTPOMCTBY 3amaHHbIM MAC-
IP appec Ap P YA p ycrp Yy 3an
aZpecoM.
MAC apgpec MAC-aapec ycTpoiicTBa U3 JIOKAJIILHOW CETH.
Haspanme ycTpoiicTBa B CeTH A 00HOW WACHTU(DHKAIINH.
UMst xocTa yerpol At YA JeHTH (UKL
Heobsazamenvnuiii napamemp.

Haxxmute kHOTIKY COXPaHUTD.

CymiectByromue cBsizku MAC- u IP-aapecoB otoOpakeHbl Ha 3akiaake Crtatnyeckun DHCP.
YT100Bl yIAIUTh CBSA3KY, BBIICIUTE COOTBETCTBYIOLIYIO CTPOKY B TaOJHMIE WM HAXMHTE KHOIKY
Ypanutb. 3atem Haxxmute KHOKY COXPaHUTb.
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HacTpouika ycTponcTBa B pexume

DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa
MapLupyTusatopa

PykoBogcTtBo nonb3osaTens

WAN-coeduHeHue muna PPPoE

Jlns co3maHusl COCIMHEHHS TaKOro THIA HaxMmuTe KHOMKY Jlo6aBWUTb Ha crtpanunine CeTb /
CoeauHeHusn. Ha otkpeiBiieiics crpanuie BboiOepure 3HaueHne PPPOE B cmucke Twun

coeAiMHeHUA U 3ajaiiTe HeOOXOJMMBbIE TapaAMETPHI.

CeTb / CoealHeHHa

% TMaBHbIe HACTPOHKK

BrIGOp THNA CO&AMHEHHA M 0ALLKME HACTROFKK

Mma:

" pppoe_ethz_2
THA COE AHHEHKA! PEPLE |4
PazpewmTe:
HanpaeneHue: sans

% (MM3MYBCKMA YPOBEHD

BrIGop M HACcTpoFKa "dkskdeckore” HHTepdeRca

PHSHYECKHA HHTepdeR:: WaN | v
MTLL:
1500
MaC:
oo o oc | 43 ) 30 H 50 ) A

PucyHok 51. CmpaHuuya dobaeneHusi coeOuHeHus. Pasdenbl FnasHble Hacmpolku u @uluyeckul
ypoeeHb.
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MapameTp OnucaHwue

FnaBHble HACTPOUKKU

Uma Ha3zBanue coenuHeHus asi y100HOH uIeHTU(DUKAIIUH.
Pa3pe|.|.|V|Tb YcranoBure (I)J'Ia)KOK, CCJIM XOTHUTC BKIIIOUHUTHh JAHHOC COCIUHCHHUC.
HanpaBneHue HanpaBneHue 1aHHOTO CO€AMHEHMSL.

®duU3nyecknn ypoBeHb

PdPusnyeckmun Ouzuueckuit  uHTEpdEiic, K KOTOpoMy OyAeT MPHUBS3aHO
uHTepdenc CO3/1aBaeMO€ COeIMHEHHUE.
MTU MaxkcuManbHBIN pa3Mep makera, nepeaaBaeMoro naTepdeicom.

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHbl mnapameTp
HeoO0XonuMoO 3ajaTh, eciau Bam mpoBaiizep noctynma K CeTH
HNutepner ucnonb3yet npussasky k MAC-anpecy. Beenure B mone
MAC-anpec, 3aperucTpupOBaHHBIN y NIpOBaiiiepa IpU 3aKIOYCHUN
noropopa. Ilo ymomyanuto B moisie BBeaeH MAC-aapec TOUKH

MAC

JOCTyTa.
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%1 HactpoukM PPP

BE&AMTE MMA NONB3OEATENA, Napok H NPOYKE HACTROMKH NPEAOCTAENEHHEIE NPOBaHAERaM MHTERHET.
OCTankHBE NONA OCTAEETE M0 YMONYaHHHD,

PPP MMA NoNE30EaTENA:

Bes asTopHsauLKK: I:l

MNaponk:

nDﬂTBEpH{ﬂEHHE napona;

ANropHTH El';.-'TEHTHliIHKEILI.HH: ALITO '

MMA ceperca:

C0eAMHEHHE N0 TREO0EaHHHD: D
MTL:
1492

PPP IP pacwkpeHue: D
Keep Alive: n
CTaTHdeckri IP-aapec: |:|
OTnaaka PPP: D
MNpofpoc PPPoE; M
FuTanga

#| PazHoe

BrntodmnTE RIF: |:|
BrnHounTE IGMP! D
MAT:
CETEEOH 3KpaH;

PucyHok 52. CmpaHuuya dobasneHusi coeOuHeHus. Pasdernbi Hacmpoliku PPP u Pa3Hoe.

MapameTp OnucaHune

Hactpowku PPP

PPP Umsa

Nwms nonw3oBarens (JioruH) ais gocryna B UHTepHerT.
nonb3oBaTens

VYcranosure naxok, eciau s qocryna B latepuer Bam He HY»KHO
Be3 aBTOpM3aLMKM
BBOJUTH UM IMOJIB30BATCIIA U MAPOJIb.

Maponb [Taposb qyis noctyna B UHTEpHET.
NoaTeBepxaeHue [TonTBepxeHne mapons (A HCKIIOYEHHs OIIMOOK TpU BBOJE
napons apoJis).
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MapameTp OnucaHue
Anroputm .
Bri6epute u3 crircka HEOOXOAUMBII METO/ ayTeHTU(DHKATTHH.
ayteHTudpukaummn
Uma cepBuca Nmst PPPoE-cepBepa, BEINOTHSAIONIETO ayTEHTH(PUKAIUIO.

YcranoBure (axok, €cId XOTUTE, YTOOBl TOYKAa JOCTyIa
ycTaHaB/IMBaja coequHenue ¢ MuTtepHer mo TpeboBanuto. B mose

CoeauHeHue no
MakcumanbHoe BpemMsi HeaKTMBHOCTW, OoTOOpaXkaeMOM IpH

TpeboBaHuto .
YCTaHOBKE JaHHOTO (uIiakka, 3aJaiiTe BpeMs mpocTos (B CeKyHIax),
1ocJie KOTOPOTr'O COEITMHEHNE aBTOMAaTHUYECKH pa3phIBacTCA.
MTU MaxkcuManbHbIN pa3mep nmakeTa, nepeaaBaeMoro nuTepdericom.

JUis TOJKITFOUEHUsS] K CeTsIM HEKOTOPBIX MPOBANIEpPOB HEOOXOIMMO
PPP IP pacwmpeHue | BKIIOYUTH JaHHBIM mapameTp. YTO4HHTE y Barero mposaiinepa,
TpeOyeTcs U yCTaHOBKA IAHHOTO (pIIaXKKa.

(ITooodepoicusamov nooknrouenue) Y CTaHOBUTE (HIIKOK, YTOOBI TOUKA
JOCTyNa TOAJIEP)KUBAJIa COSAMHEHHE C TMPOBAWIEPOM, JaKe KOrja
. COCJIMHEHUE HEAKTHBHO B TEUYCHHE ONPEACICHHOTO MepruoJa
Keep Alive
BpeMeHn. [lpu  ycTaHOBIEHHOM  (IaKKe JIOCTYIHBIMH  JISI
penaktupoBanus craHoBircs moiass LCP wuHtepBan u LCP

npoBanbl. 3a1aiiTe HEOOXOIUMbIE 3HAYCHUSI.

YcranoBute (raxkok, eciau Bbl X0THTE MCTOIB30BaTh CTAaTHYECKUN
Cratnyeckuu IP-agpec | IP-anpec aiist coerHeHus ¢ ceThio MHTepHeT. 3a1aiTe CTaTHUECKHIA
[P-anpec B oToOpasuBmemcs nose IP-agpec.

Otnaaka PPP YcraHoBuTe (UIaKOK, €CIM XOTHTE, YTOOBI B JKYpPHAN 3aHOCHIIACH
BCs oTnnafgo4Has nHdopmarus o PPP-coeuuenmuio.

VYcranoBure (¢naxok, eciu xotute, uToObl PPPOE-knmeHTth
Mpo6bpoc PPPoE KOMITBIOTEPOB M3 JIOKAJHLHOW CETH MOTJIHM TOJIKIIOYAThCS K CETH
Nurepuer uepes3 nannoe PPPoE-noakintouenue Touku 1ocrymna.

UHTepdenc Haspanwue coenHeHus, HA3HAYCHHOES CHCTEMOM.

Pa3Hoe

YcranoBuTe (QUIaKoK, €CIM XOTHUTE Pa3pelIuTh MHOTOAIPECHBIN

Bknrouuntb IGMP
TpaduK, HAMpUMEp, TOTOKOBOE BUJIEO.

YcraHoBurte (I)J'Ia)I(OK, YTOOBI pa3pelinTb UCIOJIBb30BAHNUEC ITPOTOKOJIA

Bknrountb RIP
RIP ni1st maHHOTO COeUHEHUS.

YcranoBute (Ia)xok, €CIM XOTHUTE HcHojib3oBaTh oguH WAN IP-
azpec ISl BCEX KOMIBIOTEPOB JOKAIbHOU CETH.

NAT
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MapameTp OnucaHue

VYcranoBurte (iaxkok, €ciM XOTUTE aKTUBHUPOBATH 3amuTy oT ARP-

CeTeBOM 3KpaH
P u DDoS-arak i JaHHOTO COEIUHEHUS.

ITocne 3amanus Bcex HeO6XO,Z[I/IMBIX 3HAYCHUIN HAXKMUTE KHOIIKY COXpaHVITb.

WAN-coeduHeHue muna IPoE

Jns co3maHus COCAMHCHHUS TAaKOro THUMA Haxxmute KHOmNKy [lo6aBuTb Ha crpanuine CeTb /
CoepuHeHus. Ha otkpeiBineiicss crpanuiie BbiOepute 3Hadenne IPOE B crmmcke Tun
COeAAMHEHMS U 3a/1aiiTe HEOOXOAUMbIC TAPAMETPBI.

Cetb [/ CoeglHeHud

% IMaBHbIE HACTPOHKK

BrIGOp THNa COEAMHEHHA K 0ALWKE HACTRORKK

LIEH

" ipoe_ethz_1
TN CoeAHHEHKHA: '
PazpewmTe:
HanpaeneH4e: L5as

% UIMUeCKMA YPOEEHD

BriGop M HaCcTpokKa "dHskdyeckoro” MHTepdeRca

DHBHHECKHA MHTEPHERC; '
MTL:

1500
MAC:

00 ) 02 o) 43 (¢ 30 v 50 7| AF

PucyHok 53. CmpaHuuya dobaeneHusi coeOuHeHusi. Pasdenbl FnasHble Hacmpolku u duluyeckul
ypoeeHb.
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MapameTp OnucaHwue

FnaBHble HACTPOUKKU

Uma Ha3zBanue coenuHeHus Asl yI00HOH HIeHTU(DUKALIUH.
Pa3pe|.|.|V|Tb YcranoBure (I)J'Ia)KOK, €CJIM XOTUTC BKIIIOYUTH JaHHOC COCANHCHUC.
HanpaBneHue HanpasieHue 1aHHOTO CO€AMHEHMUSL.

®duU3nyecknn ypoBeHb

PdPusnyecknun Ouzuuecknit  uHTEpdeEiic, K KOTOpoMy OyAeT MpUBA3aHO
uHTepdenc CO3/1aBaEMOE COEJUHEHMUE.
MTU MaxkcuManbHBIH pa3Mep makera, mepeaaBaeMoro narepdeiicom.

MAC-aapec, mnpucBauBaemblii uHTepdeiicy. [laHHbI mapameTp
HeoOXonuMoO 3ajaTh, eciau Bam mpoBaiizep gocTynma K CeTH
HNutepner ucnonb3yet npussasky k MAC-anpecy. Beenure B nosne
MAC-anpec, 3aperucTpupoBaHHbIN y TPOBalIEpa MPHU 3aKIFOYEHUN
noropopa. Ilo ymomuanuro B moisie BBeaeH MAC-aapec TOUKH

MAC

JOCTYyTIA.

% HacTpovikM IP

HacTpofkk FHTEpHET MpoToToKona

MonyurTe IP-agpec aETOMATHYECKH:
ManyyuTe agpec DMS cepeepa 7
AETOMATHYECKH:
Yendor 10

FuTapda:

#| PazHoe

Brnho4nTE RIF: |:|
B b TE IGMP: |:|
MAT:
CETEEOM 3KpaH;

PucyHok 54. CmpaHuya dobasneHusi coeOuHeHus. Pasdenbi Hacmpoliku IP u PasHoe.
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PyKOBO,EI,CTBO nonb3oBartens

HacTpolika ycTpoiicTBa B pexume
MapLipyTusaTopa

MapameTp OnucaHwue

Hactpowku IP

Monyuutb IP-agpec

YcranoBure ¢naxok, 4roOsl [P-agpec aias NaHHOTO COEAMHEHMS
Ha3HAydajcsd aBTOMAaTH4eCKU. Ecinu naHHBIN (1akoK yCTaHOBIICH,

aBTOMaTU4YeCKU moins IP-apgpec, CeteBas macka u IP-agpec wnr3a ne
O0TOOpaXKaAIOTCH.
IP-appec Beemure B mose [P-anpec.

CeTeBas macka

BBenure B mosie MacKy MOJICETH.

IP-agpec wnro3a

Beeaute 1P -aApeC MIr03a, UCIIOJIB3YEMOTI'O IaHHBIM COCAUHCHUCM.

Monyuntb agpec DNS
cepBepa
aBTOMaTU4eCKu

OTtobpaxaercs, ecim braxxok
aBTOMaTUYECKMN YCTaHOBJICH.

MonyunTtb IP-agpec

VYcranoBure ¢uaxok, uToObl anpec DNS-cepBepa HazHauancs
AaBTOMAaTHYCCKHU. Ecan ,Z[aHHBIP'I (I)J'IEDKOK YCTaAHOBJICH, I10JI1
MepBuyHbIN DNS cepBep u BTtopuuHbin DNS cepBep He
0TOOpaKAFOTCS.

MepBu4YHbLIN DNS
cepBep/ BropnyHbin

Beemute anpeca nepBuuHoro u BTOpuuHOro DNS-cepBepoB B
COOTBETCTBYIOLIME IOJIS.

DNS cepBep
Wnentudukatop mposaiinepa noctyna k cetu WutepHer. lannoe
Vendor ID TI0JIE 3aIIOJIHSETCS, €CIIM MPOBalIep aBTOMaTU4YeCKU Ha3zHadaeT [P-
anpec kaueHty (¢naxok Monyuntb IP-agpec aBTOMaTU4ecKku
yCTaHOBIEeH). Heobs3zamenvhbiii napamemp.
UHTepcenc HasBanwue coennnenus, Ha3HAYEHHOE CHCTEMOIA.

Pa3Hoe

Bxknouutb IGMP

VYcranoBure (raakok, €caM XOTUTE pa3pelIuTh MHOI0aJPECHBIH
Tpaduk, HanpuMep, MOTOKOBOE BUIEO, /ISl JAHHOTO COCIMHEHUSI.

Bxniouutb RIP

YcranoBure (praxkok, 4TOOBI pa3pelnTh UCIOIB30BaHNE MTPOTOKOIIA
RIP mg nanHOrO COEIMHEHUS.

NAT

YcranoBure (IaxkoK, €Clid XOTUTE HCIoib3oBath ognH WAN [P-
azipec 1Js BCeX KOMIIBIOTEPOB JIOKAJIbHOM CETH.

CeTeBOM 3KpaH

YcranoBute (IaXoK, €CIIM XOTUTE aKTUBUPOBATh 3amuTy oT ARP-
u DDoS-arak y1s1 1TaHHOTO COEIMHEHUS.

ITocne 3aJaHHus BCCX HCO6XOI[I/IMBIX 3HAYEHHUI Ha)KMUTE KHOIIKY COXpaHMTb.
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WAN-coeduHeHue muna PPTP unu L2TP

s co3manust coequnenuss tuna PPTP wmun L2TP naxwvurte knonky [lo6aBUTb Ha cTpaHwuiie
Cetb /| CoepuHeHusa. Ha otkpeiBiieiicst crpanuiie Boioepute 3HaucHue PPTP wiu L2TP B
criicke TUN cOeAVMHEHUA 1 331aliTe HEOOXOAUMBIE TTAPAMETPHI.

CeTb [ CoeMHEeHNS

4 TNaBHbIE HACTPOFKK

BrIGOp THNa cOEAMHEHHA K OOLWKE HACTPORKHK

lma:

[2tp_ethz_0
THA CO=AHHEHKA: L2TP '
PaspelnTe:
HanpaeneHwe: [ERE NN

4 MU3MUBCKMA YPOREHD

Brifop M HacTpoRKka "hHskdeckara” HHTepdeRca

DHEMHECKHA HHTERdERT; inoe_ethz_1

PucyHok 55. CmpaHuya dobasneHusi coeOuHeHus. Pasdenbl FnasHble Hacmpolku u dusuvyeckul
YPOBEHb.

MapameTp OnucaHue

FMaBHblIe HaCTPOWNKKU

Uma Ha3zBanue coenuHeHus A5 yI0OHOH HICHTU(DUKALIUH.
PaspewmTb VYcranoBute (aaxxok, €CiId XOTUTE BKIIOUUTh TaHHOE COEIMHEHHE.
HanpaBneHue HampaBnenne TaHHOTO COeTMHEHUS.

®dU3nyecknin ypoBeHb

dusnyecknmn CymectByromuii unrepdeiic (coenunenue) tuna PPPoE unu IPoE, k
uHTepdenc KOTOpOMY OYZET MPUBSA3aHO CO3/1aBaEMOE COSAMHEHUE.
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% HacTpoHdky PPTP/L2TP

PPTP M LZTP — TWHHENEHEI: NROTOKOAEI THNS TOYMKS-TOYKS, NOSE0NAKIWHE KOMOBHTERY YCTAHAENMESTE
SAWMWEHHDE COEAHHEHHE C CEPBEPOM 38 CYET CO034aHHMA CNELMANEHOMD TYHHENA B CTaHASPTHOH,
HESEWHLLEHHOR CETH,

COBAMHATECA AETOMATHYECKH: D
FaK 338aTe HMA CEpEHCa: LIRL '

MMA CepBHCa:

Bes AETOPHMZALUHK: I:l

PPP 1mA nones0saTEnA:

Maponk:

MNoATEEp#AEHHE NapoN:A:

keep Alive: [

JananHHTENEHEIS OMLHH:

amsanmses 15
MTL:

1492
Furapgadc:
#| PasHoe
EknroqmTE RIF: I:l
Bk nrouHTE IGMP: D
MAT:
CETEBOR 3KpaH;

PucyHok 56. CmpaHuya dobaeneHusi coeOuHeHus. Pasdenbi Hacmpoliku PPTP/L2TP u Pa3Hoe.

MapameTp OnucaHwue

Hactpownku PPTP/L2TP

CoeaunHaTbCA YcranoBute (praxkxok, 4ToObl pa3pelinTh aBTOMATHUYECKUI 3amyck
aBTOMaTU4eCKHU COEJMHEHUS MPH 3arpy3Ke TOUKHU J0CTYIIA.

Kak 3apatb umsa

Bri6epute cioco6 3aganus agpeca PPTP- wim L2TP-cesepa.
cepBuca

Uma cepBuca IP- wmu URL-anpec PPTP- unmu L2TP-ceBepa ayreHTH)UKALINH.

YcranoBure aaxok, ecnu it foctyna B Uutepuer Bam He HY»)HO
be3 aBTOpU3aLUM
BBOJUTH UM ITOJIB30BATENS U IAPOJIb.

PPP Umsa

msa nonpioBaTens (j1orud) g nocrtyna B MHTEepHET.
nonb3oBartens ( ) A RocTyn p
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MapameTp OnucaHwue
Maponb [Taponw ns noctyna B UHTEpHET.
MoaTBepxaeHue [MoaTBepknenne mapons (Ui WCKIIOYEHHUS OLIMOOK MpH BBOJE
napons apoJis).

(IToooeparcusams nooknrouenue) Y CTaHOBUTE (PIIaXKOK, YTOOBI TOUKA
JOCTyIa TOAJIEPKUBAJIA COSIMHEHHUE C MPOBAKICPOM, Jaxe KOTraa
COCIMHCHUE HEAKTHBHO B TEYCHUE OMPEJCICHHOTO TepHoa

Keep Alive
BpemeHu. [lpu  ycTaHOBICHHOM  (IaKKe JOCTYIHBIMH IS
penaktupoBanus craHoBircs noias LCP wHTtepBan u LCP
npoBanbl. 3agaiiTe HCOOXOAMMbIC 3HAYCHHUSI.
HononHuTenbHbIE JIONOJTHUTENBHBIE ONIMU AeMOHa pppd, KOTOphie HEOOXOAUMO
onuum 3a7aTh JJIs1 JJAaHHOTO COCAMHEHUs. Heobs3amenvhblil napamemp.
MonyyeHHbIN IP IP-anpec, Ha3HAYEHHBIN IpoBaiinepom noctymna kK cetu HTepHer.
MTU MaxkcuManbHbIN pa3mep Makera, nepeaaBaeMoro nuTepdeiicom.
UHTepcenc HasBanue coenuHeHUs, HA3HAYEHHOE CUCTEMOM.

Pa3Hoe

YcraHoBute (Qruaxok, €cild XOTUTE pPa3pelIuTh MHOT0aJIPECHbIN

Bknrouutb IGMP
Tpaduk, HanpuMep, MOTOKOBOE BUJIEO, JUIsl TAaHHOTO COEUHEHUSI.

VYcranosure ¢ira)xok, YTOOBI PA3pEINTh UCIIOIB30BAHNUE IIPOTOKOIA
Bkntountb RIP ¢ ’ pasp P
RIP mi1st taHHOTO COeqVHEHUS.

VYcranoBute (ra)kok, €CiM XOTHTE HMCMoib30BaTh ogquH WAN IP-
azpec sl BCEX KOMIBIOTEPOB JTOKAIBHOU CETH.

NAT

VYcranoBute (raxok, €CIM XOTHTE aKTUBUPOBAThH 3amuTy oT ARP-

CeTeBoOM 3KpaH
u DDoS-atak i1 JaHHOTO COEIUHEHUS.

ITocne 3amaHus Bcex HCO6XO,Z[I/IMBIX 3HAYCHHUI HAXKMUTE KHOIIKY COXpaHMTb.
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Wi-Fi

B nanHom pasnene meHio Bel Moxkere 3amaTh Bce HEOOXOIUMBbIE HACTPOMKH sl OECTPOBOIHOM
CETH.

O6uwme HaCTPoOUKHM

Crpanuna Wi-Fi / OOGlmMe HacCTpPOMKK npenHasHaveHa IS aKTHBAIUK OECIPOBOIHON CETH U
paselieHHs €€ Ha CErMEHTHI.

- »
D-Link
Building Networks for People

CHOTEME - Azklk -

» Hauano

Wi-Fi / Obume HacTpoiku

BtAH4MTE 6ECI'IDDBU,\’1HUE COEAMHERHHE!

. 0Bwme HACTpoiiku : |
BESID: D0:0C:43:30:50: 48 v

» DCHOEHEIE HACTDOHN

» HacTpodkk Ges0nacHoCTH

+ MAC-bMNETD
+ CTEHUMOHHEIR COMEoK

- WPS

- W0

+ JONONHHTE NEHEIS HACTOOMKH

+ WM

» FHEHT

» 'IJ'EII'II:IJ'IHI'ITEJ'II:-HI:I

B HoHTponE

B CHCTEMA

PucyHok 57. Obwue Hacmpoliku 6ecripo8odHoU foKarnbHoU cemu.

dnaxxoxk Bknrountb 6ecnpoBogHoe coegMHEHUe (10 yMOIYaHHIO YCTAHOBIICH) paspelnact
ucnonszoBanue Wi-Fi-coequnenuil. Ecnu Bei xotute 3amperuts Wi-Fi-coenquHenus, cCHUMHTE
TAHHBIA (PIaskoK.

Touka mocTyma mMO3BOJISIET pa3dmBaTh Bamry OecrnpoBOAHYIO JIOKATbHYIO CETh Ha HECKOJBKO
CETMEHTOB (/10 YeThIpeX), KaKIbIH U3 KOTOPhIX OyJeT UMeTh cBoe coOcTBeHHOe Ha3Banue (SSID) u
yHUKanbHbIH  uaeHtTu@ukatop (BSSID). [Ins co3maHus HECKOJbKMX OECHpOBOAHBIX CETel
BeIOEpUTE coOTBEeTCTBYMOMIEE 3HaueHue (2, 3 wim 4) B packpeiBaromemcs cnucke MBSSID. Tlo
YMOJIYaHHIO BO3MOXKHOCTb UCIIOJIb30BAHUS HECKOJIBKUX CETMEHTOB O€CIPOBOAHOM JOKAIbHOU ceTn
OTKJIFOUYCHA (B PACKPHIBAIOIIEMCS CIIUCKE YCTAaHOBJIEHO 3HaueHne BbIKNoYeHo).

B packpsiBatoriemcst criricke BSSID otoOpakaercss yHuKaibHbIA HaeHTHHKaTop Wi-Fi-ceTH.
JlanHO€ 3HaYeHUE ONpeesieTCs NapaMeTpaMH TOYKU JOCTyIa, Bl HE MOXKeTe ero U3MEHHUTb.
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Ecnu Bl pasmenunn GecrpOBOJHYIO JIOKAlbHYHO CeTh Ha cerMeHThl, To B crnucke BSSID
oToOpaXkaeTcss HECKOJIbKO HWACHTU(PHUKATOpOoB. Kaxnaplii M3 HHX COOTBETCTBYET OTIEIBHOMY
CErMEHTY CETH.

Jlist Kakaoro cerMeHTa ceTd MoKHO 3aaath uMms (SSID), mapamerpsl 0€30MaCHOCTH U MpaBUIIA
¢wipTpaun Ha ocHoBe MAC-aapecoB, a Takke akTUBUpoBaTh ¢(yHkinumo WMM  (eciu
HeoOxonumo). Jlis 3agaHusl TaKuX MapaMeTpoB BBIICIHTE HEOOXOAWMYIO YacTh CETH B CIIMCKE
BSSID u naxmure kHomky WM3MeHWUTb. 3arem mepelante Ha COOTBETCTBYIOILYIO CTPaHHILY
pazaena mexio Wi-Fi.

OCHOBHbIE HAaCTPOMNKH

Ha crpanune Wi-Fi /| OCHOBHble HAacTpPOMKU Bbl MoxeTe 3a1aTh OCHOBHBIC MapaMeTphbl IS
0ecIpoOBOIHON CETH TOYKH JIOCTYTIA.

»

Building Netwarks for People
CHETEME - Azblk -

B Hauano

Wi-Fi / OcHoBHble HacTpolKK

CKPBITE TOMKY A0CTYNA! O
5510
DaP-1150
» DBLME HACTDOAKK
; CTpaKa: |RUSSIAM FEDERATION []
> OCHOBHLIE HACTPOWKKH
KaHan: |
12 |»
» HacTpofitk Be30nacHOCTH -.
BECNPOEDAHON PEXHM: 802.11 BIGIM mixed |
» MAC-dMnET 16! .

[MaKCHManEHOE KONMYECTED KNHEHTOE! 0
» CTaHuHDHHbIH CAMCOK

WS
» WDS

+ JONONHHTENEHEIE HaCTDDﬁKH

W HoHTpone

B CHCTEMA

PucyHok 58. OcHosHblie Hacmpolku 6ecripo8odHOU f1oKanbHoU cemu.
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MapameTp OnucaHwue

Ecin paHHbIl (uaXxoK yCTaHOBJIEH, IPYTrHe II0JIb30BaTENM HE

cmoryr Buzmeth Bamy  Wi-Fi-cetb.  (Pekomennmyercs  He

CKpbITb TOYKY AOCTyna
yCTaHaBIMBaTh (IakoK, TaKk Kak JaHHas (QYHKIUS YCIOXKHSET

IIPOLIECC MEPBOHAYATIbHON HACTPOIKHU CETH. )

Hazpanue Bameii 6ecipoBoHO# noKainbHO# ceTr. [lo ymomuanuto
3a7aH0 3HaueHue DAP-1150. Ecim Bama cete pasneneHa Ha
CEerMEHTHI, JUIsl KaXJ0r0 W3 HUX TakKe ONPEIEICHO Ha3BaHUE I10
SSID ymonmuanuio (DAP-1150.2, DAP-1150.3 u DAP-1150.4).
PekoMeHyeTcss ompenennTh COOCTBEHHOE Ha3BaHUE CeTH (WIH
KaXJIOTO CerMeHTa ceru). Mcmonp3yiTe TUQpPHl W JTaTHHCKHUE

OYKBBI.
CrpaHa Bame wmectomonoxxenue. Bribepute HeoOXonMMoe 3HAYCHUE U3
PaCKpBIBAIOIIETOCS CITHUCKA.
Homep kananma OecmpoBogHoro coenuHeHus. Ilpu  BbiOope
Kanan 3HayeHWs auto Touka JOCTymma camMa BbIOMpacT KaHall C

HaAnUMCEHBIINMMH ITIOMEXaMHU.

Pexxum paboTel OecpoOBOAHOW ceTH TOYKH jJocTyna. J(aHHBIN
- napaMeTp OmpeenseT CTaHAapThl YCTPOMCTB, KOTOpbIE CMOTYT
BecnpoBoaHoOMn pexum P P ofp . P . ye1p ’ P Y

paborare B Bameii 6ecnipoBogHOM cetr. Beibepure HeoOxomumoe

3HAYCHUC U3 PACKPBIBAOMICTOCA CIIUCKA.

MakcumanbHOE  KOJIMYECTBO  YCTPOWCTB,  KOTOpPbIE  MOTYT

MakcumanbHoe MOJIKIIIOYUTHCST K OECpOBOJHONW CETH TOYKM JjAocTyna. Ecmu
KONINYECTBO KIIMEHTOB | YCTaHOBJIECHO 3HadyeHWe O, yCTpPOWCTBO HE OrPaHUYUBACT
KOJIMYECTBO MOJKIFOUEHHBIX KIMEHTOB.

ITocne n3meHeHus napaMeTpOB HAXKKMUTC KHOIIKY N3MeHunTDb.
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HacTpoiku 6e3onacHoCcTH

Ha crpanunie Wi-Fi / HacTtponku 6e3onacHOCTU Bbl MokeTe H3MEHHTH IapaMeTphl
Oe3omacHoCTH Bareit 6ecipoBOIHOM CETH.

- ]
D-Link
Building Networks for People
CHCTEMa - skl -

» Ha4ano

Wi-Fi / HacTtpoiikn 6esonacHocTH

CeTeEan ayTEHTHHMEALNA: |Open [v]

#1 Hactpoiky wdposaHwa WEP

» DBLME HACTDOFKK
. BKAHIYMTE WHpOBaHHE WEP: D
» OCHOBHBIE HACTDOMKN
» HacTpoiku besonacHocT
+ MAC-PHLTD
;
+ CTSHUMOHHEN CMcok
]
WS

+ JONONHHMTENEHEIE HACTDOMAKH

» WM

¢ FLIHEHT

» 0NONHUTENEHD

» FoHTpone

PucyHok 59. Hacmpoliku 6e3onacHocmu 6ecripogodHol cemu o yMos4aHuro.

[To ymonuaHWrO I JIOKaJbHOH OECIpPOBOMHOW CETH B CHCTEME 3aJjaH THIl CETeBOM
ayrentudukaimn Open (oTkpbITas ceTh) 6e3 MmuppoBaHus.

HaC!EQOﬁKH o yMOJYaHUIO HEC 00ecneynBaroT 3alUTY 6€CH[20BOQHOﬁ JIOKAJIbHOW CETH.

' HacrosrensHo PEKOMCHAYCTCA 3a14Th COOCTBEHHBIE HaC[IQOfIKH 6e3omacHocTu. B cJaydac
= pa3OueHus OECIPOBOJIHOMN CETH TOYKH JIOCTYIA Ha CErMEHThI PEKOMEHIYETCS ONPEICINTh

COOCTBEHHbBIC HACTPOMKHK 0€30HaCHOCTH U KAKJIOTO CErMEHTA CETH.
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Wi-Fi / HacTtpoilku 6e3onacHocTH

CeTeEand ay TeHTHDHKALHA:

opEn
Open

Open-IEEES021%

Shared

WEPALITO

WPA

WRA-PSE

WhRAZ

WRAZ-PSE

WPAMWPAZ mixed

WPA-PSKWPAZ-PSE mixed

% HacTpoFky wwppoeaHya WEI

BrAHo4MTE WHgpoBaHHe WEP:

PucyHok 60. Tunibl aymeHmugbukayuu, noddepkusaembie moykol docmyra.

Touxka AOCTYIIA MMOAACPKUBACT CIICAYIOIIHUEC THUIIbI aYTCHTI/I(I)I/IKaLII/II/IZ

Twun ayTeHTUdMKaUmmn OnucaHwue

OTkpbiTasi ayTeHTU(PUKANUS C BO3MOXKHOCTBIO HCITOJIb30BAHHUS

Open WEP-mm¢ppoBanus.

Open-IEEE8021X OtkpsiTast ayreHTH(UKanus ¢ ucnonaszopanueM RADIUS-cepsepa
¥ BO3MOKHOCTBIO Hcnionb3oBanust WEP-mudposanus.

Shared AyteHtudukanuss ¢ oOmMM KIOYOM C ucnojs3oBaHueM WEP-

mmdpoBaHus.

KomOunupoBansslii tun ayreHtuduxanuu. [Ipu Beibope naHHOTO
3Ha4YCHHUS] K OECTPOBOJHON CETH, CO3/1aBa€MOM TOYKOHM JOCTYyTIa,
WEPAUTO MOTYT  TOJKIIIOYAaThCS ~ YCTPOWCTBA,  HCIOJB3YIOIIAE  THUI
ayreHtudukanuu Open c¢ aktuBupoBanusiM WEP-mudpoBanuem,
¥ yCTPONCTBA, UCTIOJB3YolHe TUIl ayTeHTrukanun Shared.

Ayrentudukanus mno TexHosorun WPA ¢ ucnoiab3oBaHHEM

WPA
RADIUS-cepgepa.
WPA-PSK Ayrentudukanus no texHonmorun WPA ¢ ucnonszoBanuem PSK-
KJII0Ya.
Ayrentudukanus no TtexHojgorun WPA2 ¢ ucnoib3oBaHuEeM
WPA2
RADIUS-cepgepa.
WPA2-PSK Ayrentudukanus no rexuonorun WPA2 ¢ ucnonszoBanuem PSK-

KJIro4a.
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Tun ayTeHTUMKaLUK OnucaHue

Kom6unupoBannsiii Tun ayrenruduxanuu. [Ipu BeiObope naHHOro
3HAUeHUS K OECIpOBOJHON CETH, CO37]aBaeMOW TOYKOHM JOCTyma,
WPA/WPA2 mixed MOTYT  TIOJAKITIOYAThCS  YCTPOWCTBA,  HCIIOJB3YIOMIAE  THII
ayreHtudukanmu  WPA u  ycTpoiicTBa, HWCHONB3YIONIME THIT
ayrentuduxanun WPA2.

KomOunupoBansslii tTun ayreHtuduxanuu. [Ipu Beibope naHHOTO
3Ha4eHUs1 K OECIpOBOAHOM CeTH, cO37aBaeMOM TOYKOW HOCTyma,

WPA-PSK/WPA2-PSK

mixed MOTYT  IOAKJIIYAaTbCSA  yYCTPOMCTBA,  HCHOJB3YIOLIUE  THUII

ayrentuduxaiun WPA-PSK u ycrpoiicTBa, HCHONb3yIOIIUE THUIT
ayrearudukanuun WPA2-PSK.

' JIns wucnonb3oBanus tunoB ayreHtudukanuu Open-lIEEE8021X., WPA, WPA2 u
= WPA/WPA2 mixed neobxonumo Hannure RADIUS-ceprepa.
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PykoBoacTBo nonb3osatens MapLipyTusaTopa

[Mpu BwiOOpe 3Hauenuit Open, Shared wim WEPAUTO na crtpanuiie oroOpakaercs pasmieln
Hactpownku wncpposanHns WEP:

Wi-Fi / HacTpoiikn besonacHocTu

CeTeEad ay TEHTHHIKALHA Open ”

%1 HacTpowvkW wvpoeaHqa WEP

BrnH4KTE WHbpoEaHKE WEP:
HaomMep KAR4a Mo YHON4aHK e 1 |
Konhoy wrppoeadnA WEP kak HEx: |:|

K.nHou wihpogaHa WEP (10
K.ntou whposaHiAa WEP (2]
K.ntod wrhposaHa WEP (30

Kontod wrpoeadra WEP (4):

MZHEHHTE

PucyHok 61. SHaueHue Open 8 packpbigatoujemcsi criucke Cemeeasi aymeHmudgbukayusi.
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MapameTp OnucaHwue

Onaxok ans aktuauun WEP-mmdposanus. [Ipu yctaHoBieHHOM
¢naxkke Ha cTpaHuie oToOpaxkaercs mose Homep knrouva no

BknouuTtb ymonyaHuto, paaxox Knrou wmcpposaHua WEP kak HEX u
wudposaHme WEP gereipe mnonst  Knwoy  wudpoBaHma WEP. [{ns tunos
ayreatupukanun  Shared u WEPAUTO ¢aaxok Bcerma
YCTaHOBJICH.
Homep kntoya no Howmep xiroda (0T 1-ro 10 4-T0), KOTOPBIH OYJET UCTOIB30BATHCS
ymMmon4yaHuro s WEP-mmmdpoBanus.
Kniou wndpoBaHus VYcranoBute ¢uiakok, 4ToOBI 3a7aTh MIECTHAAIATEPUYHOE YUCIIO B
WEP kak HEX Ka4yecTBe KITI0Ya JJIs IU(GPOBAHHSL.

Kmoun mns WEP-tmdpoBanus. [lpu mudpoBanun MCmonb3yercs
KIIIOY, HOMEpP KOTOPOrO YKa3aH B PACKPBIBAIOLIEMCS CIIMCKE
Homep knioya no ymon4yaHuto. HeoOxoauMo 3amomHHUTH BCe

OIS
Krnoy wndpoBaHus
WEP(1-4) Brr MokeTe 3agaBaTh Kitoun JMHON S w13 cumBosioB (1udp u

(umm) nartuHckux OykB). Ecmu  ycranoBmen ¢uaxok Koy
wudposaHna WEP kak HEX, Ber moxere 3amaBaTh TOJIBKO
kimoun JuyinHOU 10 cumBoioB (udpsl ot 0 10 9 1 naTuHCKUE OYKBBI
ot A 1o F).
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IIpu BeiOOpe 3HaueHuss Open-IEEE8021X na crpanuiie otobpaxkatorcst pasmenst HacTpownku
wudposaHua WEP u Hactpouku RADIUS:

Wi-Fi / HacTpoiikn 6esonacHoctH

CeTEEaA ay TEHTHDMIKALHA: Cpen-TEEEGNZ 15 TP

% HacTpodky wwpoeadva WEP

BrnH4MTE WkbpoEaHHE WEP:
HoMep knH4a no YMonYaHH: 1[4
KNty wHpogaHa WEP kak HEX: D

Fonkou WwkpoEaHra WEP (1)
Fonkou wkpoeaqa WEP (2):
K.ntod wupogaHAa WEP (30

K.nHou wHhpogaHea WEP (4]

% HacTpodky RADIUS

IP-aapec: 19z . 1ea [.[ o .| 254
MopT: 181z
RADILS :

KNHD WM POESHHA dink

M3HEHHTE

PucyHok 62. SHayeHue Open-IEEE8021X e packpbigatoujemcs criucke Cemeesasi aymeHmudgbukayusi.
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MapameTp OnucaHue

BknounTtb
wudposaHue WEP

Onaxok g aktuBauuu WEP-mmdposanus. [lpu ycranoBieHHOM
¢naxkke Ha cTpaHuie oroOpaxkaercs noie Homep knro4a no
ymonyaHuto, puaxox Knrou wmudposanua WEP kak HEX u

gereipe mnosist  Kmow  wncppoBaHma WEP. s Tumos
ayrentudukamun  Shared u WEPAUTO ¢uaxok Bcerma
YCTaHOBIICH.

Homep kntoya no
yMOM4YaHuIo

Howmep ximoua (ot 1-ro g0 4-10), KOTOpHIA OyAET MCIOIB30BATHCA
st WEP-mmmdpoBanus.

Knto4 wudpoBaHus
WEP kak HEX

VYcranoBute ¢akok, 4TOOBI 337aTh IMIECTHAIIATEPUIHOE YHUCIIO B
KayecTBe KII0Ya IS IU(GPOBAHHSL.

Knto4 wudpoBaHus

Kmoun gt WEP-mmmdposanus. IIpn mmdpoBannn ucmonszyercs
KIIIOY, HOMEpP KOTOpPOrO0 YKa3aH B pacCKpBIBAIOIIEMCSA CIIMCKE
Homep knroya no ymonyaHuto. HeoOxoanmo 3amoiHUTH Bce
TOJIA.

Brr MokeTe 3aaBaTh Kitoud JUIMHOW 5 uiu 13 cumBosioB (mudp u

WEP(1-4)
(umm) natuHckux OykB). Ecmm ycranoBnen ¢umaxok Koy
wudpoBaHna WEP kak HEX, Ber moxkere 3amaBaTh TOJIBKO
kimoun JuinHOU 10 cumBonoB (umgps! oT 0 10 9 1 aTHHCKHE OYKBBI
ot A 1o F).
IP-apgpec IP-anpec RADIUS-cepsepa.
MopT Howmep mopra RADIUS-cepBepa.
RADIUS knitoy
wposaHun [Tapone qs noctyna k RADIUS-cepsepy.
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MapLupyTusaTopa

[lpu BeIOOpe 3Hauennit WPA-PSK, WPA2-PSK wim WPA-PSK/WPA2-PSK mixed na
cTpanwuiie orodpaxkaercs pasnen Hactponkn wmndposaHmna WPA:

Wi-Fi / HacTpoiikn 6esonacHocTH

CeTeEad ayTeHTHRHKALHA:

K.nho wpoBaHKA PSk:

WPAZ MpesBaprTeNEHaA
AYTEHTHDHKALHA;

WPAZ-PSK v

7e543210

O

% HacTpovkW wmpoeadqa YWPA

WPA WHhpOEaHHE:

WPA NepHo obHOENEHKA KNHYa)

P v

3600

MzHEHHMTE

PucyHok 63. BHaueHue WPA2-PSK e packpbigatouemcs criucke Cemeeasi aymeHmudbukayusi.

MapameTp OnucaHue

Knrou wndpoBanmna PSK

Kimou mist WPA-mmdpoBanus. Kirod MOXeT cocTosaTh U3 mudp
U (UTM) TaTHHCKUX OYKB.

WPA2 lNpepnBaputenbHas

®dnaxok UIS aKTHBALUMU IPEIBAPUTEIILHOW ayTCHTU(DUKAIUH
(otobpaxaercst tonbko s tunoB WPA2-PSK u WPA-

OoOHOBNEHUA Knr4a

ayTeHTUdukaums PSK/WPA2-PSK mixed).
WPA wudpoBaHue Mexanusm mudposanus: TKIP, AES uin TKIP+AES.
ITeprion BpemeHu (B CEKyHAaX), [0 HCTCYCHHH KOTOPOIO
WPA nepwvop TeHEePHUPYETCs] HOBBIM KIIOY ISl MIM(POBAHUSA TIO TEXHOJIOTUH

WPA. Eciu B naHHoM mnone ykazaHo 3HaueHue 0, xirou
OOHOBIISITHCS HE OYyJIET.
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PyKOBO,EI,CTBO nonb3oBartens

HacTpolika ycTpoiicTBa B pexume
MapLipyTusaTopa

ITpu BoiOope 3naucHuss WPA, WPA2 wiu WPA/WPA2 mixed na crpanuie oToOpakaroTCs
pasaenst Hactponkn RADIUS u Hactpouku wmncdposaHusa WPA:

Wi-Fi / HacTpoitkn besonacHocTH

CETEESA Ay TEHTHDHKALNA:

WPAZ MNpeasapHTeneHanA
Ay TEHTHRHEALHA:

% HacTpoHkw RADIUS

Wpaz ™

O

IP-aapec:
MopT:

RADIUS EnHY WHBROEAHHA:

192 | 165 || O || 254

1512

dlink

%1 HacTpokkW wwppoeaHya YPA

WPA wHppoBaHke:

WPA neprog oDHOBNEHKA KNHoYa;

e (v

3600

MZHEHHTE

PucyHok 64. SHaueHue WPA2 g packpbisaroujemcsi criucke Cemeesast aymeHmudghukayusl.

MapameTp OnucaHne

WPA2 MpeasapuensHas ®naxxok sl aKTUBAIMM TPEABAPUTEILHON ayTCHTHU()HUKALUH
ayTeHTUMKaLMS NPY UCTIONIb30BaHUM TeXHOJIOTHH WPA2 (oToOpakaeTcs TOIBKO
y s Tanos WPA2 1 WPA/WPA2 mixed).
IP-appec IP-anpec RADIUS-cepBepa.
MopT Howmep mopra RADIUS-cepBepa.
RADIUS kntoy
wndposanms [Taponb mst moctyma kK RADIUS-cepepy.
WPA wundpoBaHue Mexanmsm mudposanus: TKIP, AES wiu TKIP+AES.
[lepmon BpemMeHu (B CeKyHJax), IO HCTEYEHHUH KOTOPOIO
WPA nepwvop reHepupyeTcsl HOBBIM KIItOY ISl IUGPOBAHUSA IO TEXHOJIOTUU
OOHOBINEeHUsA Knrova WPA. Eciu B pganHoM mone ykaszaHo 3HadeHue 0, Kirog
OOHOBIIATHCS HE OYIET.

ITocne 3aJaHuA H606XOI[I/IMBIX MapaMeTpOB HAXKMUTEC KHOIIKY N3MeHnTDb.
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MAC-bunbTp

Ha crpanuiie Wi-Fi / MAC cdunbTp Bel Mmokete onpenenuth ciucok MAC-anpecoB yCTPOHCTB,
KOTOpBbIEe OyayT UMeTh AocTyn K Bamreit cetn, mu6o 3amath MAC-aapeca yCTpOMCTB, KOTOPBIE HE
CMOTYT MOJKITI0YAThCs K Bareit 6ecripoBogHO# ceTu.

- »
D-Link
Building Networks for People

CHOTEME - Azklk -

» Hauano

Wi-Fi / MAC-punbTp

Pesmm HNeTRa MiC-aapeca

Pk orpaHueHmid MAC-dHALTRA! (@ 0OTRMDHEH

» DBLME HACTDOFKK

. (C)PaspewaTe
+ CCHOBHEIE HACTDOMKM

» HacTpofitck Bes0nacHOCTH Ozanpeware
» MAC-unbTp

» CTSHUMOHHEIN COMEOK
- WRS

- DS

+ JON0NHHTENEHRIE HACTDOFKK

- WP

+ FLIHEHT

» A0nonHATENEHD

W CHCTEMA

PucyHok 65. Cmparuya 0nsi Hacmpotku MAC-¢bunbmpoe 0nst 6ecripogodHou cemu.

ITo ymon4aHuiO peXuM OrpaHUYeHUi, ocHOBaHHBIX Ha MAC-agpecax yCTpOICTB, HE aKTUBEH
(mepexitouarens Pexum orpaHudeHun MAC-cunbTpa Ha 3aknaake Pexum dpunbTpa
YCTaHOBJICH B MoJiokeHue OTKIMIOYEH).

YrtoOsl OTKpBITH Bairy 6ecripoBoiHyIO CEeTh Ul YCTPOMCTB, aJjpeca KOTOPIX yKa3aHbl Ha 3aKJIaKe
MAC-agpeca, u 3akpbiTh OCCHpPOBOJHYIO CETh I BCEX JPYIMX YCTPOWCTB, YCTaHOBHUTE
nepexirodatesis Pexxum orpannvyeHnn MAC-cunbTpa B nonokenue Paspewarb.

Uto06s1 3akpbITh Bamry OecripoBOIHYIO CETh ISl YCTPOMCTB, aJipeca KOTOPHIX YKa3aHbl Ha 3aKJIaJIKE
MAC-appeca, yctaHoBHTE MepeKIrouaTesb B MONI0KeHHE 3anpeLlaTthb.
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HacTpolika ycTpoiicTBa B pexume

MapLupyTusaTopa

Yto6er nmobaBute MAC-aapec, st KOTOPOro OyAeT ACHCTBOBATH BBHIOpaHHBIM Bamu pexum
orpaHnyeHuii, nepeiaure Ha 3akiaaaky MAC-agpeca, BBeanuTe COOTBETCTBYIONIUI aapec B MO
MAC-appec B pasnene [lo6aBneHne MAC-agpeca u nHaxmute KHONKY M3MeHUTb. Ilocie
3TOT0 BBEJICHHBIN ajapec orodpasurcs B paszaeie Cnucok MAC-agpecoB.

Link

Building Networks for People

CHCTEMa - Azbik -
Wi-Fi / MAC-punbtp
Pesmm dHneTpa MaC-aapeca
. @ JNobaeneHwe MAC-aapeca
» DBLUIME HACTDDRAKK
» OCHOEHEIS HACTDOMKH MAC-aapec:
» HacTpofitk Ge30nacHOCTH
» MAC-bunbTp
+ CTSHUMOHHEIR Cmcak
» WPS
— ¥ Cnvcok MAC-agpecoe
- WDS
N | MAC-aapec ¥aanMTe
- gDI‘IDJ’IHHTEJ’IbeIE HACTpaHKH
» W
> FENHEHT
B HoHTpONE
» CucTema
PucyHok 66. 3aknadka 0ns dobaesneHuss MAC-adpeca.
UtoOpl ymanuTh KakoW-imbo aapec w3 crnucka MAC-anpecoB, yCTaHOBHUTE  (DIIAXKOK,

pachoIOKEHHbIH crpaBa OT cooTBeTcTBytomiero MAC-aapeca B pasmene Cnucok MAC-
aapecoB, ¥ HAKMUTE KHONIKY Y AanuTb.
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CTaHLIMOHHbIW CNIUCOK

Ha crpanunie Wi-Fi / CTaHUMOHHBIA CMNNUCOK Bbl MOXXeTe MPOCMOTPETh CIHUCOK OECIPOBOTHBIX
YCTPOWCTB, MOJAKIFOYEHHBIX K TOYKE TOCTYIIA.

]

Building Networks for People
CHCTEMa - skl -

» Havano

Wi-Fi / CTaHUMOHHBII cnucok

| MAC [ (] P3mM MIMOPS MCS B 5GI STEC PazteanHnTE
» DBLME HACTDORAKK

+ CHOBHBIE HACTDOMKH

» HacTpofitck BezonacHocTH
» MAC-PHALTD

+ CTaHLWOHHBIHA CNMCOK
 WP3

- WDS

+ JONoAHHTENEHEIE HaCTDOﬁKH

W KoHTpone

» CHCTEMA

PucyHok 67. CmpaHuya 0ns ynpasrieHusi NoOKMoYeHHbIMU 6ecripo800HbIMU ycmpolcmeamu.

Ecnmn HeoOXomMMO OTKIIIOUHTH KakKoe-THMOO0 YCTPOHCTBO OT OECHpPOBOIHOM CETH, YCTAaHOBUTE
dnaxxok B cTpoke, coxepxkameii MAC-ampec 3TOro ycTpoiicTBa, M HaXMHUTE KHOIKY
Pa3zbeanHuTb.

YroObl Ha cTpaHuue oToOpa3ujach camas akTyajlbHas HH(opManus o0 ycTpolcTBax,
HO/IKJIFOYCHHBIX K OECIPOBOIHOM ceTH, HaxMuTe KHONKYy OGHOBUTL.
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WPS

Ha crpanune Wi-Fi / WPS Bbi Moxere akTuBUpoBaTh (QYHKIHIO O€30MAaCHON HACTPONWKH
OEeCIIPOBOTHOM CETH, a TAK)Ke BHIOPATh CIIOCOO YCTAaHOBKHM OECIIPOBOIHON CETH.

Oyaknus WPS mo3BoisieT aBTOMAaTHYEeCKH HACTPOUTH 3allMIICHHYI0 OECTPOBOJHYIO CETh.
VYerpoiicTBa, NOAKIIOYaeMble K OECIIPOBOJHONW CETH TOYKH JOCTYIa ¢ nmoMoipio ¢yHkiuun WPS,
JOJIKHBI OJIICPKUBAThH TaHHYIO (QYHKIIHIO.

Eciu 6ecupoBosnas ceth pasneneHa Ha cermeHThl (B cnucke MBSSID na crpanuiie Wi-Fi
|_ O6wme HacTpOuKWU BouieneHo 3Hauenue 2, 3 wiu 4), byukius WPS mosBoaser

I00aBIIATh YCTPOMCTBA TOJIBKO K IEPBOMY CEIMEHTY CETH (IIepBO€ 3HAYCHHWE B CIIHCKE

BSSID).
/11151 McnoNb30BaHKs ITO QYHKIMKM HEOOXO0AMMO 3apaHee 3a1aTh sl OECIIPOBONHOI ceTH

TUI IIAOPOBAHMUS C MCIIONAb30BaHUEM TexHoaoruu WPA.

D-Link

Building Netwarks for People

CHOTEMA - Azklk -
B Hauano -
Wi-Fi / WPS
» CTaTyc
%1 BrmoueHwe,BbikmoyeHWe WPS

+ QOLHE HECTROFKK Bk NHI4MTE WRS:

+ DCHOEHBIE HaCTQDﬁKH

» HacTpofikk Be300acHOCTH

+ MAC-dmneTD

B CTaHuHDHHbIH CAHCOK
%9 Mutopuavyma

- WPS

WS WPS cTaTye CHoRg s ppoaana
N SSID: 24P-7 150
+ JON0NHHMTE NEHBIE HACTOORKH
CeTesan ayTeHTHdHKaumrA: PA-PoK
+ WM
WkbposaHme: brdoy

» FnkeHT

[ 3 ',IJ'EII'II:IJ'IHI'ITEJ'II:-HI:I

QBHOENTE | |CEROCHTE KOHEHTYpaUHHD

B HoHTponke #| CoegMHeHWe

» CHCTEME MeToa WPS! '
PIM koA

COSAHHHTE:

PucyHok 68. Cmpa+uya 0ns Hacmpouku ¢pyHkyuu WPS.
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YrtoOb! akTuBUpOBaTh QyHKIMIO WPS, ycranoBute diaxox Bkrmountbe WPS 1 HaxkmuTe KHONIKY
MU3meHUTb. Tlpu ycraHOBACHHOM (iaXkKe Ha CTpaHUIle M0CTymHbI paszaensi MHpopmauma u
CoeaunHeHwe.

MapameTp Onucanune

CocrosiHue  CO€OUHEHUS € OECHpPOBOJIHBIM CTPONCTBOM
WPS crartyc P yeip ’
MOJIKJIF0YAEMBIM ¢ TTOMOIIIbI0 pyHKIH WPS.
ssID Haspanue cetu TOukM JocTymna (WM TEPBOTO CETMEHTa CETH B
cllyyae pa3fieJIeHUs CeTH Ha CETMEHTHI).
CeTteBas Tun cereBoit ayTeHTHU(UKAIMU, 33JaHHBIA JUIsI ceTU (WM MEPBOTO
ayTteHTUMKauma CerMEeHTa CeTH) TOYKHU JOCTYIIA.
Texymuit Tun mudpoBaHus, 3aJaHHBIM 7S ceTH (WM TMEPBOTO
WncpoBaHue i Pp ’ ( P
CEerMeHTa CeTH) TOUKH JO0CTyIa.
Kuonka anst oOHOBIIEHHSI MHPOPMALMU O COCTOSHUM COCIMHEHUS C
O6HOBUTBL 0ecrpOBOJHBIM  YCTPOMCTBOM, TMOAKIIOYAEMBIM C  TOMOIIbIO
¢bynkunun WPS.
C6pocutb Knonka cOpoca mapamerpoB ¢ynkimmn WPS ans noxakmodeHus
KOHdpurypaumro CJIEYIOILErO yCTPOMCTBA.
Merton ucnionb3oBanus GpyHkuuun WPS. Bo3MmokHbIe 3HaUEeHUS:
Meton WPS PIN — noakmtouenue ycrpoiictsa ¢ momoribio PIN-kona,
PBC — noakitoueHne yCTPONUCTBA C TIOMOIIBIO HAXKATHS Ha KHOTIKY.
PIN-xon 6ecripoBOHOTO YCTPOMCTBA, MOIICPKUBAIOMIETO (PYHKITHIO
WPS.
PIN kop
[Tone otoOpakaeTcss ToabKO B ciydae BbiOopa 3HaucHus PIN B
criucke Metoa WPS.
CoeanHuTh Knonka a5 noAxiIoueHus: yCTpoHcTBa K OECIIPOBOAHOM CETH TOUKHU
J0CTyIa ¢ ToMoIibio pyHku WPS.
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Jlis ycTaHOBKM JIOKallbHOW OecnpoBogHOM cetd ¢ momouibio Meroga PIN ¢ynxmum WPS
BBITIOJIHUTE NIEPEUNCIICHHBIE HIKE JCUCTBHS.

7.
8.
9.

10.

11

12.

13.

Vcranosute Gnaxxox Bknrountse WPS.
Haxxmute kHOIKY U3MEHUTD.
B notie Meton WPS BriGepute 3nauctue PIN.

Breibepute metonq PIN B mporpammHOM obecrieueHHUM OECTPOBOJHOTO YCTPOWCTBA,
HOJKJIF0YAaeMOro K 0eCIIpoBOIHOM CETH.

. HaxxmuTe COOTBETCTBYIOIIYIO KHOMNKY Ha KOpIyce HJIM B MPOTPAMMHOM OOECreueHUU

0ecrpoBOIHOTO YCTPOHCTBA, MOIKITFOYAEMOTr0 K OSCIPOBOIHON CETH.

Cpa3zy BBenute PIN-koz, yKa3aHHBIM Ha KOPITyC€ MOJAKIOYAEMOr0 YCTPONCTBA WU B €rO
nporpaMMHoM obecrieueHuH, B mosie PIN Koa.

Haxxmure kHonky COeAMHUTBL B web-uHTepdeiice TOUKH A0CTyIA.

Jis yCTaHOBKM JIOKaNBbHOW OecnpoBogHON cetn ¢ momomnipio mMetona PBC ¢ynxmum WPS

BBITIOJTHUTE NICPECUNCIICHHBIC HIXE I[CﬁCTBPIH.

1.

2
3.
4

Ycranosure dutaxxok Bknounts WPS.
Haxxwmure kHonky A3MEeHUTb.
B none MeTon WPS Bribepute 3HaucHre PBC.

Beibepure meronq PBC B mporpamMmmHOM obecniedueHHH OecrpOBOJHOTO yCTPOMCTBA,
HOAKIIF0YaEMOro K OECIIPOBOIHOM CETH.

HaxMuTe COOTBETCTBYIOIYIO KHONKY Ha KOPIYCe WJIM B MPOrPAMMHOM OOECIICUCHHU
OecCrpoOBOTHOTO YCTPOICTBA, MOIKITI0OYAEMOTr0 K OECIIPOBOTHON CETH.

Cpasy Haxxmute kHoriky CoeAuMHUTb B web-uHTepdeiice TOUkH A0CTyTA.
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WDS

Ha ctpanune Wi-Fi / WDS Bri Mmoxete aktuBupoBath ¢yHKIH0 WDS 1 BIOpaTh pexuM paboThI
JUISL TaHHOU (DYHKITHH.

Oynaknus WDS mo3Bosisier 00beIMHUTE HECKOJIBKO JIOKATBHBIX CETEH C MOMOIIBIO0 O€CIPOBOHOTO
COCTMHECHHS MEXIY TOYKaMH JOCTYyTIA.

»

Building Netwarks for People

CHCTEME - Azkik -

» Hauano _—
Wi-Fi/ WDS
Pexin WD Bridge mode
DMEHYSCKHIA pesiM WDS: K '
» DBLLHE HECTROMKK LLMthpoEaHHE WS NONE ]
+ CHOBHBIE HACTDOMKH WDS MAC (1)
» HacTpofitck BezonacHocTH
WOS MAC (2):
+ MAC-PHLTD
. WDS MAC (3):
+ CTSHUMOHHEN CMcok
. WPS WDS MAC (4):
- WDS
+ AON0NHATE NEHEIE HACTPOFiH
WM

¢ FLIHEHT

W AononHATENEHD

B CHETEM3

Pucynox 69. Cmpanuya ona nacmpotixu ¢yuxyuu WDS.

Ha CTpaHUIEC IMPEACTABIICHBI CICAYIOINUEC 3JICMCHTHI:

MapameTp OnucaHune

Pexxum ucnionp3oBanus pyakmun WDS.
BbikntoyeH — ¢pyukius WDS He akTHBHpOBaHa.

Bridge mode — pexum Mocra. Touku JOCTyma, COCIMHEHHBIC C
Pexum WDS MTOMOIIIBIO TAKOTO PEXHMMa, OOIIAFOTCS TOJBKO MEXITy coboil. K aHum
HE MOTYT IMOJIKIIOYATHCSI OECTIPOBOHBIC KIIUEHTEHI.

Repeater mode - pexum mnoBropurens. To4ykM JOCTyIa,
COCIMHCHHBIC C TIOMOIIBIO TAKOTO PEXKHMMa, OOIIAIOTCS MEXTYy COOOH,
KpOME TOTO, K HUM MOTYT IOJKTFOYaThCs OSCIPOBOIHBIC KIIMEHTHI.
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MapameTp OnucaHue

DdusnvecKuil pexuM Tepeaaddl JaHHBIX MEKAY TOYKaMH JIOCTYIIa,
COCIMHEHHBIMHU 110 TexHoJoruun WDS.

DUNIECKNI PeXNM CCK — tonbko ycrpoiictBa cranaapta 802.11b.

WDS OFDM - Ttoxbko ycrpoiicta cranaapra 802.11g.
HTMIX — ycrpoiictBa cranmapros 802.11g u 802.11n.

GREENFIELD - tonbsko yctpoiicTBa ctanaapta 802.11n.

Tun mmdpoBaHus A MepeIadll JAHHBIX MEXKIY TOYKaMH JOCTYIIA,
COEIMHEHHBIMH 110 TexHOornu WDS.

NONE - mmndpoBanue He UCTIONB3yETCH.
WEP.
TKIP.
AES.

WudposaHne WDS

Knrou ans ykazaHHoro Bbimie Tuma mudpoBanus. Kirou moxer
Kntoy wmudpoBaHua |cocrosars u3 mudp u (wim) naruackux OykB. [lone He oToOpaxkaeTcs,
ecin B ciucke LndpposaHme WDS srineneno snauenne NONE.

WDS MAC(1-4) MAC-anpeca yCTpOHCTB, COEOUHAEMBIX C TOYKOM JOCTymHa IO

Texuonoruu WDS.

ITapamMeTprl gkimn  WDS. omnpenenseMele Ha JaHHOW CTPAHHUIE, JOJHDKHBEI OBIThH

! OJIMHAKOBBIMH JUISL BCEX COEIMHIEMBIX YCTpoiicTB. Kpome Toro, He0OX0AMMO 3a/1aTh OJIMH
u tort ke kaHai (#a crpanuiie Wi-Fi /OCHOBHbI€ HAaCTPOUKM).

[Mocre 3amanust HEOOXOAUMBIX TAPAMETPOB HAXKMUTE KHOTIKY U3MEHUTD.
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PyKOBO,EI,CTBO nonb3oBartens MapupyTtusatopa

[dononHuTtenbHble HACTPONKH

Ha crpanune Wi-Fi / [JononHuTenbHble HACTPOMKM Bbl MoxeTe ONpeacauTh
JIOTIOJTHUTEIBHBIC TTApaMETPhI, BIUSIONTNE Ha paboTy Bameit 6ecripoBoiHOM ceTH.

UzMmenenus napaMeTpoB Ha JaHHOU CTPAHUIIC MOTYT OKa3aThb HCETATUBHOC BJIMAHUC HA

®  Bamy 0eclipOBOIHVIO CETb.

Link
Building Networks for People
CHETEMA - sk -
- “
Wi-Fi / JononHuTenbHbIE HACTPOIKKH
Station Keep Alive:
Beacon nepuoa: 100
» DBLKE HACTDOFKK
RTS nopor:
+ CICHOBHBIE HACTRORKH i 2347
» HacTpofi BesonacHocTr Frag nopar: 2746
+ MAC-dwneTp DTIM neproa: : i
» CTSHUHOHHBIR Crvcok
TA MOWHOCTE: 100
» WPS
BG sawmTa: |
uns o 9]
- ONOAHHUTENLHLIE Long Preamble -
HACTPOHKK
- WM
+ FLIHEHT
» AoNonHHTENEHD
[v]

PucyHok 70. CmpaHuya dornonHumersbHbix Hacmpoek 05151 6ecripogodHol cemu.
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Ha CTpaHUILEC MPEACTABIJICHBI CICAYIONINUEC 3JICMCHTHI:

MapameTp OnucaHue

WuTtepBan (B ceKyHAaXx) MexAy MpOBEpKaMU  aKTHUBHOCTH
Station Keep Alive  |0ecripoBOIHBIX YCTPOMCTB, BXOMSIIUX B JIOKAJIbHYI ceTb. Ecnn
3a7jaHo 3HaueHue 0, MpoBepKa He BBIMTOJIHACTCS.

WutepBan (B MWUIMCEKYHJAX) MEXIy OTIPABKOW MaKeTOB JUIs
Beacon nepuop 8
CHUHXPOHU3AIUN 6eCHpOBOIIHOI/I CCTH.

MunnManbHBI pa3Mmep mmakera (B OaiTax), IS KOTOpOro OymeT
RTS nopor P p ( ) P Y
nepenasatbcsi RTS-kanp.

MaxkcuManbHbIH pazMep HeparMeHTUPYEMOTO (HEeIeTUMOro) Imakera
Frag nopor (B Oaifrax). Ilakersl Ooibinero pasmepa (QparMEHTUPYIOTCS
(pa3OuBaroTCs HA YaCTH).

Ilepuon BpemeHnu (B cexkyHaax) Mexay otipaskoil DTIM-cooOenust
DTIM nepuoa (yBemomyieHUS O TOCIEAYIOMICH muMpokoBemarensHoi (broadcast)
WM TpynmnoBoi (multicast) mepenade) u nmepepayueii JTaHHBIX.

TX MowHOCTb MorHOCTh nepeaTyrka (B mpoIeHTax).

Oyuknus 3ammThl  yerpoiictB  craHmapra 802.11b m  802.11g
UCTIONB3YETCsl ISl YMEHBIICHUS KOJIMYECTBA KOH(DIUKTOB MEXITY
ycTpoiicTBamu Barieli 6ecripoBOIHOM ceTH.

Bo3moxHbBIE 3HAUCHUS:

Auto - ¢yHKIMsS 3amMTBI  BKIIOYAETCS W BBIKIOYACTCS
aBTOMATUYECKU B 3aBUCUMOCTH OT COCTOSIHUSI CETU (PEKOMEHIYETCS,
BG 3awwuTa . o
ecni B Bameit cerm ecte ycrpoiictBa cranmapra 802.11b u

ycTpoicTBa crannapta 802.11g),

Always On — QyHKIHs 3alIMThl BCETlla aKTUBHA (Takask HACTPOMKa
MOXET CYIIECTBEHHO CHH3UTh NMPOU3BOJUTEIHLHOCTh OECIIPOBOIHOM
CETH),

Always Off — pyHkuus 3aUTHl Beerja HEaKTUBHA.

Hausbii mapameTrp omnpegenser anuHy Onoka CRC-nposepkw,
[EpelaBaéMOro  TOYKOW  JOCTyNla IpHU  B3aUMOAECUCTBHH  C
OecIpOBOTHBIMU yCTPOWCTBAMH. BO3MOKHBIE 3HAUCHUS :

TX npeambyna Long Preamble — jumuaHbIii 670K,

Short Preamble - «xoporkuii Onox (maHHOE 3Ha4YCHUE
PEKOMEHIYeTCs JIISl CETU C MHTCHCUBHBIM TpaduKoM).

ITocne n3meHeHus napaMeTpoOB HAXKKMUTE KHOIIKY N3MeHnTDb.
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WMM

Ha ctpanunie Wi-Fi / WMM Bei moxere aktuBupoBath Gynkmnuio Wi-Fi Multimedia (WMM).

Oynkuuss WMM peanusyer Mexanusm QoS uis GecnpoBOAHBIX coenuHeHui. OHa MO3BOJISET
yIAy4IINTh KadecTBO Iepenadud JaHHbIX 1o Wi-Fi-ceTn 3a cueT Ha3HaueHHs NPHOPUTETOB
Pa3IMYHBIM TUIIaM Tpaduka.

Yroo6s! Bt0UHTh PyHKIHI0O WMM, ycranosute ¢uiaxxok WMM u Haxxmute kHonky UISMEHUTB.

D-Link
Building Netwarks for People
CHETEMA - Azbik -

» Hauano

Wi-Fi / WMM

RulG Ul

#° MapaMeTpbl TOUKW JOCTYNA

» DBLME HACTDORAKK

AC Aifsm CWMin CWMax Txop ACM Ack
s DEHOEHBIE HaCTQDﬁKH 1
BB 7 i} O O
» HacTpofitck BezonacHocTH L
A _BE 3 il O O 3
» MAC-EMIETD
- AC_WT 1 a4
- CTaHHHDHHbIH COMCOE - D D
WS AC_NO 1 47 O O
2 WS % MapaMeTpbl CTaHLMK
+ JON0NHHTENBHBIE HACTDOFRH il Aifsn [Tl Txop BT
. WMM BC_BK 7 1023 v| 0 al
+ KnveHT AC_BE 3 1023 [ v| i [F
» /10N0NHUTENEHD aC_VI 2 94 |
AC_HO 2 47 OJ
B CHETEM3

Pucynox 71. Cmpanuya ons nacmpoiiku gpynkyuu WMM.

B cucreme 3aaHbpl  BCe  HEOOXOIMMEBIE IMapaMeTphl  JUIA ki WMM. He
B PEKOMEHIYETCS MEHSATh HACTPOWKH, ONPEICIICHHBIC IO YMOIYAHHUIO.

Oyukis WMM 1o3BosisieT HazHayaTh MPUOPHUTETHI NIl YETHIPEX KaTeropuit nocryma (Access
Category, AC):

* AC_BK (Background, ¢ponosvuii pexcum) — TpaduK ¢ HU3KAM MPUOPUTETOM (3aJaHUS HA
neuaThb, 3arpy3Ka ¢aitnos, mp.);

» AC_BE (Best Effort, nyuwmee kauecmeo uz 803M02icH020) — TpaduK OT YCTapEeBIIMX
YCTPOMCTB UM YCTPONCTB U MPUIIOKEHHI, KOTOPBIE HE MOAepKUBAIOT GyHKINIO QOS;

* AC_VI (Video, nepeoaua suoeo);

*  AC_VO (Voice, nepedaua conoca).
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[TapameTpsl KaTeropuil MOCTyMa ONpeIeNeHbl Kak s caMoil Touku poctyna (B pazgere WMM
napameTpbl TOYKU AOCTYNA), Tak U i1 OECIPOBOIHBIX YCTPOUCTB, MOJAKIIOUEHHBIX K HEH (B
pasnene WMM napameTpbl cTaHuum).

JInst KakA0M KaTeropuu JOCTYIA JOCTYIHBI CIEAYIOIINUE MapaMeTPhI:

MapameTp OnucaHune

Aifsn Arbitrary Inter-Frame Space Number — ko3¢ uyuenm nepemennoco
MEANCKAOPOBO2O UHMEPBATIA.

OTOT mnapaMmeTp BIMSET HAa BPEMEHHYIO 3aJEpXKKy JUlsl JaHHOU
KaTeropuu Ioctyna. Yem MeHblIE 3HAYCHUE AAHHOIO IapaMerpa,
TEM BBILIE IPUOPUTET KATErOPUU JOCTYyIIA.

CWMin/CWMax Contention Window Minimum — MuHuManbHblll pasmep OKHA
KOHKYPEHMHO020 00CMYNd.

Contention Window Maximum — Mmaxkcumanvuwlii pazmep OKHA
KOHKYPEHMHO020 00CmYNa.

OTU mapaMeTpbl BIUSIOT HAa BPEMCHHYIO 3aJCPXKKy [UIsS JTaHHOU
kateropuu goctymna. 3Haucnue mons CWMax He 10mKHO OBITH
menbie 3HaueHust moiast CWMin. UYem menbinme pasHuia MexIy
sgauenueM noinst CWMax u 3nauenunem nmonsts CWMin, tem Beime
MPUOPHUTET KATETOPUH JIOCTYIIA.

Txop Transmission Opportunity — 603MONCHOCMb nepedadu OaHHBIX.

YeMm Oompllie 3HAYCHHE JAHHOTO IapaMeTpa, TEM BBIIIE MPHOPUTET
KaTerOpUM JIOCTYIA.

ACM Admission Control Mandatory — ob6s3amenvHblii KOHMPOIbL OONYCKA.

Ecin ¢maxok ycTaHOBJICH, YCTPONCTBO HE MOXET HCIOJIb30BaTh
JAHHYIO KaTeTOPHUIO JOCTYTIA.

Ack Acknowledgment — noomeepoicoenue npuema.

Peaknuss Ha 3ampochl OTKIMKA BO BpeMsl Mepeiadd JIaHHbBIX.
OtobOpaxaercs tosnbko B pasaene WMM napameTpbl TOYKMU
AocTtyna.

Ecmmn (bJ'Ia)I(OK HE YCTAHOBJICH, TOYKAa JOCTYIIA OTBEYACT HA 3aIIPOCHI.

Ecmmn (bJ'Ia)I(OK YCTAHOBJICH, TOYKa JOCTYIIa HEC OTBCYACT HA 3aIlIPOCHI.

[Tocie n3MeHeHus mapaMeTpoB HAXMHUTE KHOTIKY MSMEHUTb.
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KnueHrt

Ha ctpanunie Wi-Fi / KnueHT Bbl Mo)xeTe HAaCTpOUTH YCTPOWCTBO B Ka4yeCTBE KIHEHTA IS
HOKITIOYCHUSI K OECIIPOBOIHOM TOYKE AOCTYIIA.

Ecan  yCcTpOWCTBO HACTPOEHO B KAa4eCcTBE KIMEHTA, TO OeCcIpOoBOMHON uHTEpdEC

! ncnoip3yerca B kauectBe WAN-mopra, a LAN-opT MCIIOAB3YETCS JUIS MOIKIFOUYEHUS

JIOKaIbHOT'O IPOBOJIHOIO YCTPOMCTBA.

PexuM kimeHTa, Kak MpaBUIIo, UCHOIB3YETCs s MOAKIIOYEHUs K ceTH OecripoBoiHOro HTepHeT-
npoBaiifepa. Bce mnapaMerpsl, 3agaBacMble Ha JAHHOM CTpPAHULE, INPEAOCTABISIIOTCS TAKUM
IIPOBANACPOM.

»

Building Netwarks for People

CHCTEME - Azblk -

Wi-Fi / KnuenT

Bt nHOMMTE:

33104
+ DBLIHE HACTDOFRH

B35I0:
+ DCHOEHBIE HaCTQDﬁKH

. CETEEAA a¥TEHTHHHKALWA: 1

» HacTpofikk Be300acHOCTH ¥ ucal _
» MAC-dhneTp ¥ HacTporkK wrdpoeaHa WEP
+ ICTEHUHOHHEIR CIMCOK Bt MHOYMTE WHpoEaHHE WEP: D

» WRS
» WDS

+ JONONHHTE NEHEIS HACTOOMKH MzMEHHTE

» KoHTpONE

B CHCTEMA

Pucynox 72. Cmpanuya ons Hacmpouxu mouku 00Cmyna 8 kauecmee KiueHma.

Ha cTpanurie npencraBieHbl CIeIyIONIE AIEMEHTHI:

MapameTp Onucanune

Bkniountb @1aK0K U1 HACTPOMKU TOYKHU JTOCTYIIA B KA4ECTBE KIIMEHTA.
SSID Ha3Banue cetu, k KOTOPOH MOAKIIOYAETCS TOYKa JOCTYTIA.
BSSID VYHHUKaTBHBINA UACHTHPHUKATOP CETH, K KOTOPOH MOAKIIIOYAECTCS TOUKa
JOCTyTIA.
CeTteBas Tun cereBoil ayreHTH(UKALMU B CETH, K KOTOPOH IOAKIIOYAETCS

ayTeHTHn (*)M Kauusa TOYKa JOCTYyIIA.
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Jns tunoB ceteBoit ayrentudukannn Open u Shared na crpanuiie 0TOOpaKAIOTCS CIIETYIOIIHE
HOJIS:

MapameTp OnucaHune

Onaxok mns aktuBanun WEP-mmdposanus. [Ipu ycraHoBIeHHOM

Bknountb ¢naxke Ha cTpaHuue oroOpaxaercs noie Homep knioya no
wudposaHue WEP yMonyaHuio u detsipe nosist Knwoy wudposanna WEP. [{ns
tumna mudposanus Shared ¢naxok Bcera yctaHOBIICH.
Howmep kntova no Howmep ximoua (ot 1-ro 10 4-ro), KOTOpHIA OyIET MCIOIB30BATHCS
yMon4yaHuio st WEP-mudpoBanus.

Kmtoun s WEP-mmgpoBanus. [lpu mmdpoBannu ucnoiab3yercs
KIII0Y, HOMEP KOTOPOTO yKa3aH B PaCKPHIBAIOIIEMCS CITUCKE
Homep knrya no ymonyaHuro. HeoOxoaumo 3aroiaHUTh BCe
nois. BeI MoXkeTe 3agaBaTh KIIIOYM JUIMHOW S5 wmind 13 cHMBOJIOB
(up u (M) TATUHCKUX OYKB).

Knioy wudpoBaHusa
WEP (1-4)

st tunoB cereBoil ayrentudukaimun WPA-PSK 1 WPA2-PSK Ha crpanuiie oToOpaxaroTcs
CIIeJTYIOIUE MOJIS:

MapameTp OnucaHune

WPA wudpoBaHue Mexanusm mudposanus: TKIP wim AES.

Knrou wndpoBaHus Kirou nis WPA-mmpposanus. Koy Moxer coctosTs U3 mudp u
PSK (MH) TATUHCKUX OYKB.

Haxxmute kHonky USMEHUTB.

[Tocne HacTpoMKM YCTpPOMCTBA B KadeCTBE KJIMEHTa HEOOXomuMmo co3natb WAN-coennHeHue ¢
COOTBETCTBYIOIIMMH MapameTpamu st pusuueckoro uarepdeiica WiFiClient.
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HononHumernbHo

B naHHOM paszene MeHIO NpeACTaBlIeHa PacIIupPEeHHAs BEPCHUs HACTPOEK TOUKH JOCTYIA B PEKUME
MapupyTusaropa. 3aech Bel MokeTe onpenenuTh CTaTUYECKUE MAapIIPYThl U MpaBuia yJaJIEHHOTO
nocryna kK web-unrepdeiicy, 106aBUTh cepBepbl UMEH, aKTUBUPOBATh (PYHKIUIO aBTOMATHYECKON
HACTPOMKHU YCTPOMCTBA ISl CETEBbIX NpPUIIOKEHUH, HacTpouTh DDNS-cepBuc, pazpemnts TOUuKe
JIOCTYTa UCIOIb30BaTh MpoTokosn IGMP, a Takxke U3MEHUTH peXXUM pabOThl YCTPOICTBA.

UPnP

Ha crpanune flononHutenbHo / UPNP Bl moxere aktuBupoBarh Gynkimoo UPnP.

UPnP — 310 HaboOp ceTeBBIX NMPOTOKOJIOB, MpEAHA3HAYEHHBIX [JIi aBTOMATHYECKON HACTPOWKH
cereBbIX ycrpouictB. @yHkius UPnP peanusyer aBTOMarnyeckyr0o HACTpOMKY IapaMeTpoB
yCTpOMCTBA Ui CETEeBBIX MPWIOKEHWH, A pabdoThl KOTOPHIX HEOOXOAMMO BXOZsIee
MOAKIIOYEHUE K TOUKE JOCTYyIA.

D-Link

Building Networks for People

CHCTEMa - skl -

JononHutensHo { UPnP

% Hactpokki UPHP

Eik:nHoHeEH: O
» JlONoAHWTENEHO

Fmrapgadc:
- UPnP

» DONS

. CEDBEOEI MMEH
+ Mapwpy TH3aUHA

» PEMMM I TDOMCTES

» ¥ AANEHHBIA A0CTYN

- [GMP

B CHCTEMA

PucyHok 73. Cmpa+uya fononHumensHo / UPnP.

Ecnmu Bbl XxoTuTe BpydYHYIO 3a7aBaTh BCE IapaMeTpbl, HEOOXOIMMBbIE sl PalOOTBI CETEBBIX
NpWIOKEHNH, cHuMuTe (iaxok BKNOYeHO n HaxxmuTe KHOTIKY U3MEHUTB.

Ecim Be1 xotute BKItounTh pyaknuto UPnP B Touke moctyma, ycraHoBute (hiakoxk BknroyeHo,
BbIOEpUTE COEAMHEHHUE, M KOTOpPOro OyIeT BBINONHATECA aBTOMaTHUYeCKas HacTpoiika
napaMeTpoB TOYKHM JOCTYyNa, B packpbiBaroreMcsi crrcke UHTEpPPEeNC u HaKMUTE KHOMKY
N3MeHUTb.
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DDNS

Ha crpanuue JononHutenbHo /| DDNS Brr moxere onpenenuts napamerpsl DDNS-cepBuca,
KOTOPBIH TI03BOJISICT CO3/[aTh COOTBETCTBHE IOMEHHOT'O UMEHH ¢ JrHaMu4eckuMu [P-aipecamu.

Link

Building Networks for People

CHOTEME - Azblk -
» Haqano
JononHutensHo / DDNS
ﬁ HacTpoika knveHTa DDNS
| DDMS Cepemc 1MA %0CcTa 11MA Nonk30EaTENA MepHos, oGHOBNEHKA (MHH. ) MHTepdeic |
» UPOP

» CEpEEpb HMEH

+ MapIpy TH3AUHA

» PEMMM YCTDOMCTES
+ ¥ AANEHHBIA ADCTYN
» IaMp

W HoHTpone

B CHETEME

PucyHok 74. CmpaHuya JonosnHumensHo / DDNS.

Yt00s1 106aBuTh HOBBIE DDNS-cepBuc, Haxkmute kHONKY J106aBUTD.
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»

Building Netwarks for People
CHETEME - Azblk -

B Hauano

JononHutensHo / DDNS

ﬁ PepakTHpoeaHve DDNS knweHTa

DDNS Cepemc: DLInkDONS
WmA xocTa:
UPnP
VIMA NONE30BSTENA:
DDNS
Mapone NoNE30BaTENA:
+ CEOBE0b HHEH
» MapWpyTHaUHS rmepderic ipoe_ethz_1 .

. MepHod 0GHDENEHHA (MHH. )
+ PEMHM Y TOOACTES

» ¥ AANEHHEI A0CTYN

» IGMP

B MewCeTEBOH 3KpaH

W KoHTpOnb

B CHCTEMA

PucyHok 75. CmpaHuya dobasneHusi DDNS-cepsuca.

Br1 MoxeTe 3a1aTh CJICAYOIUC ImapamMeTphl:

MapameTp OnucaHwue

DDNS CepBuc B packpsiBaromemcs ciimcke Beioepure DDNS-mipoBaiinepa.

Mma xocTa JloMeHHOe nM# y3i1a, 3aperucrpupoBanHoe y DDNS-npoBaiinepa.

Uma nonb3oBaTens Wwms none3oBarens nis apropusauun y DDNS-niposaiinepa.

Maponb nonb3oBaTtens | Ilapons s aBropuzanuu y DDNS-nipoBaiinepa.

WAN-coenunenue, [P-agpec koToporo OyneT MCMob30BaThCS JUIS

UHTepdeic
Po obpamienuss Kk DDNS-cepsucy.

WutepBan (B MHUHYTax) MEXIy OTIpaBKoOW maHHBIX 00 [P-ampece
Mepuon obHOBNEeHUA | unrepdeiica, 3aJaHHOrO B TOJE BBIIIE, HA COOTBETCTBYIOIIMI
DDNS-cepsuc.

Haxxmute kHOIKY U3MEHUTD.

UroObl 3amaTh Apyrue mnapaMeTpbl ais cymectBytomero DDNS-cepBuca, HaKMHUTE CCBUIKY
COOTBETCTBYIOIIETO cepBHca. Ha OTKpBIBIICHCS CTpaHUIE U3MEHUTE HEOOXOIUMBIC MapaMeTphl U
HaXMHTE KHONTKY AI3SMEHUTDb.

UroObl ynamuth cymectByomuii DDNS-cepBuc, HaXMHUTE CCBUIKY COOTBETCTBYIOIIETO CEPBHCA.
Ha oTkpbIBIIIEiiCS CTpaHUIE HAKMUTE KHONIKY YAANUTb.
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CepBepbl MMeH

Ha crpanune flononHutenbHo / CepBepbl MMeH Bbl MokeTe 100aBUTh B CHCTEMY CEpPBEpBI
uMeH (DNS-cepBepsr).

- ]
D-Link
Building Networks for People
CHCTEMa - skl -

» Ha4ano

JononHuTtensHo [ Cepeepbl MMEH

# HacTpoiika cepeepa vimeH

BpwdHyH: D

MapLPYT MO YMONHaHHH:
UPOP ;
Frapgadc:
DDMS
Ceopena e
» CepBEpbl HMEH
+ Mapwpy TH3aUHA
» PEMMM I TDOMCTES
+ ¥ ASNEHHEIR A0CTYN

- [GMP

50H 3KpaH

B HoHTponE

B CHCTEMA

PucyHok 76. Cmpa+uya ononHumernbHo / Cepgepbl UMEH.

DNS-cepBepbl ucnonb3yroTcst uist onpenenenuss [P-aapeca mo mMeHu cepBepa BO BHYTPEHHHX
ceTax WM cetd VHTepHeT (Kak MpaBHJIO, YKAa3bIBAIOTCS TPOBAWIEPOM WM HA3HAYAIOTCS
aMUHHUCTPATOPOM CETH).

YcrpoiictBo BeimonHseT GyHKuio DNS relay, To ects nepegaer DNS-3anpocs! mons3oBareseil Ha
BHemiHue DNS-cepBepsl. Bl Mokere BpyuHyro 3a1aTh ajpeca TaKUX CEpPBEpPOB Ha JaHHOMU
CTpaHULIE WIK HaCTPOUTh aBTOMaTU4YeCKoe noiaydeHue ajgpecoB DNS-cepBepoB oT npoBaiiaepa npu
YCTQHOBKE COCIUHEHHUS.

IIpu ucnonb3oBanuu BcTpoeHHOro DHCP-cepBepa HazHAayeHUE CETEBBIX MapaMeTpoB (B

®m  1oM ynciae DNS-cepBepoB) KIIMEHTAM OCYIIECTBISIETCS aBTOMATUYECKH.

UroObl HACTPOMTH ABTOMATHUYECKOE TodydeHue aapecoB DNS-cepBepoB, CHUMHUTE (HIaKOK
BpyuHyro. 3arem BwiOepure WAN-coequHeHHE, KOTOpoe OyAeT HCIHOIb30BaThCA U
AaBTOMATHYECKOTO MosydeHus: aapecoB DNS-cepeepos, B crucke MHTepdenc wiu ycranosure
¢naxxoxk MapwpyT Mo ymMon4yaHuIo, 4ToObl TOYKAa JOCTYIa HCIOJIb30BaJla COCIUHEHUE,
OTpeieIeHHOe KaK MuTto3 1o ymondanuio (Ha crpanuie CeTb /| CoeAMHEHURA), 11 noaydeHus
aapecoB DNS-cepBepoB, n HaxkmuTe KHONIKY MISMEHUTD.

YroOs! 3a1aTh DNS-cepBep Bpy4HyI0, ycTaHOBUTE (uiaxkok BpyuHyro u BBequte IP-anpec DNS-
ceprepa B nosie CepBepa MMeH. Ecin HeoOX0IUMO 3a/1aTh HECKOJBKO aapecoB, MEperanTe Ha
JIPYTYI0 CTPOKY C MOMOIUIbIO KiIaBuiM Enter u BBeauTe HE0OX0IMMOE 3HAUYEHUE. 3aTeM Ha)XKMHTE
KHOTIKY UI3MEeHUTD.
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Yr1o0bl ymanute DNS-cepBep co crpanuipl [JononHutenbHo /| CepBepbl UMEH, yraiute
COOTBETCTBYIOIIHI TeKCT B mosic CepBepa UMEH, a 3aTeM HaKMUTE KHONIKY U3MEHUTB.

MapuwpyTtusayua

Ha crpanune [JononHutenbHo / MapwpyTtusaumsa Bsi moxkere 100aBUTh B CHCTEMY
CTaTMYECKHWE MapIIpyThl (MapuIpyThl K CETSM, HE IPHUCOEAMHEHHBIM HEMOCPEACTBEHHO K
YCTPOMCTBY, HO IOCTYITHBIM 4Yepe3 ero HHTepdencsl).

»

Building Netwarks for People

CHCTEME - Azblk -
B Hauano
HononuutenbHo / MapwpyTusauns
#1 HacTpoika mMaplupyTUzacma
3aeck Bel moweTe 4003ENATE, PEAAKTHPOEATE M Y ANATE MAPWPYTEI
| CETb HazHaHEHHA Macka CeTH HaZHaYeHHA LLnHz Yepes HHTepdeAc
UPAP
- DDNS

s CEpEEpE HMEH

> Mapwpy Tz alua

+ PEMHM YCTOORCTES

» W AANEHHEIA AOCTYN

+ IGMP

W MemCeTEE0H 3kpaH

W KoHTpone

B CHCTEMA

Pucyrok 77. CmpaHuya ononHumensbHo / Mapwpymu3ayusi.

YT0OBI OIPEICITUTH B CHCTEME HOBBIM MapuIpyT, HaxMuTe KHOTKY [106aBUTb.
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»

Building Netwarks for People
CHCTEME - Azblk -

B Hauano

AononHutenbHo / MapwpyTusauns

¥ PepakTMpoBaHWe MaplipyTa

CETb HasZHaYEHHA!

Macka ceTH HasHaYEHMA:
Linkoz:

MeTpHKa:
» CEpEepkl HHMEH R

> PESKHM YCTDOHCTES
» ¥ AANEHHEIA A0CTYN

CoxpaHHTh

» IGMP

W MemCeTEE0H 3kpaH

W HoHTpONE

B CHCTEMA

PucyHok 78. CmpaHuua 0obasrneHusi cmamu4ecko20 Mapuwpyma.

Br1 MmoskeTe 3a4aThb CJICAYIONIUC ITapaMETpPhI:

MapameTp OnucaHue

CeTb Ha3HayeHus Cetb, K KOTOPO MPOIHUCHIBAETCS JaHHBIA MapLIPYT.
Macka cetun . .
Macka cetr, K KOTOPOU MPONUCHIBAETCS JaHHBIM MapIIPYT.
Ha3Ha4YeHus
o3 IP-agpec, 4yepe3 KOTOPBIM JOCTYIHA CETh HA3HAYCHUS.
MeTpuka Metpuka Mapupyra. YeM MeHbIIE€ 3HAYEHUE HAHHOIO MOJs, TEM
BBIIIIC IPUOPHUTET MapipyTa. Heobszamenvhbiii napamemp.
B packpeiBaromiemMcsi Criucke ykKakuTe WHTEpdeic (CoenuHEeHHE),
yepe3 KOTOphId OyneT MOCTyNHAa CeTh Ha3HaueHus. B ciydae
Yepes uHtepcenc BbIOOpa 3HaucHUsS <ABTOMATUYeCKU> wunHtepdeiic Oyuaer
BBIYUCIIEH TOYKOM JIOCTyNa Ha OCHOBE JaHHBIX O MPUCOEAMHEHHBIX
CEeTSIX.

Haxxmute kHonky COXpaHUTb.

YT1oOBI 3a1aTb JAPYruc mnapaMeTpbl AJid CYIICCTBYIOIICTO MapHuipyTa, BbIACIUTC COOTBCTCTBYIOH_[I/Iﬁ
MapuipyT B Tabnwuie. Ha oTKphIBIIEHCS CTpaHHIIe H3MEHUTE HEOOXOAMMBIE MTapaMeTphbl U HAKMHUTE
kHOITKY COXpaHUTb.

YroOBl yadUTh CYIIECTBYIOUIMNA MapIIPYT, BBIJCIUTE COOTBETCTBYIOIIMHA MapiipyT B Tabaune. Ha
OTKpBIBILICICS CTPAHUIIC HAKMHUTE KHOTIKY Y AaNUTb.
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Pe)xuMm ycTpoucTBa

Ha crpanuie [lononHuTenbHO / PeXum ycTporucTBa Bl MokeTe H3MEHHUTh TEKYIIUN PEeXUM
paboTHI yCTPOKCTRA.

Link

Building Networks for People
CHOTEME - Azblk -

» Haqano

JononHuTtenbHo [ Pexum ycTpoiicTea

# Hactpoiika pexsima paboTbl ycTpoiAcTBa

Pesmm paboTel: '

. DDNS

» CEpEEpb HMEH

+ MapIpy TH3AUHA

» PEMMM YCTDOWCTEA
+ ¥ AANEHHBIA ADCTYN

» IaMp

W HoHTpone

B CHETEME

PucyHok 79. CmpaHuuya ebibopa pexuma pabomsi ycmpoticmea.

YToOBI MEpeKIIOUUTh YCTPOWCTBO B JPYroi peXHWM, BBHIOEpHUTE 3HaueHHE TOYKa AOCTyna B
packpsiBatoieMcs crircke PeXum paboTbl u HaxMute kHONKY M3MEHUTb. 3atem BoiOepute
3naueHne Coxp. u MNepesarpy3nTb B MeHIO, KOTOPOE OTOOPaKAETCS IPU HABEJICHUU yKa3aTels
MBIl Ha Haamucs CUCTEMa B mpaBOM BEPXHEM YTy CTPAHWIBI M JOKIUTECH IMEPe3arpy3Ku
YCTPOMCTBA.
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PyKOBO,EI,CTBO nonb3oBartens

MapLupyTusaTopa

YaaneHHbIW gocTyn

Ha crpanurie JlononHutenbHo /| YaaneHHbIW AOCTYyNn Bbl MoxeTe co31aTh MpaBWiia Uis
YIAIEHHOTO JOCTYIa K TOYKe AOCTyma. 110 yMOIYaHHIO JOCTYI K TOYKE JOCTYIIa M3 BHEIIHEH CETH
3akpbIT. Ecin BaM HE00X0AMMO OTKPBITH AOCTYI K TOYKE JOCTYIA W3 BHEIIHEH CETH — CO3/aiTe

COOTBETCTBYIOIIIUEC ITpaBUJIA.

Link

Building Networks for People pep—
-

» Hauano

JononHuTencHo / Y AaneHHslii goctyn

#71 KoHdwrypauua yaaneHHoro gocryna k web-warepdericy

Azklk

IP-aapec Macka ceTh EHEWHHA NopT
192.168.62.0 255.255.255.0 a0

MpoTokon
HTTP

» CEDEEpb HMEH

» MapIpy TH3AUHA

» PENMM YCTDONCTES

» ¥ AANEHHBIA AOCTYN
- IiGMP

JobaEHTE

PucyHok 80. CmpaHuuya JonosnHumenbHo / YOaneHHbIl docmyrn.

YT00BI CO31aTh HOBOE MPABUIIO, HAKMHTE KHOIIKY [lo6aBUTb.
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»

Building Netwarks for People
CHCTEME - Azblk -

B Hauano

JononHutenbHo / Y aanenHbiit goctyn

¥ PepakTWpoBaHWe NPaBWna ¥ AaneHHoro AocTyna

IP-aapec:

Macka ceTh:

. DDNE MpoTokon:

BHEWHHA NopT:
» CEpEepkl HHMEH
» Maplpy THSAUHA
> PESKHM YCTDOHCTES

» ¥ AANEHHBIA AOCTYN
+ IEMP

W MemCeTEE0H 3kpaH

W HoHTpONE

B CHCTEMA

PucyHok 81. CmpaHuya dobasneHus npasuna ydaneHHo20 docmyrna.

Bbl MOkeTe 3a1aTh ClleyIonIie napaMmeTpsbl:

MapameTp OnucaHue

V3en umm noACCThb, AJIsI KOTOPOIrO AAaHHOC IPaBUJIO Ppa3pCuIacTt

IP-appec
JOCTYIL.
Macka cetn Macka moaceTH.
IIpoTOKON, HOCTYOHBIA [UIA VIAJIEHHOT'O aBJIEHUSI TOYKOU
MpoTokon P ’ Y Y yip

JOCTYTIA.

o Buemnnit IIOPT TOYKH AOCTYIIA. Br1 moxeTe YKa3aTb TOJIBKO OAWH
BHewHun nopt

MOPT.

Haxxmure kHOonky U3MEeHUTD.

UroObl 3a1aTh JApPYrHe MapaMeTpbl Ui KaKOro-JIMOO MpaBuiia YAAJICHHOTO OCTYIa, HaKMUTE
CCBUIKY COOTBETCTBYIOLIETO TMpaBwia. Ha OTKpBIBIICHCS CTpaHHWIE W3MEHHTE HEOOXOIUMbIE
napamMeTphl U HOKMHUTE KHOTIKY MISMEHUTb.

UT0o0B! yIAIUTh KaKOe-JIHO0O0 MPABWIIO YAAJIEHHOTO JOCTYIA, HAKMHUTE CCHIIIKY COOTBETCTBYIOIIETO
npaBuia. Ha OTKpBIBIIEHCS CTpaHUIE HAKMHUTE KHONKY Y/AANUTb.
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IGMP

Ha crpanune JononHutenbHo / IGMP Brl Mokere paspemmnTh TOYKE JOCTYIA HCIOIL30BATh
npotokon IGMP.

[Iporokon IGMP wmcnonws3yercs muisi ynpaBieHHUs IMIMPOKOBEMIATEIBHBIM TpadukoMm (repemadeii
JAHHBIX TPYIIIE aapecaToB). DTOT MPOTOKOI MO3BOJSET OoJiee (P (HEKTUBHO UCTIONB30BATh PECYPCHI
CETH JJI1 HEKOTOPBIX NPWIOKEHUH, HAIIPUMED, JUIsl TOTOKOBOTO BHJIEO.

- ]
D-Link
Building Networks for People

CHCTEMa - skl -

» Havano

JononHutensHo [ IGMP

# HacTpoiika NpoOTOKONa ¥NPpagneHy s rpynnamy MHTepHeTa

EBit:nHoqEHn;

Bepcka: '

% JlONoAHWTEAEHO

- PR

T

» DONS

. CEDBEOEI MMEH
» Mapwpy THEaUHA

» PEMMM YCTDOMCTES

+ Y ASNEHHEIA A0CTYN

- IGMP

B MewceTeBoH 3KpaH

» KoHTpONE

B CHCTEMA

PucyHok 82. CmpaHuuya JononHumensHo / IGMP.

Jns ucnionb3zoBanus nporokoia IGMP ycranoBure duakok BKNMHOYEHO u B packpbiBaromiemcs
ciricke Bepcunsa seibepute Bepcuio nporokosia IGMP. 3arem Haxkmute kHOnKy MU3MeHUTb. Takas
HACTpoWKa TMO3BOJIIeT ucnonb3oBaTh ¢GyHkuuio IGMP Proxy Bcem WAN-coenuHeHusiM, B
HACTPOIKax KOTOPhIX ycTaHOBIICH (uiaxxok Bknountb IGMP.

Ecmn Bwr xoture 3amperuts (ynkimuio IGMP Proxy mms Bcex WAN-coennHeHH, CHUMHTE
¢raxxok BKNoYeHo n Haxxmute kKHOIKY U3MEHUTB.
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Me>xxcemeeol a3kpaH

B nanHOM paszmene MeHIO Bbl MOXETe HACTPOUTH MEKCETEBOM JKpaH TOYKHM JOCTyIa B PEXHUME
MapuIpyTu3aTopa: 100aBUTh MpaBuia A (UIBTPALMU CETEBBIX MAKETOB, onpeneauts DMZ-30ny,
co3/1aTh BUPTyaJIbHbIE cepBepbl U HACTpouTh MAC-pUibTphI.

IP-cbunbTpbl

Ha crpanuiie MexceteBom 3kpaH / IP-bunbTpbl Bel MoxeTe co3maTh mpaBuiia s 00pabOTKH
CETEBBIX MMAKETOB, a TAKXKE U3MEHHUTH WM YIAIUTh PAaHEe CO3aHHbIe IIPaBHIIa.

»

Building Networks for People
CHCTEME - Azklt -

» Hauano

MexceTesoil skpaH [ IP-buneTpel

ﬁ Hactpoika IP-hnbTPOR MEMCeTEBOrD IKPaHa

“ IP-aapec MopT
HaseaHne MpoTokon JeHcTEHE a0 2
» fononHUTENEHD McToqHKE HazHa4eHHe CT OYHHE HazHaqeHHe
» MenceTeB0d IKpaH
: IP-dunbTpBI J0BAEHTE

+ BHDTYaNEHBIE CEDEEDEI
- DOMZ

+ MAC-PHLTD

PucyHok 83. CmpaHuua Mexcemeeol 3kpaH / IP-chunbmpabi.

YT1o0ObI CO3/1aTh HOBOE MTPABUIIO 0OPaOOTKH CETEBBIX IMAKETOB, HAXKMHUTE KHOIIKY [l06aBUTDb.
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HacTpolika ycTpoiicTBa B pexume

PykoBogcTtBo nonb3osaTens MaplipyTusaTtopa
»
Building Networks for People
CHETEMA - BT -
B Hauano .
MexceTeoii skpaH [ IP-bunbTpel
ﬁ PeaakTHpoBaHve npaevna IP-punbTpa
HazgaHwe:
W AononHATENEHD
. = MpoTokan: TCRUDP '
EMCETEBOH IKpaH . .
AeHCTEHE! ACCERT
» IP-tnb Tpb1 ﬁ IP-agpeca =
» BMDTYankHEIE CEDEEDE] Ana ykasanmua IP-agpeca HCnNonesyiTe Macky noaceTH 32 (B none nocne ")
. DMZ AuanazoH IP-aapecos: D
» MAC-thHnLTD METOHHHE: i3z
HazHa4eHHe: i3z
B CHCTeEMa B NopTo!
Bl MOXETE YKa3bIBATE KaK OAWH NOPT HAW AMNA30H NOPTOE, TaK W Heckonsko: 50,8080,400:500
WCToqHAE:
HazHaqeHHe:
W
v

PucyHok 84. CmpaHuya dobaerneHus rpasuna 0rns o6pabomku cemesbix rnakemos.

Bbl MokeTe 3a1aTh claenyrouye napameTpsl:

MapameTp OnucaHune

PepaktupoBaHue npasuna IP-unbTpa

HasBaHue Haspanwme npaBwiia 11 y100HOH MICHTUDUKAIINH.
MpoTokon [TpoTokomn yist Iepeaun ceTeBhIX MaKeTOB. Bribepute HEOOX0AMMOE

3HaYeHHE U3 PACKPBIBAIOIIETOCS CIIMCKA.

JleiicTBHE, KOTOPOE BHITIONHSET JaHHOE MPABUIIO.

ACCEPT - paspemiaer mnepemady IakeTOB B COOTBETCTBHU C
HencrtBue KPUTEPUSIMU, 3a/IaHHBIMU [TPABUIIOM.

DROP - 3ampemaer mnepenady TIakeToB B COOTBETCTBUH C

KPUTEPUSIMH, 3a/IaHHBIMU [TPABUIIOM.

IP-apgpeca

[P-ampec y3ma wim noxaceru-ucroynuka. Jns 3amanus [P-agpeca
UcTouHuk

OCTaBbTE 3HaueHHEe 32 B MOJIE TTOCIIe CUMBOJIA «cienn (/).

[P-anpec y3na wiu mojcetn HazHadyeHus. [ns 3amanus IP-agpeca

Ha3HayeHue OCTaBbTe 3HaYeHHE 32 B M0JIE NI0CIEe CUMBOJIA «caemn (/).
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PyKOBO,EI,CTBO nonb3oBaTtens MapupyTtusatopa
MapameTp OnucaHwue
MopTbl
[Topr IP-agpeca wucrounuka. Bel Moxere ykazarb OJMH IOPT,
NcTOoYHUK HECKOJIBKO IIOPTOB 4Yepe3 3alsTyl0 WM JHana3oH MOPTOB uepe3
JIBOCTOYHE.

[Topr IP-ampeca HaszHaueHus. Bbl MoOXxere yka3zarb OJMH IIOPT,
Ha3HauyeHue HECKOJIBKO TOPTOB 4Yepe3 3alsTyl0 WIM JHana3oH MOpPTOB uepe3
JIBOCTOYHE.

Haxxmure kHonky A3MEeHUTb.

UroObl 3amaTh Jpyrue TmapaMmeTpbl IS Kakoro-nubo  TpaBWiIa, HAKMHUTE  CCBUIKY
COOTBETCTBYIOIIErO npaBuia. Ha oTkpbIBLIeHCS cTpaHUIle U3MEHUTE HEOOXOAMMBIE apaMeTphl U
Ha)XKMHUTE KHOTIKY M3MEHUTb.

UToOBl ymamUTh Kakoe-TMOO TMpaBWIIO, HAXXMHTE CCBUIKY COOTBETCTBYIONIErO mpaBwia. Ha
OTKPBIBIIEHCS CTPAaHHUIIE HAKMUTE KHONIKY Y AanuUTb.
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BupTtyanbHble cepBepbl

Ha crpanunie MexceTteBon 3kpaH /| BupTyanbHble cepBepbl Bbl Moxere co3naath
BUPTYaJIbHBIE CEPBEPBI, KOTOpBIE IO3BOJIAT IEPEHANpPABIATh BXoadmui HHTepHeT-Tpaduk Ha
onpezeneHHbli [P-anpec B TOKaJIbHOMN CETH.

Link

Building Networks for People

CHCTEME - Azklk -

MexceTeBoil 3kpaH [ BupTyancHele cepeepsbl

# CNJCcoK BUPTYanbHbIX Cepeepos

Saeck Bel MOXETE A003ENATE, PEAAKTHPOEATE H Y ASNATE BHPTYanNEHEIE CEpEEpa

B AononHMTENEHD | bma WHTEpdefc MpoTokon BHELHMIA nopT BHyTPEHHKHA nopT BHyTREHHMI TP

» MenceTeB0d IKpaH

» IP-dMnbToE

» BUDTYanbHbIE CEPEEPbI

- OMZ
+ MAC-PHLTD
W KoHTpONE

W CHCTEMA

PucyHok 85. CmpaHuya Mexcemeeol 3kpaH / BupmyanbHbie cepgepbl.

Yrto0Obl CO3/1aTh HOBBIN BUPTYAIIbHBIH cepBep, HaXMUTE KHONKY [106aBUTb.

»

Building Netwarks for People
CHETEMA - BT -

B Hauano .
MexceTeBoil 3kpaH [ BupTyanbHble cepeepsbl

¥ HacTpoika evpTyanbHOro cepeepa

» Wi-Fi
" et Cr R
A ONONHUTENEH )
AANOAHMTENEHD Vi
» MeMCeTeBs0r IKpaH o . =
MrTepefic: ipoe_ethz_1 _
» IP-dHneTpEl MpoTokon: TP '
: BUDTYanbHbIE CEPBEDPL] BHELWHHIA NopT (HaYanEHE):
> DMZ BHEWHHA NOPT (KOHEYHEIA]!
» MAC-PMAETD

BHw TPEHHHI NOPT (Ha4aneHe):

B KoHTpons BiHy TPEHHHIA NOpT (KOHEYHEI):

B CHCTEMAa

BHyYTpEHHHE IF:

|

PucyHok 86. Cmparuua dobasneHusi eupmyarnbHO20 cepeepa.
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BrI MmoxeTe 3a1aTh CJICAYyrOomuUe nmapamMmeTphbl:

MapameTp OnucaHwue

B packpeiBatomiemMcsi COMCKE  BBIOEpUTE OJMH M3  IIECTH
NPUBEJCHHBIX [MA0JOHOB BHUPTYaJbHBIX CEPBEPOB WIIM BBIOCpUTE

LLla6noH .
snauenne Custom (noavzosamenvckuil), 9TOOBI CaMOCTOSTEIBHO
OTIPEICIIUTH TTApaMEeTPhl BUPTYAIBHOTO CepBepa.
Umsi Ha3Banue BHPTYalbHOTO cepBepa uiss yIOOHOW HICHTU(DUKAIIUH.
MoskeT ObITh TPOU3BOJIBHBIM.
. CoemnHenne, K KOTOPOM Oymer mOpuBsA3aH  CO3JaBaeMBIA
NuTepdeiic ; poMy By, P

BUPTYaJIbHBIN CepBep.

[lpoTokon,  KOTOpbI  OymeT  HCHOJB30BaTh  CO3/aBACMBIii
MpoTokon BUPTYyalbHBIA cepBep. BriOepure HeoOXonuMoe 3Ha4YEHHE U3
PaCKPBIBAIOIIETOCS CITUCKA.

ITopr  Touku  goctyma, Tpapuk C  KoToporo  Oyner

BHewwHu#n nopt nepeaapecoBbiBaThcsl  Ha  [P-aapec, ompenmensemplii B IoJie
(HavanbHbIN)/ BHyTpeHHun IP. 3anaiite HavaibHOE W KOHEYHOE 3HAYCHUS
BHeLHWUi nopT nuana3oHa noptoB. Eciu HE0OXOIMMO yKa3aTh TOJBKO OIUH IOPT,
(KOHeuHBbI) 3agaiite ero B moje BHeWHWM nopT (HavanbHbIA) u He

3anoJHsiiTe noje BHEWHMN NOPT (KOHeYHbIN).

[Topr IP-agpeca, 3amaBacmoro B mose BHyTpeHHuUW IP, Ha
KOTOpBI OyleT mepeaapecoBbIBaThCs TpahuK C MOPTa TOYKH
JI0CTYyTIa, 3a/1aBaeMoro B nosic BHeWHWM nopT. 3axaiite HayaabHOE
U KOHEYHOE 3HAYCHHUs Juarna3oHa MoptoB. Eciau HeoOXoaumo
yKa3aTh TOJBKO OJMH IOPT, 3aaaiiTe ero B moje BHyTpeHHUWN
nopt (HavyanbHbIW) u He 3anonusiite mose BHYTpeHHU nopT
(KOHEeYHbIN).

BHyTpeHHUI nopT
(HayanbHbIN)/
BHyTpeHHUI nopT
(KOHeYHbIN)

BHyTpeHHun IP IP-anpec cepBepa, HAXOASIIETOCS B JJOKAJIbHOM CETH.

Haxxmute kHOIKy U3MEHUTD.

YT0OBI 331aTh JpPYrue mapameTpsl JJIs CYIIECTBYIOIIETO CepBepa, BBIACIUTE COOTBETCTBYIOLIMI
cepep B TaOiuie. Ha OTKpbIBLICHCS CTpaHUIC U3MEHUTE HEOOXOIMMBbIC APAMETPhl U HAKMHUTE
KHOTIKY UI3MEeHUTD.

YroObl yJanuTh CYLIECTBYIOIIMHA CepBep, BBIACIUTE COOTBETCTBYIOLIUI cepBep B Tabiuue. Ha
OTKPBIBIICHCS CTPAHHUIIC HAKMUTE KHONIKY Y AarNUTb.
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DMZ

DMZ-30Ha npencraBisieT coO0M y3€a MM CETMEHT CETH, PACIONIOKEHHBIN «MEXIy» BHYTPEHHEU
(JlokanmpHOM) W BHemHe#d (rimobanmpHOM) ceTsimMu. Peanmmzanus DMZ-30HBI B TOYKE J0CTymHa
MOJJpa3yMeBaeT BO3MOXKHOCTH TE€pelaun 3aIrpoca, MPHIIEIIeTr0 U3 BHEIIHEH CeTH Ha KaKOH-JIMO0
MOPT TOYKH JOCTYIA, HA YKa3aHHbBIN y3eJl BHyTPEHHEH CeTH.

Ha crpannne MexceteBon akpaH /| DMZ Brr moxere 3agath IP-angpec DMZ-y31a B TOKaIbHOK
CeTH.

- ]
D-Link
Building Networks for People
CHCTEMa - skl -

» Ha4ano

MexceTeBoil skpaH [ DMZ

# HacTpoika AeMWNMTapM30BaHHOW 30HDI

Eik:nHoHeEH: D
» 'IJ'EII'II:I.I'IHI'lTE.I'II:-HI:I

fF-aapec:
» MexutceTesor 3KkpaH
» IP-dHAEToE
» BHDTYanEHEIE CepEEpE HIZMEHHTE

- DM2
» MAC-PHALTD

W KoHTponb

W CHCTEMA

PucyHok 87. CmpaHuya Mexxcemeeou akpaH / DMZ.

Jns onpeneneauss DMZ-30Hb1 ycTaHoBuTe ¢uiaxkok BkroyeHo, Beequre [P-anpec y3na Bareit
JokajabHOM cetH B nosie IP-agpec u Haxxmute KHONIKY MA3SMEHUTD.

[Tpu aktuBupoBaHHON DMZ-30He Bech Tpaduk, MOCTYMAOMUI HAa HEKOTOPBIA MOPT MHTEpdeiica
WAN Touku aoctyna, OyJaeT NMepeHanpaBisTbCs Ha aHAJOTMYHBIM MopT ykasanHoro IP-aapeca.
Takxe ciieyeT yduThlBaTh, YTO OOJIBLIMI NPUOPUTET UMEKOT BUPTYaJIbHBIE CEPBEPHI, T.€. €CIU
CO3J1aH BUPTYaJbHBII cepBep ¢ BHemHero nopra 80 Ha Kakoi-1M0O0 MOPT CETEBOr0 YCTPOWCTBA B
JIOKaJIbHOM CETH TOYKH JIOCTYTIA, TO TOJIb30BATENN, HAXOISIIUECS B INI00ATBHOIN CETH, MPH BBOJE
anpeca http://wan_IP Toukm_ gmocTyma B aJIpecHOl cTpoke Opaysepa MomaayT He Ha MOpT
80 IP-ampeca, ykazannoro Ha ctpanuie MexceteBon 3kpaH / DMZ, a na nopt u IP-anpec,
3a/laHHBIE JUIsl COOTBETCTBYIOIIETO BUPTYaJIbHOTO CEpBEpa.

Jus ynanenuss DMZ-30ub1 cHumuTe Qriaskok BKIoYeHo u naxmute kHonky UI3MEHUTB.
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MAC-cbunbTp

Ha crpanunie MexcereBon akpaH /| MAC-cbunbTp Bl MoxeTe HaCcTpoUTh (DUIBTPALHIO TI0
MAC-anpecaM J1si KOMIIBIOTEPOB B JIOKAJIBHOW CETH TOYKU JOCTYIIA.

]

Building Networks for People
CHOTEME - Azblk -

» Haqano

MexceTepoil skpaH [ MAC-punsTp

# Hactpoiika MAC-tunbTpa

3aece Bel MoweTe A0DSENATE, PEASKTHPOEATE H ¥ ASNATE SAPECa

B AononHATENEHD | MAC-aapec AehcTEre

» MexucceTesoi akpaH

» IP-dMnbToE
+ BHOTYaNEHEIS CEDEE0E

- DMZ

» MAC-brnbTp

W KoHTpONE

PucyHok 88. CmpaHuya Mexxcemeeol 3kpaH / MAC-¢punbmp.

Yt00bI 3a1aTh HOBBI axpec 11t MAC-puibtpa, HaxxMuTe KHONIKY [Jo6aBUTb.

»

Building Netwarks for People
CHETEME - Azblk -

MexceTepoii skpaH [ MAC-punbTp

ﬁ PepakTHpoeaHve MAC-agpeca

MAC-aapec:

AeAcTene: PazpewHTE _

» 0NONHUTENEHD

» MeMCeTeB0Hr 3KkpaH

+ IP-HAbT ORI

+ BHDTYanbHEIE CEDEEDEI
- DME

» MAC-dunbTp

W KoHTpone

PucyHok 89. CmpaHuuya dobaeneHus adpeca 0nsi MAC-¢punsmpa.

Ha otkpriBmieiics ctpanuie BBenure MAC-aapec yCTporWcTBa U3 JOKAIHHOM CETH TOYKH JOCTYIIA B
noie MAC-agpec u B noic [leMcTBUe BoiOepure 3HaueHHe 3aNPeTUTb. 3aTeM HaXKMHTE
KHOTIKY UI3MEeHUTD.

Uto0wl yaaimuTh Kakon-1u60 aapec u3 cnucka MAC-aapecoB st GUIbTPALMH, BBIIEITUTE CTPOKY
¢ cootBercTByromMM MAC-aapecom. Ha oTkpbIBIIEiics cTpaHuIle HAKMHUTE KHOTIKY Y/AanUTb.
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Kornmposnb

B JAaHHOM pa3aciie Bu1 MmoxkeTte OrpaHUYUThb BO3MOXXHOCTD ITOCCIICHNA HCKOTOPBIX web-caiToB.

URL-punbTp

Ha crpanunie KoHtponb / URL-cpunbTp Bei moxere 3amaBate URL-ampeca, koTopbie OymayT
HEJOCTYIIHBI JIJIs1 MTOJIb30BATENEH JIOKAIbHOM CETH.

»

Building Networks for People
CHOTEME - Azklk -

» Hauano

KonTponb / URL-punbTp

#7 Crmcok URL-aapecoe

3aece Bel MoweTe A0DSENATE, PEASKTHPOEATE H ¥ ASNATE SAPECa

| URL-aapec AeHcTENE

% Kontpons
> URL-punbTp

PucyHok 90. CmpaHuya Konmpons / URL-¢punbmp.

Yto0sI 320m0kHpoBath noctyn kK URL-aapecy, Haxxmute kHONKY [l06aBUTh.

»

Building Networks for People
CHCTEME - Azklk -

B Hauano

KonTponb / URL-punbTp

ﬁ PepaktvpoeaHye URL-aapeca

LURL-aapec:

AecTeme: PaspewHTe _

» KoHTponb

COxpaHHTE

» URL-hnbT)

Pucyrok 91. CmpaHuuya dobaseneHusi adpeca 0ns URL-¢punbmpa.

Ha oTkpsIBIICliCS CTpaHUIle BBEAWTE aapec, NOCTYII K KOTOPOMY BBl XOTHTE 3alpeTUTh, B IIOJIE
URL-agpec, B mosne [lencTBUE BhiOepuTe 3HaYcHHE 3aNPETUTb, a 3aTeM HAXKXMHUTE KHOIKY
CoxpaHuUTb.

UroObl ynamuTh KakoH-mubo aapec w3 cmucka URL-ampecoB  HaXMHUTE CCBUIKY C
cootBercTByromuM URL-aapecom. Ha oTKphIBINICHCS CTpaHHIIE HAKMHUTE KHONIKY Y AANUTb.
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Cucmema

B nanHOM pasznene MeHIO Bbl MOXeT€ COXpaHUTh TEKyIIME HACTPOMKHM B DHEPrOHE3aBHCHUMOM
namsITH, CAeNaTh PE3ePBHYIO KOMUIO KOH(DUTYpALlUU YCTPOHUCTBA, BOCCTAHOBUTH €r0 HACTPOUKU U3
KOH(QUrypanlMoOHHOTO (ailia, BepHYTh YCTPOHCTBO K 3aBOACKMM HACTpOMKaM, IMPOCMOTPETh
KYpHaJ COOBITUH, HACTPOUTh ABTOMAaTHUYECKYI0 CUHXPOHHU3AIMIO CHCTEMHOTO BpeMeHH, OOHOBHTH
IporpaMMHOE oOecrieyeHre yCTPOHCTBA U M3MEHUTH Tapoiib JUIsl JocTyna K web-unrepdeiicy.

Maponb agMMHUCTpaATOpa

Ha crpanuiie Cuctema / NMaponb agMuHUcTpaTtopa Bl MokeTe U3MEHHTH MapoJib YU4ETHOR
3amMcy afMUHUCTPATOpa IS IOCTyNa K web-unTepdeiicy TOUKu JoCTyIa.

HacrosaTenpbHO peKOMEHIyeTCs U3MEHUTh NapoJib YYETHOW 3allMCH aJIMUHUCTPATOpPA IIPU
| [IEPBOHAYAIILHON HACTPOMKE YCTPOMCTBA JUIS HOBBILIEHUS O€30HACHOCTH.

- ]
D-Link
Building Networks for People
CHCTEME - Azbik -

» Hauano
Cuctema / Naponb agMUHUCTpaTOPa

# ¥CTaHOBKA CMCTEMHOro napona

WSMEHEHHE CHCTEMHOMD Napons H NaponA web-HHTepthec NPOMCX0ANT DAHOBPEMEHHD

WMA NoNB30EaTENA;

Mapone:

» FoHTponb MoaTeepHAERHHE:

» CicTeMa

- I'Iagonb AAMHHHCTpATOpA
» KoHtmMrypaura

» #lypHan cobbiTkil

CoxpaHHTh

» DEHDENEHKE 10

+ MTP KAHeHT

PucyHok 92. CmpaHuua uUaMeHeHusl napoJsis adOMuHucmpamopa.

BBeaurte HOBBINM maposs uiss noctyna kK web-uHTepdeiicy Touku nocryma B nois lMaponb u
MoareBepxaeHue. 3ateM HaxMuTe KHOIKY COXPaHUTD.
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KoHndurypauus

Ha ctpanunie Cucrtema / KoHdurypauma Bei MoxkeTe COXpaHUTh W3MEHEHHbBIE HACTPOWKH B
SHEProOHE3aBUCHMOM MaMSTH WM BOCCTAaHOBHTBH 3aBOJICKAE HACTPOHKM TOYKH JOCTYIA, a TaKXKe
CO3lIaTh PE3CPBHYIO KOIHUIO TEKYIICH KOH(HUTypalud WM BOCCTAHOBUTH pPaHEE COXPAHCHHYIO
KoH(purypamnuo u3 gaiina.

Link

Building Networks for People
CHOTEME - Azklk -

» Hauano

Cucrema / KoHdurypauua

COXPEHEHHE TEKYULER KOHDHMYDaukK:
P o brryp COXpaHHTE
BOCCTAHOBNEHHE 3AB0ACKHX HACTPOSK: =
SEE0ACKHE HICTPORKK
CoxpaHeEHHe TeKYLWER KOHEMMypalk B
P # bHrye PE3epE, Konva

thakine:

JarpysKa paHHes COXPaHEHHOA
® KoHTpone KOHBHrYPaUKH B YCTPORCTEO! 50p... | |BOCCTSHOBHTD

» CucTeMa

» (apofk 3 AMMHMCTDAT 0Da
» Kondmrypauua

+ #ypHan cobeImki

» DfHoENEHME [0

» MTP KNMEHT

PucyHok 93. CmpaHuya Cucmema / KoHghuaypauyus.

Ha cTpanurie 10cTymHbI CIEayIONIHEe KHOTIKU:

dnemMeHT OnucaHue

KHormka amsi coxpaHeHHs HACTPOEK B SHEPrOHE3aBUCHMOM MaMSTH.
CoxpaHuTs OO0s3aTenbHO COXpaHSANTE HACTPOMKHM Mocie J000ro M3MEHEHUs
napaMeTpoB TOUKH J0CTyNna. B mpoTuBHOM ciydae mpu anmnapaTHON

nepesarpys3Ke BCe U3MEHEHHsI OyIyT YTEPSHBI.

Knomka pmms cOpoca HAcTpoeK TOYKH JIOCTyNa K 3aBOJCKAM
. CTaHOBKaM. TUM BapHaHTOM cOpoca HACTPOEK SBISETCS
3aBoAcKMe HaCTPOUKHU Y Hpy P P P

ucronb3oBaHue kHomku Reset (cM. pasgen Coxpanenue u

eoccmanoenenue nacmpoex, ctp. 20).

KHomka pans coxpaHeHMs KOH(UIYpallMd Ha JIOKAIbHOM JHCKE
Pe3sepB. konus KoMIbtoTepa. Haxmure KHONKY W CleAydTe HHCTPYKUUAM
JUAJIOTOBOIO OKHA.

KHomka s 3arpy3ku paHee COXpaHEHHOH KOHGUrypamuu (Bcex
[apaMeTpoB TOYKU JIOCTyIa) C JIOKAJbHOTO JUCKa KOMIIBIOTEpa.
BoccTtaHoBUTBL pavetp yna) . P .
Knonka O630p mo3Bonsier BbIOpaTh  (aill  COXpaHEHHOI

KOH(UTYypaliK Ha JOKAJIbHOM JINCKE KOMITBIOTEpA.
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PyKOBO,EI,CTBO nonb3oBartens

MapLupyTusaTopa

Omnepaiiu, BBITIONHACMbBIE C MOMOIIBI0 KHOMOK COXpaHUTb, 3aBOACKME HACTPOMKMU wu
Pe3epB. KonusA, takxe JOCTYIHBI B MEHIO, KOTOPOE OTOOpaKaeTCsl MPH HABEAECHUM yKa3aTells

MBIIIH Ha Haanuch CUCTeMa B IIpaBOM BEPXHEM YIJIY CTPAHMIIBI.

XXypHan cobbiTuin

Ha crpannie Cuctema / XKypHan coObITUM Bbl MoXeTe HACTPOUTH IMapaMeTphl KypHaia

cOOBITHH, a TAK)KE€ HACTPOUTH Mepeauy KypHaia Ha BHELIIHHUH y3ed.

»

Building Netwarks for People

» Hauano

W KoHTpOnb

» CicTeMa

» Mapofk 8 AMMHMCTPAT oD
» KoHtmHrypaumra

- MypHan cobbITHA

» DBHDENEHME (0

+ MTP KAHeHT

Cuctema [/ XypHan cobbITHii

W yPHAMMPOBaHHE!
THM #yPHANHPOBAHHA:

¥POBEHE ¥YPHANHPOEAHHA:

CHCTEME - Azkik -

K.oHBHrypaura HyvpHan

|J'IOKaanb|ﬁ [v]

|P.BapnF|Hb|e coofiWEHHA [v]

PucyHok 94. CmpaHuua Cucmema / KypHan cobbimut. 3aknadka KoHgpuaypayusi.

YroOsl pazpemuth HOpMHpPOBAHUE KypHAIa coObITHI, Ha 3akianke KoHdurypauma ycranosure
¢dnaxox XKypHanuMpoBaHue. 3arem 3aaiite He0OOXOIUMBIC TApaMETPBI.

dnemeHT OnucaHue

Tun XxypHanupoBaHus

B packpeiBaromemMcsi CHucke BbBIOGpUTE HEOOXOJMMBIA  THII
KYpPHAITUPOBAHHUS.

* JlokanbHbIN — XypHaJI COOBITHI XPAHUTCS B MaMSITH TOYKU
nocrtyna (otobpakaercst Ha 3akiaake XypHan). [Ipu BeiOope
3TOro 3HaueHWs monst TUM appeca cepBepa, CepBep u
MopT He oToOpakatoTcs.

* YpaneHHbIA — KXypHal CcOOBITHH IeperaeTcs Ha y3ell,
3amanublii B mosie CepBep.

* JlokanbHbIX U YAANEHHbIW — KypHaJl COOBITHI XpaHUTCS
B TaMSITH TOYKM JOCTyma (OTOOpaskaeTcsi Ha 3akKiajke
XypHan) u nepenaercs Ha y3en, 3a71annblii B mojie CepBep.

YpoBeHb
XXypHanupoBaHus

Tun cooOmieHuii 1 MpeaynpexIeHni, KOTOpble OyIyT 3aHOCUTHCS B
KYpHAJ COOBITHA.
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dnemMeHT OnucaHue

B packpsiBaromiemcst criricke BbiOepute 3HaueHue IP, uToOBI 3a1aTh
Twun appeca cepBepa | IP-ampec y3ma w3 JokajabHOW miu riobansHOM cetn, mwium URL,

4yT00b! 337aTh URL-anpec ynaneHHoro cepsepa.

IP- umn URL-agpec y3na u3 JOKaJabHOM WM INIOOANbHOM ceTu, Ha

CepBep . .
KOTOPBIH OyJeT nepegaBaTbes XKypHas COOBITHH.

[Topr y3na, 3amanHoro B mnoie CepBep, Ha KOTOpwId Oyner

MopT nepeaaBaThes KypHai coObITH. [1o ymMom4aHuio 3agaHO 3HaYeHHE

514.

[Mocrie 3amanust HEOOXOAUMBIX TAPAMETPOB HAXKMUTE KHONIKY U3MEHUTD.

YroOsl 3anpeTuTh (HOPMHUpPOBAHKE KypHala cOObITHH, cHUMHTE (uaxok XXypHanupoBaHue, a
3aTeM Ha)XMHTE KHONIKY MISMEHUTb.

Ha 3aknanke KypHan oToOpakeHbl COOBITHS, KOTOpble Bbl Bbmenuian B crucke YPOBEHb
XypHanMpoBaHUA.

»

Building Networks for People
CHCTEME - Azklk -

Cuctema / XypHan cobbIThii

FoHBHrypaura HwvpHan

W HoHTpone

» CucTema

» apoNk 3 AMMHMCTDATODE
» KoHbHrypaura

- MypHan cobbITWiA

» DBHOENEHHE 10

» MTP kHeHT

PucyHok 95. CmpaHuya Cucmema / KypHan cobbimuti. 3aknadka XypHan.
Jliist 0TOOpaXKEHHSI CaMbIX MOCACIHUX COOBITHI HaxkMuTe KHOITKY OOHOBUTbL.

Jnst 3anucu kypHana coObITUH B ¢aill Ha JIOKaJIbHOM JHCKE KOMIIbIOTEpA, HAXKMUTE KHOIIKY
QKCNOPT U CclaeayiTe HHCTPYKIMSAM JAHAIOTOBOTO OKHA.
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O6HoBneHue NO

Ha crpanune Cucrtema / O6HoBneHue MO Bol MokeTe 0OHOBUTH BHYTPEHHEE MPOTrPAMMHOE
obecrieueHre TOUYKHU JOCTyTIA.

OO6HoBaenne BHyTpeHHEero 1O TOYKM AOCTYyHA PEKOMEHAYETCS BBHIMOIHITL TOJBKO IPU
! IIPOBOAHOM HOIKJIIOYEHHUHU VCTPONMCTBA K KOMOBIOTEPY (BO3MOYKHO TOJIBKO B DEXKHME

TOYKH JIOCTVIIA).

- ]
D-Link
Building Netwarks for People

CHCTEME - Azblk -

» Hauano
Cuctema [ OBbHoeneHune MO

BribepHTe dain C oBHoENEHHEN MO
0630p...

OBHOEHTE

W KoHTpone

» Cucrema

» [apofk 8 AMMHMCTDATODAE
» KoHtbHrypaura

+ ¥ypHan cobeITki

» D6HoBREHKE 10

» MTP kAMEHT

PucyHok 96. CmpaHuua Cucmema / O6HoeneHue [10.

Tekymias Bepcust BHyTpeHHero [10 ycTpoiicTBa yka3aHa B nosic Bepcua NpoWnBKKU Ha cTpaHuie
Hauyano. Eciu Bam HeoOxoaumo o0HOBUTH [1O TOUKM IOCTyNa, BBIMOJIHUTE MEPEUHCICHHBIC
HUKE JICUCTBUS.

Buumanue! Bo BpeMs O0OHOBIIGHHS TPOTrPaMMHOTO OOECHEYEHHUs HE OTKIIOYANTe
u [IATAaHUE TOYKH IOCTVIIA. ITO MOYKET IIOBJIEYS 3a COOON BBIXO YCTPOMCTBA U3 CTPOSL.

CkauaiiTe ¢aiin ¢ HOBOM Bepcuel mporpaMMHOTO obecrieuenus Ha caiite www.dlink.ru.

2. Haxwmure kHomky OO630p Ha crpanunie Cuctema / O6HoBneHue [0, uroOwb
OTIpEZICTTUTh MECTOTIONOXKEeHHE (paiiina ¢ HoBoH Bepcueit [10.

3. Haxwure kHonky OOGHOBMTb I yCTaHOBKHM HOBOTO BHyTpeHHero 10 Touku gocTyma.

4. Jloxaurech mepe3arpy3ku TOYKU AOCTYMA (TOATOPHI-ABE MUHYTHI).

5. Bmeaute ums nosab3oBaTens agMUHHCTpaTopa (admin) u TeKyUIMil mapoip A AOCTyMNa K
web-uHTepdeiicy.

6. HaBeaute ykasaTenab MbIIK Ha Haamuch CUCTEMA B mpaBOM BEPXHEM YIJIy CTPAHHIBI U

BeIOCpUTE MYHKT 3aBOACKWE HACTPOMKM [Uisi BOCCTAHOBJICHHS 3aBOJCKHX HACTPOCK
YCTPOMCTBA.
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7. Hoxautech mepe3arpy3ku Todku aoctyna. OOparurecs k web-untepdeticy, ucnonssys IP-
aZipec, UMsl IMOJIb30BATENsl M Mapojb, YCTAHOBIEHHbIE MO ymoidaHuio (192.168.0.50,
admin, admin).

NTP-knueHT

Ha crpannne Cuctema / NTP knuMeHT Brl MoXkeTe HaCTPOUTh aBTOMATHYECKYIO CHHXPOHHU3AIIHIO
CHCTEMHOTO BPEMEHH C CEPBEPOM BpeMeHH U3 ceTi VHTepHeT.

- L]

D-Link

Building Networks for People
CHCTEME - Azklk -

B Hauano
Cucrema / NTP knueHT

EBik:nHoqeHn: |:|

Sacopod moac:

Cappana goamanet!

W HoHTpone

» CucTema

» apoNk 3 AMMHMCTDATODE
» KoHbHrypaura

» #ypHan cobkITHid

» DBHOENEHHE 10

» NTP KIMEeHT

PucyHok 97. CmpaHuya Cucmema / NTP knuenm.
Jlns1 aBTOMaTHYECKON CHHXPOHHU3AIMK YaCOB TOUKH JIOCTYIA C KAKUM-JINOO CEpBEpOM BPEMEHU:
1. ycranoBute aaxox BKnroyeHo,

2. BbeIOepute Bamr yacoBoii nosic,

3. B mose CepBepa BpeMeHM 3ajaiite HeoOxoaumblii NTP-cepBep MiIn ocTaBbTE 3HAUYEHUE,
3aJJaHHOE 0 YMOJYaHHUIO,

4. HaxwmuTe KHOTIKY A3SMEHUTL.

H[QI/I BBIKJIIOYCHWHW MUTAHUA WJIW MEPE3Arpy3KE TOYKH JOCTYIIA MPOUCXOUT 06[200 JaThl U

' BpEeMEHM _ycTpoiicTBa. Ecmm Todka AoCTyma HACTpOSCHAa Ha aBTOMATHYECKYIO
|

CUHXPOHU3AIUIO BPEMCHU, TO IPHU YCTAHOBKE COCAMHCHUNA C CETHIO I/IHTC[ZHCT TTOKa3aHus
YacOB YCTPONUCTBA aBTOMATHISCKH BOCCTAHOBSTCS.
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'MABA 6. PEKOMEHOALUA Nno
UCMNOJIb3OBAHUIO TOYKK OOCTYINA

Uncmpykuyuu no 6esonacHocmu

Pasmectute TOYKY HOOCTYIIa Ha pOBHOfI FOpHSOHTaHLHOﬁ IMMOBCPXHOCTU HJIM THIATCIIBHO 3aKPCIINUTC
€€ Ha CTCHC (MOHTa)KHBIe OTBCPCTHUA [JId KPCIUICHUA PACIIOJIOKCHBI Ha HIDKHEH IaHeIu
YCTpOﬁCTBa). y6CI[I/IT€CB, 4TO IJId TOYKHU JOCTYyIIa obecneunBaeTCs J0CTaTOYHAasA BCHTUIIALIMA.

Bo u3bexanue neperpeBa HE 3ar Opa)KHBaﬁTe BCHTUWIANUOHHBIC OTBEPCTUA TOYKU AOCTYIIA.

[TonkmrounTe TOYKY IOCTyMa K CTaOWIM3aTOPY HANpsOHKEHUS JUIsl YMEHbLIECHHUsS pHcKa yiiepba ot
CKAa4YKOB HAMpsHKEHUS U pa3psi0B MOJIHUU.

HOJIKJ'IIO‘I&?ITC TOYKY AOCTYyIIa TOJBKO K TEM JBJICKTPUUCCKHM PO3CTKaM, IMOKA3aTCJIU IMUTAaHUA B
KOTOPBIX COOTBETCTBYIOT YKAa3aHHBIM Ha aJaIlTepeE.

He cHuMmailite 3alMTHBIA KOXYX C TOYKHM JOCTyna. B IIpOTHBHOM ciydae BCE TapaHTHM Ha
YCTPOWCTBO OYIyT MpHU3HAHBI HEICUCTBUTEIILHBIMH.

Ilepen O4MCTKOM TOYKM AOCTyIa OT 3arpsi3HEHMM M IBUIM OTKJIIOYUTE IHUTAHUE YCTPOMCTBA.
VYaansgiite THUTH ¢ TOMOIIBIO BiiakHOW canderkn. He wucmonb3yiiTe KHUIKHE/adpO30bHBIC
OYHUCTUTEININ WJIM MarHUTHBIE/CTATUYECKUE YCTPOUCTBA JIISI OUUCTKH.
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PyKOBO,ElCTBO nonb3oBatens TOYKM AocTyna

PekomeHOauyuu no ycmaHoeke 6ecrnpoeodHbix ycmpolcme

Touka pocryna DAP-1150 mno3Bossier mnongyduTh JAocTyn K Bamell cetn ¢ HOMOLIBIO

0ecrpOBOHOTO COENMHEHHS MPAKTUUECKU M3 JII000H TOYKH B paguyce ACUCTBHUS OeCIpOBOIHON
cetu. OIHAKO ClEIyeT Y4YUTHIBaTh, YTO KOJIMYECTBO CTE€H U TEPEKPHITUH, KOTOpble OyneT

IIPE00JIEBATh CUTHAJ, UX TOJIIMHA U PACIOJIOKEHUE MOTYT YMEHBUIUTh PaauyC IEHUCTBUS CETH.
Paanyc oxBara ceTH B 0OJIBILON CTENEHM 3aBUCUT OT TUIIOB MaTepHajia U YPOBHS COMYTCTBYIOIIUX

paIMoYacTOTHBIX IIYMOB B JoMe WiH oduce. UToOb MakCHMaIbHO YBEIUYUTH PalUyC JIEHCTBUS

Bareii 6ecripoBOTHOM CeTH, BHIIIOJHUTE TIEPEUNCIICHHBIE HIDKE PEKOMEHIAIINH.

1.

Pacrionoxure TOYKy JOCTyIa Tak, YTOOBI KOJIMYECTBO MPENSATCTBUN (CTEH, MEPEKPHITHNA U
T.I.) MEXJAYy YCTPOWCTBOM M JPYTUM CETEBbIM OOOpYJOBAHUEM OBLJIO MHHHUMAJIbHBIM.
Kaxnoe npensTcTBUE COKpamlaeT paauyc AEHCTBUS OECIPOBOJHON CETH Ha HECKOJIBKO
meTpoB (o1 1 10 30 m).

MEBICIEHHO TPOBEIUTE JIMHHIO MEXIY TOYKOH JOCTyma W CETEBBIM YCTPOHCTBOM.
PekoMeH/yeTcss  pacroiioKuUTh yCTPOMCTBA Tak, YTOOBI 3Ta JIMHUS — [POXOIMIIA
NEPNCHAUKYJIAPHO CTCHAM WJIM NCPCKPBITUAM, HAXOAAIHUMCA MCKIAY TOYKOM AOCTyIla "
CETEBBIM YCTPOMCTBOM (ISl CHT'HANA, MPOXOJSILETO MPEMATCTBUE O] YIJIOM, TOJIIHHA
HPENSATCTBUS TOPA3I0 OOJIbINE).

OOpaTture BHMMaHME Ha MaTepuall, M3 KOTOPOIro CcIeJlaHO HpensiTcTBue. MaccuBHas
JKele3Hasi JIBepb WJIM aJIOMHHHEBbIE Oallky, OKa3aBIIMecs B 30HE OECnpoOBOAHOHN ceTw,
YMEHbIIAIOT €€ paguyc neictBus. Ilocrapaiitech pacnonoxuts Bamy Touky noctyma u
OecnpoBOIHBIE CETEBBIE YCTPOICTBA TaK, YTOOBI CUTHAJ MIPOXOIUII Yepe3 TOHKUE CTECHBI TN
JIBepHble NpoeMbl. Ha curHan HeraTMBHO BIMSIOT CTEKJIO, CTaTh, METajll, CTEHBI C
U30JISIUEH, BOJIa (aKBapUyMbl), 3epKaja, MKa]bl, KIPIUYHbIE U OCTOHHBIC CTECHBI.

Jepxute TOYKy JocTyna BAanu (Kak MUHUMYM, Ha paccTosHUU 1-2 MeTpa) OT
AIIEKTPUIECKUX MPHUOOPOB WIIH YCTPOMCTB, CO3TAOIINX PATUOYACTOTHBIC IOMEXH.

Pamnorenedonnt ¢ Hecymed uacrotoir 2,4 I'Tm wnmm obGopymoBanue cranmapra X-10
(OecipoBOHBIE YCTPOICTBA THMA MOTOJOYHBIX BEHTHIISTOPOB, OCBETUTEIBHBIX MPUOOPOB
WIM JOMalIHEeW CHCTeMbl 0€30MacHOCTH) MOTYT OKa3aTh HEraTWBHOE BIIMAHUE Ha Barie
OecnpoBoHOE coeAuHeHHe. YOemutech, uro Oa3za Bamiero paguorenedona ¢ Hecyleil
yactoroit 2,4 I'T'y MmakcuMansHO yaaneHa oT Bammx 6ecripoBOIHBIX ycTporcTB. OOpaTuTe
BHUMaHMe, 4To 0a3a paauorenedoHa mepedaeT CUrHald Jake Torja, Koraa TenedoH He
UCTIONB3YETCS.
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NMABA 7.

AGGpeBMaTypbl U coKpalleHUs

ABBPEBUATYPbI U COKPALLEHUA

AC Access Category Kareropus nocryna
AES Advanced Encryption Standard VY iydieHHbld cTanaapT mMudpoBaHUsSL
ARP Address Resolution Protocol [IpoTokon pa3pelieHus aipecoB
. . ) basoBb1it uAeHTU(UKATO
BSSID Basic Service Set Identifier . a ¢ p
OeCTIpOBOIHOM CcEeTH
CCK Complementary Code Keying CxeMa KIIro4ei TONOJHUTEIBHOTO Koja
) IIpoBepka npu MOMOIM HUKIHYECKOTO
CRC Cyclic Redundancy Check popepra Tp e
M30BITOYHOTO KOJA.
. . WHAMHUYEeCKass CHUCTeMa JOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o . ) PacnipeniencHHas ataka THIa OTKa3 B
DDoS Distributed Denial of Service pel
00CITy>)KMBaHUU
) ) IIpoTokon nMHAMHUYECKON HACTPOUKH
DHCP Dynamic Host Configuration Protocol P A R
y3i1a
DMZ DeMilitarized Zone Jlemunutapu3oBaHHas 30HA
DNS Domain Name System Cucrema JOMEHHBIX HUMCH
. o Coobmenne ¢ eIOMIICHHEM O
DTIM Delivery Traffic Indication Message R BeA
nepenaye Tpaduka
. . Cpennee Bpemss 1o ['puHBHUCKOM
GMT Greenwich Mean Time pedt P P y
MepUrany
. . CMmenranHpIi PEXUM C BBICOKOM
HTMIX High Throughput Mixed “p
HPOITYCKHOU CIIOCOOHOCTHIO
[IpoTokoun ABJICHUSI TpyINIIaMd B
IGMP Internet Group Management Protocol P yip 124
cetu MHTepuer
IIporokon MWHTepHEeTa, MEXKCETEBOU
IP Internet Protocol
POTOKOJT
IPoE Internet Protocol over Ethernet [Tporoxkoi IP mo Ethernet
) TyHHENBHBIA POTOKOJ BTOPOTO
L2TP Layer 2 Tunneling Protocol i P P
YPOBHS
LAN Local Area Network JlokanbHas CeTh
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) [IpoTokon aBJICHUS KaHAJIOM
LCP Link Control Protocol P yip
nepeaayn JTaHHbBIX
. VYnpasienue OCTYIIOM K  cpele
MAC Media Access Control P AOCTYT pea
(epenaym TaHHBIX).
. . . MaxkcumanbHbIA azMme
MTU Maximum Transmission Unit P P
nepe1aBaeMoro makera
NAT Network Address Translation [TpeoOpa3oBaHue CETEBBIX aJIPECOB
NTP Network Time Protocol CeTeBoil MPOTOKO CITY)KOBI BpEMEHHU
o MynbTUILUIEKCUPOBAHUE C
Orthogonal Frequency Division Y P
OFDM ) ) OpPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pa3aeneHneM CHTHAJIOB
. Hactpoiika ¢ TOMOIIBIO HaXaTHs Ha
PBC Push Button Configuration P B
KHOTIKY
PIN Personal Identification Number JInuHbIf aAeHTH(OUKAIUMOHHBIA HOMEP
. . [IpoTokoN THMAa «TOYKAa — TOYKa» II0
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHETBHBIN MPOTOKOJ THIIA «TOYKA-
PPTP Point-to-point tunneling protocol y P
TOYKAY
PSK Pre-shared key OOt KoY
QoS Quality of Service KauectBo ycmyr
RADIUS Remote Authentication in Dial-In User |Cnyx0a ynaneHHON ayTeHTU(DUKAITIH
Service I10JIb30BaTENsl KOMMYTHPYEMOW CETH
. ) [Iporokon oOMeHa HAaHHBIMH  JAJIs
RIP Routing Information Protocol P A s
MapIIpyTU3auu
RTS Request To Send 3anpoc Ha OTIPaBKY
SSID Service Set Identifier Wnentudurarop 6€CIpoBOIHON CETH
. [IpoTOKOT BpPEMEHHON IEJIOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KJTFOUe
[IpoTOoKOJI ONIB30BATENBCKUX
UDP User Datagram Protocol P
JaTarpamMm
. YHUBEpCANBHBIA PEXUM «BKIIOUHA U
UPnP Universal Plug and Play Ii P
paboTaii»
URL Uniform Resource Locator Enunblii ykaszaTenb pecypcoB

CtpaHuua 132 n3 133




DAP-1150 BecnpoBogHasi Touka JOCTyna C NOAEPXKOM pexnuMa mapLupyTtusaTopa

PykoBogcTtBo nonb3osaTens

AGGpeBMaTypbl U coKpalleHUs

WAN Wide Area Network I'moGanpHas ceTh
WDS Wireless Distribution System Pacnpenenennas 6ecripoBo/iHas CETh
. . . be3omacHoCTh, aHamornMyHas 3allUTe
WEP Wired Equivalent Privacy . o
IPOBOJTHBIX CETEH
— . — «becripoBoiHAs TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity poBO . Aap
0ecrpoBOTHOM CBSI3H
WLAN Wireless Local Area Network becnipoBoHas j1okanbHast ceTh
— o [Mepenaya MyTbTUMETUIHBIX JAHHBIX
WMM Wi-Fi Multimedia P ! . Y A 8
o Wi-Fi-cetn
— 3aluIIeHHbBIN oCTyIl o
WPA Wi-Fi Protected Access H N Aocty
OecrpoBOIHOM CeTH
B be3onacHas HacTpoiika OecrpoBOIHOMN
WPS Wi-Fi Protected Setup P P

CCTHU
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